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What can the Flame malware do?
What are Misuse Patterns
and Security Patterns?
How do these help mitigate attacks?

Introduction

Flame is an attack toolkit that has been used to
target Middle Eastem countries. Considered
one of the most complex malwares ever found,
it can record audio, screenshots, keyboard
strokes, network traffic, and even erase itself
from the machine.

Misuse patterns describe how misuses are
performed from the attacker’s point of view. A
pattemn is a packaged solution for a recurring
problem that can be cataloged and re-used in a
platform- and implementation-agnostic manner.
A misuse is the effect of unauthorized access
of information.

Misuse patterns help identify the environment in
which the misuse is performed,
countermeasures to prevent it, and provide
forensic information to trace the attack(s).

Method

« |dentify an attack or threat and understand the
series of events that allow it to occur. This may
be done through research of published matenal
or hands-on analysis. The pattern shows the
vulnerabilities that the attacker uses to
accomplish her objectives. These are the
Forces for the pattem.

» The environment(s) and preconditions in which
the misuse occurs compose the Context set of
the pattern.

» System components and their associations and
interactions can be described with UML and can
include deployment diagrams, sequence
diagrams, and class diagrams.

» ltis then possible to brainstorm solutions, or
use established solutions, that protect systems
against the attacks. The solutions consist of
specific security patterns, which describe
mechanisms to stop attacks.

A Misuse Pattern for Flame

Windows Update Attack Sequence
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Properties of Misuse Patterns
My = (C.F.5P)
€ = Contextof attack Describes the environment and conditions In which misuse happens
F = Forces, or what is required to start and/or stop the attack.
SP = Security patterns to mitigate threats
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Properties of Security Patterns
SP = (T.F,C.5PS,C,)
T = (& + £ Is a threator possible attack )
F = (fi+ fi1saforce not related to an attack)
May use ds o precisely describe

SPS = Amechanism to stop the threat(s)

€ = Context, a description of

€, = Consequences such that

G UG & C, where

Cr = Comseguences of the threats occuring
=G of the forces

T U(F xC) - SPS
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Contexts of Misuse

Flame can Infect other
computers through e
network and through
removable media, like
USB drives

Once Installed, Flame can
record and access

- Keystrokes

« Information passed o
connected devices Iike cel
phones

+ Audio irough microphones
« Video frough web cams

= Video on the monitor

« Stored fles

« Bluetooth communication

« Intemet trafc
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Results

The results of this work are in progress as much
can be accomplished by actors using Flame.
Upon infection, many misuses are possible,
perhaps limited by the imagination of the actor
using Flame and the developmental resources
required to extend its already great capabilities.
However, the attention Flame gamered from its
discovery has lead to thorough analysis,
mitigations supplied from Microsoft, and
detectability by anti-malware products

Completing this research will result in a misuse
pattern that can be added to a catalog of
patterns, where the value of patterns are in their
reusability for a given problem. Studying these
patterns can help remedy existing problems and
help prevent new and similar misuses from
occurring.

Discussion

1. Given the increase of discovery of complex
malware on the state-sponsored scale, a
pattern like this describing a specific malware
can hopefully be adapted to apply to newly
discovered malware with similar capabilities.

2. Understanding the possible attacks may lead to
new defenses. Integrating secunty patterns into
systems will make it harder for others to spy
and abuse these systems and their information.
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