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Software systems increasingly interact with each other, forming ecosystems. Cloud 

is one such ecosystem that has evolved and enabled other technologies like IoT and 

containers. Such systems are very complex and heterogeneous because their components 

can have diverse origins, functions, security policies, and communication protocols, which 

makes it difficult to comprehend, utilize and consequently secure them. Abstract 

architectural models can be used to handle this complexity and heterogeneity but there is 

lack of work on precise, implementation/vendor neutral and holistic models which 

represent ecosystem components and their mutual interactions. We attempted to find 

similarities in systems and generalize to create abstract models for adding security. We 

represented the ecosystem as a Reference architecture (RA) and the ecosystem units as 

patterns. We started with a pattern diagram which showed all the components involved 

along with their mutual interactions and dependencies. We added components to the 

already existent Cloud security RA (SRA). Containers, being relatively new virtualization 

technology, did not have a precise and holistic reference architecture. We have built a 
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partial RA for containers by identifying and modeling components of the ecosystem. 

Container security issues were identified from the literature as well as analysis of our 

patterns. We added corresponding security countermeasures to container RA as security 

patterns to build a container SRA. Finally, using container SRA as an example, we 

demonstrated an approach for RA validation. We have also built a composite pattern for 

fog computing that is an intermediate platform between Cloud and IoT devices. We 

represented an attack, Distributed Denial of Service (DDoS) using IoT devices, in the form 

of a misuse pattern which explains it from the attacker’s perspective. We found this model-

based approach useful to build RAs in a flexible and incremental way as components can 

be identified and added as the ecosystems expand. This provided us better insight to 

analyze security issues across boundaries of individual ecosystems. A unified, precise and 

holistic view of the system is not just useful for adding or evaluating security, this approach 

can also be used to ensure compliance, privacy, safety, reliability and/or governance for 

cloud and related ecosystems. This is the first work we know of where patterns and RAs 

are used to represent ecosystems and analyze their security.
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1 INTRODUCTION 

1.1 OVERVIEW 

Cloud computing has revolutionized the computing world by offering convenient 

and relatively low-cost demand-based computing. It has found its applications in all walks 

of life, from academia to industry, healthcare, etc.  A cloud is not a single system but it 

interacts with variety of related systems, components, services and applications. These 

associated and interdependent systems are used for supporting and extending the cloud 

functionality. These increasingly interactive software systems are becoming very complex 

and forming their own ecosystems. Inspired by the biological term, software ecosystems 

can be defined as a group of software systems, which are developed and co-evolve in the 

same environment [Lun09]. Complex systems are usually heterogeneous and may 

comprise components with diverse origins, functions, security policies, and 

communication protocols.  Consequently, describing complex systems as software 

ecosystems can help both service providers to showcase their products and consumers to 

select the product that best match their requirements. Several companies have extensive 

ecosystems comprised of their products such as Microsoft, Apple, Google, SAP [Sap08], 

Cisco [Cis17], Ericsson [Bas14], and others. 

The cloud is evolving and has enabled other technologies like Internet of Things 

(IoT), Cyber Physical Systems (CPS), and Big Data systems. Several systems which started 

as a component in Cloud ecosystems have grown into an ecosystem of their own, for 

instance software containers. Cloud computing has been using Virtual Machines (VM) as 
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a virtualization solution but recently containers have gained popularity as a more portable 

and lightweight alternative. Containerization offers a way to run multiple processes on a 

single host while keeping them isolated in their own execution environment equipped with 

the libraries and binaries they require. Software containers although not new, have become 

very important to support convenient and low overhead applications. These containers also 

have a number of associated systems and together they have grown into an ecosystem. 

Similarly, there are now a large number of smart heterogeneous IoT devices connected to 

the cloud. These devices are just one part of an IoT ecosystem that can also include 

applications, tools, networks, intermediate platforms, and other systems [Iot19]. Cloud, IoT 

and containers ecosystems are shown Figure 1.1. 

 

Figure 1.1 A System of Ecosystems 

1.2 MOTIVATION 

In Cloud and related ecosystems their components may not be produced by the 

same vendor and may use different protocols, although able to interact with other products 

in the ecosystem. These systems are a growing set, where new types of products or services 

constantly appear and provide some useful functions for some types of users. Some of these 

products may be virtualized (containers) and executed in any system or based in real 
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devices (IoT systems).  There is a variety of projects that are developing different aspects 

of these ecosystems. As these can be independent projects, they may use different ways to 

develop their systems. This leads to a lack of clear separation of functionalities and an 

inconsistent terminology in the variety of projects building architectures, tools, or 

applications using ecosystem components. The resulting systems are very complex and 

heterogenous making it impractical to look at individual systems to analyze their security. 

In addition, the ecosystems such as cloud, containers and IoT are overlapping, 

interrelated, associated and sometimes dependent on each other. These systems of 

ecosystems add to the general system complexity, making it more difficult to comprehend, 

utilize and consequently secure these systems. 

Security is an important issue which needs to be addressed for complex software 

ecosystems. There have already been attacks in clouds and IoT. Last year, 150,000 insecure 

IoT devices were used for a 1 Tbps Dynamic DDoS attacks that targeted cloud service 

provider OVH (a French webhost) in September and a month later service provider Dyn 

was attacked and took several websites such as Twitter, Netflix, Reddit, and GitHub offline 

for hours [Kol17]. Such attacks are predicted to become more common [Sin16].  

Similarly, for container ecosystems security is proving to be one of the biggest 

hurdles for a wider adoption of the technology. Tripwire published a report on the current 

state of container security [Tri19], after surveying 311 security professionals who are 

managing container applications at several companies. 94% were concerned about 

container security and 60% had container security incidents in 2018. This is very alarming 

as about half of the companies claimed they are limiting the adoption of containers due to 

security concerns. One of the top reasons they found was the lack of best practices when it 
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comes to container security. This means that despite the tremendous benefits offered by 

container technology, security concerns can hinder and limit their growing acceptance. 

On top of this, the components in these ecosystems keep increasing in number and 

evolving, making it increasingly difficult to add security to such ecosystems. Two major 

hurdles in providing security for such systems are the complexity and heterogeneity of the 

systems. 

Key to addressing the complexity and heterogeneity of ecosystems is abstraction. 

Architectural modeling allows abstraction and generalization based on system similarities. 

Little work has been done on the architectural modeling of software ecosystems. Given 

their growing complexity it has become essential to concentrate on architecture in addition 

to implementation. Pattern-based architectural models have been found useful in 

representing such complex systems. Architectural models may provide holistic and unified 

views of the system. This can be useful for understanding the system as well as effectively 

securing it. A cloud ecosystem has been described in the form of a pattern diagram in 

[Fer16a]; that paper also described some components in the form of patterns. We have 

added to the cloud ecosystem newly identified components, described as patterns. Our 

initial ecosystem was later expanded to cover IoT systems and container components.  

As indicated earlier, in order to utilize these systems to their full potential, complete 

understanding of the systems and their interactions is required. This is not only important 

for enabling wider adoption of these complex but also for ensuring security and motivates 

our work. Our goal is to use architectural models to provide a better understanding of the 

software ecosystems and for improving security of the ecosystems. These models can 

provide insight to analyze security issues across the boundaries of individual ecosystems. 
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A complete, unified and holistic view of the system can offer tremendous value by not just 

facilitating the work of security engineers but also for anyone who aim to ensure 

compliance, privacy, safety, reliability and/or governance for software ecosystems. 

1.3 CONTRIBUTIONS 

In this dissertation, the following contributions were made: 

1. We described cloud and related ecosystems, IoT and containers in the form of a pattern 

diagram describing how ecosystems and their internal components relate to each other. 

2. We defined architectural dependencies between cloud and related ecosystems 

components such as cloud, container, IoT, VM, and others. 

3. Starting from the SRA for clouds in [Fer16a], we extended it by adding patterns for 

VM environment, Software Containers and Fog Computing. This extended model 

covers components beyond the boundary of a single system.  

4. We demonstrated how the same approach that was used to model clouds can be applied 

to the constituent newly emerging ecosystems. The container has a number of 

complementary systems which together make up the container ecosystem. We 

identified the container ecosystem components and created a Software Container 

pattern and a Container Manager pattern. These were combined to build a Container 

RA, which represents the container and container cluster components and their mutual 

interactions. Literature review and Container RA were used to identify security issues, 

threats and vulnerabilities for the ecosystem. Security countermeasures were then 

added to the model to build secure versions of the patterns; that is, a Secure Software 

Container pattern and a Secure Container Manager pattern. All of our work on 

container ecosystems was put together to create a Container SRA. We do not claim 
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completeness as adding the components can introduce additional security issues; 

however, this work can be considered as a step towards improving the security of the 

container ecosystems. 

5. We demonstrated an approach for validation of the architectural models using the 

Container SRA as an example. 

6. We built two patterns for the IoT ecosystem, including a Fog Computing pattern and 

a misuse pattern for DDoS attack using IoT botnets. Our study enabled us to identify 

various security issues in IoT ecosystems as well as issues which transcend the 

boundaries of a single ecosystem. 

1.4 DISSERTATION ORGANIZATION 

This thesis is a collection of papers organized into chapters. Most of these papers 

have already been published and others submitted for publication. This may result in 

repetition at some places. The following chapters are included: Chapter 1 gives an 

overview, motivation and lists our contributions. Chapter 2 presents background and 

defines some basic concepts related to architectural modeling. Chapter 3 describes 

ecosystem modeling, including a pattern diagram for the ecosystem, including components 

from cloud, IoT and container ecosystems. Chapter 4 introduces container ecosystem, its 

stakeholders and use cases. A Container Reference Architecture is described in chapter 4. 

This chapter includes two of our patterns; that is, the Software Container pattern and the 

Container Manager pattern. Chapter 5 presents a Security Reference Architecture (SRA) 

for container ecosystems. We list common threats and vulnerabilities for the ecosystem 

components. The countermeasures for these threats are identified and correlated with the 

threats/vulnerabilities. Secure Software Container and Secure Container Manager patterns 
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are shown as part of the SRA. Chapter 6 discusses validation aspects of ecosystem models. 

Chapter 7 explains our work on IoT ecosystems modeling which includes two patterns and 

security insights. Related work on ecosystems is described in chapter 8. Chapter 9 is about 

conclusions and future work. 
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2 BACKGROUND 

2.1 ARCHITECTURAL MODELING 

Architectural models using patterns can be used to describe ecosystems and their 

components. A pattern is a solution to a recurrent problem in a specific context. Patterns 

can be used to design and analyze complex systems, to capture design decisions, and to 

evaluate new or existing systems [Bus96]. They encapsulate the experience and knowledge 

of designers, provide a larger unit of reuse, and a communication vocabulary for designers. 

Usually, a template with predefined sections is used to describe patterns. This systematic 

approach facilitates the work of both writers and users of the pattern. 

We use the POSA (Pattern-oriented software architecture) template [Bus96]. 

Pattern descriptions can include formal languages in addition to modelling techniques such 

as UML diagrams. An Intent section presents the summary of the solution provided by the 

pattern. Environment and preconditions are part of Context section which is the general 

situation to which the pattern applies. A Problem section describes the problem being 

solved and the forces or constraints that guide the solution. Next is the Solution which 

explains a specific way to solve the problem in the given context given the forces. The 

solution section may use UML modeling and diagrams such as class, sequence, state, and 

activity. An Implementation section provides guidelines for implementing the pattern. 

Three or more real situations where the patterns have been used are listed in the Known 

uses section. The section on Consequences includes both advantages and liabilities of the 

solution. There is also a section on Related Patterns which includes other patterns that solve 
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a similar problem or are complementary to this pattern. While patterns were initially 

limited to software, now their use has been extended to other aspects of computing 

including hardware and physical components of the ecosystems. Patterns can be simple or 

compound, which are made up of other patterns. 

In addition to patterns we will also use Reference Architectures (RAs) to describe 

the cloud ecosystem. An RA is a generic and abstract software architecture that applies to 

a particular domain and does not contain implementation details. It specifies the 

components of the system, their individual functionalities and their mutual interaction 

[Avg03]. An RA can be considered as a compound pattern and its components described 

as patterns.  

These models can be used to analyze security of the systems and for identifying 

threats. Misuse patterns will be used to understand the significance and gain better 

understanding of security incidents [Fer07]. We represent attacks in ecosystem in the form 

of a misuse pattern (an example can be seen in Section 4.3). Misuse patterns describe how 

the attack is carried on from the point of view of an attacker. They explain the attack 

environment, its flow and countermeasures to secure the system against the attack. In case 

the attack has taken place, they also provide information which can be useful for forensics. 

The misuse pattern template is slightly different from that of other patterns. It 

includes, name of the attack and intent which is purpose of the pattern as goal of the 

attacker. Context defines attack environment including architectural components, their 

vulnerabilities and existing security defenses of the system.  Problem section lists what are 

the hurdles for the attacker in carrying out the attack.  Solution describes how the attack 

takes place and its results. All components that are important to prevent the attack and can 
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be used to look for evidence are included in affected system components section. Known 

uses section lists the security incidents where the attack has already occurred. This 

followed by sections on consequences, countermeasures and related patterns. These 

patterns can help us understand and highlight vulnerabilities in systems enabling us to 

better secure them. Countermeasures from misuse patterns can be represented by security 

patterns. 

Security patterns can be added to the models to handle the identified threats. This 

results in security RAs or SRAs. Similarly, safety patterns or compliance patterns can also 

be created to produce safe or Compliant RAs. 

Figure 2.1 shows the metamodel for relationships between various types of patterns. 

System vulnerabilities are flaws or weaknesses of the system which can be exploited to 

carry out attacks which are represented using misuse patterns. The security best practices 

and security patterns are used to prevent these attacks. 

 

Figure 2.1 Relationship between ecosystem and security concept 
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2.2 SOFTWARE CONTAINERS 

Container-based virtualization (operating system level virtualization) run 

applications in an isolated execution environment (i.e. container) sharing a host operating 

system, binaries, and libraries.  Figure 2.1 shows a typical stack for software containers. It 

is compared with the stack of VMs to highlight the difference between these two 

virtualization technologies. Containers are more lightweight and this result in significantly 

faster deployment, less overhead, easier migration, and more agile restart. 

 

Figure 2.2: The Container Stack vs the VM Stack 

Cloud-based systems involve a multitude of applications and services that may be 

deployed over clusters of hosts. This makes it very complex to create, manage, and 

maintain the infrastructure for deploying services on them and orchestrate them. Many 

human resources will be required if this work is done in non-automatic fashion by operation 

teams.  Containers facilitate the work of DevOps teams by allowing the use of code to 

automatically perform infrastructure management tasks. A desired state is specified by 

changing configurations and this state is then automatically applied to the environment by 

the container manager, which optimizes resource utilization by offering grouping, load 

balancing, auto-scaling and auto-healing features. Use of containers and container cluster 

management can significantly reduce the human effort required to handle these large and 
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complex systems. This has led to the large popularity of containers in contrast to VMs 

where most of these tasks have to be performed manually.  

Another reason for the popularity of containers is their support for microservice 

architectures. A microservice architecture allows development of an application as a 

collection of small services which run in their own separate process and communicate with 

each other using lightweight mechanisms, such as HTTP resource API.  These services are 

independently deployed by using container clusters that can be centrally managed. 

Microservice architectures need lightweight mechanisms, small independently deployable 

services, scalability and portability [Eki14]. These requirements can be met by using 

containers. 

Figure 2.2 shows the pyramid of modern enterprise development. Clouds provide 

an infrastructure for container clusters which host microservices. This allows DevOps 

teams to efficiently develop, deploy and manage the applications with ease.  

 

Figure 2.3: Pyramid of Modern Enterprise Development (derived from [Bry15]) 

mechanisms 

• small 
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• scalability  

• portability 
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3 ECOSYSTEMS MODELING: CLOUD ECOSYSTEM 

Architectural modeling was used in this work to represent cloud and other 

ecosystems emerging from it. Ecosystems can be defined around functions (use cases) or 

specific devices. For example, smart phones are associated to laptops, tablets, watches, TV 

sets, and similar. In this case the same function may appear in different devices. Our models 

emphasize functions, not devices. Our approach made use of abstract conceptual models 

for the ecosystems. This approach offers a flexible and incremental way of building 

software architectural models as newly identified components can be added to the model 

as ecosystems grow. This is particularly useful for the rapidly evolving ecosystems like 

clouds, containers and IoT. 

A cloud ecosystem is first represented here in the form a pattern diagram that shows 

the functional units and their interaction with each other. This is followed by detailed 

modeling of some of these units. Most of the components of this system have been already 

modeled as patterns and reference architectures using UML models. However, this work is 

just a step in extending the architectural representation of the cloud and emerging 

ecosystems. It cannot be considered as complete or final as it is bound to change with the 

growth of the ecosystem. As mentioned earlier, new patterns can be added for newly 

identified components as we have been doing for several components described in the 

following sections. Complete patterns for the components added as part of this dissertation 

are included later in this thesis. The rest of the patterns are shown here as we just intend to 

highlight their main functions, the complete descriptions can be found in their 
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corresponding publications listed in the references. Our objective is to describe the 

participants of the ecosystems as patterns which will contribute towards a holistic and 

unified view of the complete ecosystem.  

Figure 3.1 shows a pattern diagram for a cloud ecosystem, with the cloud as hub. 

The core pattern of this ecosystem is the Cloud Reference Architecture (Cloud RA). 

Addition of security patterns to a Cloud RA converts it into a Cloud Security RA (Cloud 

SRA). The Cloud SRA includes security patterns for Authentication, Authorization, and 

Logging, among others, which can help control known threats to the cloud [Fer13]. Patterns 

that describe how regulations apply to the Cloud RA are included in the Cloud Compliant 

RA [Yim16]. 

 

Figure 3.1 Pattern Diagram of a Cloud Ecosystem 

Other components of this ecosystem include the service layers of a cloud, IaaS, 

PaaS and SaaS. Network Function Virtualization (NFV) is a network architecture where 
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network functions are provisioned in software using virtualization and its secure version is 

the Secure NFV [Fer15b]. 

Security-related components include filtering functions that are provided by Cloud 

Web Application Firewalls (Cloud WAF) and Security Group Firewalls (SecGroup FW) 

on their own or as services through NFVs. Cloud Access Security Brokers (CASBs) are 

security enforcement points between consumers and service providers that apply security 

controls to access cloud services, usually SaaS services.  

The figure shows two other ecosystems that can be described by their RAs, a 

container and an IoT ecosystem. We have written patterns or RAs for the elements shown 

in grey; we discuss the container ecosystem in the next chapter. An interesting feature of 

the ecosystem pattern diagram is that we can add not just function or security patterns but 

also misuse patterns (shown in red). 

As part of this work we added patterns for virtualization solutions in cloud 

ecosystems such as a pattern for Virtual Machine Environment (VME), which is described 

in section 3.1. Container ecosystem includes software container, container manager, secure 

software container and secure container manager. Software containers provide an 

execution environment for applications sharing a host operating system (OS), binaries, and 

libraries with other containers with strong isolation between them. We also have patterns 

for container manager, secure software container and secure container manager. Containers 

and IoT have grown into an ecosystem for which we have added several patterns described 

in later sections. Fog Computing is an intermediate platform that provides computation, 

storage, and networking services between end devices and the cloud. It has emerged as an 

extension of the cloud for supporting IoT. The other pattern which is part of the IoT 
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ecosystem is DDoS attack using IoT botnets; this is a misuse pattern. Figure 3.2 shows 

cloud, IoT and container ecosystems and their mutual interactions. 

 

Figure 3.2 Systems of Ecosystems 

Systems of ecosystems are emerging from what started as a single component in 

our representation of cloud ecosystems and have now evolved as an ecosystem on their 

own. This calls for the need to study not only the security of these ecosystems individually 

but also as part of system of ecosystems as security is not composable (even if we ensure 

our ecosystems are secure in isolation, emergent issues can arise from the interaction of 

one system with another). 

3.1 THE VIRTUAL MACHINE ENVIRONMENT PATTERN 

3.1.1 Intent 

Provide units of execution (virtual machines), which have access to virtualized 

hardware (processor, memory, and networks). A VME creates and manages virtual 

machines according to user requests or system needs. 
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3.1.2 Context 

Many companies and individuals need access to inexpensive processing power. 

Many companies develop software intended to run in multiple hardware platforms, and 

their software needs to be developed and tested in these platforms. 

3.1.3 Problem 

How do we provide inexpensive computing power to many users? Real processors 

can be purchased and used to host applications; however, this is expensive and most of the 

resources they provide will most likely go under-utilized. How do we develop software 

intended to run in multiple hardware instruction sets? We need an execution environment 

that can obtain these objectives conveniently and effectively. The possible solution is 

constrained by the following forces: 

• Access to hardware features: Some applications may need access to a specific set of 

hardware features to support their execution.  

• Flexibility: we would like to run different types of operating systems or systems 

software in each execution instance. 

• Isolation: There should be no way for a user in an execution environment to get access 

to the data or functions of another environment, either by error or intentionally. When 

an OS crashes or it is penetrated by a hacker, the effects of this situation should not 

propagate to other environments in the same hardware. Isolation is an important 

requisite for security and reliability. 

• Modularity: execution instances should have a well-defined interface to the software 

that will execute on them; this can improve interoperability.  

• Usability: Configuring an execution environment should be simple. 
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• Portability: We want execution instances to be portable across hardware processors; 

that is, they should be able to be moved or copied from one processor to another 

processor without special handling.   

• Extensibility: It should be possible to dynamically provide additional services to the 

hosted applications like logging/auditing, filtering, persistence, and others. 

• Elasticity: It should be possible to dynamically increase or reduce the resources needed 

by an execution instance. This is a useful feature for applications that need to handle 

variable loads. 

• Management: It should be possible to manage execution environments to control the 

number of VMs, migration of VMs across processors for reliability and load balancing 

for optimal use of resources. 

• Monitoring: It should be possible to monitor the state and activities of VMs. This could 

have value to assure SLAs. 

3.1.4 Solution 

Provide a platform, called Virtual Machine Environment (VME), to create and 

manage execution instances (processes), where application developers can think they are 

interacting with the real hardware. This virtualized processor, a Virtual Machine (VM), 

will have all the features of a hardware processor, except the same speed. VMs are useful 

to provide inexpensive computing power and variety of instruction set. VME provide a 

platform for creation, management, security, load balancing, monitoring, etc. of VMs. In 

this case, the software or even the hardware can be chosen so as to support the application 

and optimize or improve a non-functional requirement. A variety of software, e.g., 
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databases, CAD/CAM, analytics packages, can be obtained from the Service Provider (SP) 

and loaded in the VM using a menu-like approach (Binaries/libraries). 

 

Figure 3.3 Class diagram of a VM Environment 

3.1.5 Structure 

Figure 3.3 shows the class diagram of the Virtual Machine Environment (VME). 

Consumers request the VME to create a Virtual Machine (VM) and provide a list of 

required resources. Each VM runs under the control of a Virtual Machine Monitor (VMM) 

(a.k.a Hypervisor), which provides a replica of all the features of some Hardware 

architecture. A VMI Repository is a collection of VM Images (VMI), which are 

prepackaged software templates used by the VMM to instantiate VMs. We can run any 

type of Guest Operating System and Binaries/Libraries in each VM.  The diagram shows a 

Host OS but this is not used in some implementations (see Section Implementation). The 

VME not only creates VMs but also performs management activities like monitoring, load 

balancing, and security. 



20 

 

3.1.6 Dynamics 

Use cases for VMEs include: Creation and Deletion of VMs, Defining Access 

Control for VMs, Adding Resources to a VM, VM Migration, VM Replication, Load 

Balancing, Monitoring VMs, and others. 

Use cases like Creation of a VM by a cloud system require use of the Infrastructure 

as a Service (IaaS) functions: a user needs an account and needs to specify a location, the 

VM is assigned to a node, etc. Several of these patterns are shown in [Fer13a]; or 

conciseness we only show here the use case to create a VM by a user (Figure 3.5).  

 

Figure 3.4 Final objective of a VM creation 

The final objective for a user is to build a VM with a set of selected software units 

(Figure 3.4), typically an operating system, a DBMS, development tools, etc. The size of 

memory, location, and other features can be also selected, as well as access control rules. 

Figure 3.5 shows the sequence of steps performed when user creates a VM. For the 

creation of a VM, a user can create a VM image with the required set of resources or select 

an existing VMI from VMI repository. We assume here that the user selects an already 

existing VMI from the repository. 

1. A user requests VME for creating a virtual machine by providing a list of required 

resources. 

2. The VME selects a VMI from the repository based on user requirements.  

VM

OS DBMS tool

…
* *0…*
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3. The VMI repository provides the requested image. 

4. The VME sends request to the VMM along with the VMI and list of resources to create 

a VM.   

5. The VMM instantiate the VMI to creates a VM with the requested resources 

6. The VMM assigns required hardware resources to the VM. 

7. The VM is assigned to the consumer and acknowledgement is sent by VME to them 

that the VM has been created.   

As a post-condition of this use case, a VM is created and assigned to a user account 

and to the required hardware. 

 

Figure 3.5 Sequence diagram for the use case “Create a VM by a User”. 

3.1.7 Implementation  

VMs are created by a Virtual Machine Monitor (VMM). VMMs can run on real 

hardware (bare metal VMM) or on a host operating system (Type 1 and 2 hypervisors, 

respectively). In the latter case the I/O drivers of the guest operating systems run in the 

Host Operating System. This reduces memory needs and improves performance but it 
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makes the virtual environment more complex which makes it more vulnerable to attacks. 

Figure 3.6 shows the stack of the VM execution environment with type 1 and 2 hypervisors. 

 

Figure 3.6 Stack of the VM execution environment. Bare metal VMM and Hosted VMM respectively 

VMs can be created from Virtual Machine Images (VMIs) or in an ad hoc way by 

the user. VMIs are kept in a VMI Repository [Fer13b]. VMIs load VMs with different 

amounts of storage, specific software, or other features. Communication between VMs and 

users or external systems can be done using real or virtual networks. Virtual networks can 

use physical devices (switches, routers) or virtualized functions (NFVs) [Fer15b].  

There are several types of virtualization which can have an influence on the speed 

and security of the corresponding VMs:  

• Full or Native Virtualization: The guest operating system is presented with a full 

hardware instruction set and executes all instructions either directly or through the 

hypervisor. Some instructions do not trap and need extra binary code to be executed. 

This problem can be solved using Hardware-assisted Virtualization, where all 

privileged instructions trap to the hypervisor. This is the simplest approach as there is 

no need to modify the guest OS. So, the Guest OS in figure 2 can be any standard OS 

[Vmw08]. 
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• Paravirtualization: This approach presents a software interface to VMs intended to 

reduce the portion of the guest's execution time spent performing operations which are 

substantially more difficult to run in a virtual environment compared to a non-

virtualized environment [Vmw08]. It requires specially tailored guest operating 

systems running in the VMs. In class diagram for this type of VME, the Guest OS 

would provide customized instruction set. 

• Operating System Virtualization: Allows the resources of a computer to be partitioned 

via kernel's support for multiple isolated user space instances, which are usually called 

containers and may look and feel like real machines to the end users. In case of OS 

virtualization, the virtualization environment would be simpler than VME. The 

components like Guest OS and VMM would no longer be required. Software 

containers are examples of OS virtualization [Fin14]. It can be seen that containers 

operate with a lesser number of layers and therefore offer a lightweight execution 

environment as compared to VMs. However, since containers share the Host OS the 

resulting solution offers less flexibility (we cannot run together applications that need 

different operating systems). Of course, we can mix together in a cloud system VMs 

and containers. 

• Library Level Virtualization: It produces a different virtual environment working 

above the OS layer by implementing a specialized application binary/programming 

interface (ABI/API). Unikernels are examples of library level virtualization. Here the 

application code and runtime environment form a specialized kernel which is run 

directly on top of the hypervisor [Mad13]. 
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3.1.8 Known uses  

• IBM VM/370 [Cre81]. This was the first VMOS; it provided VMs for an IBM370 

mainframe. 

• VMware [Nie00]. This is a commercial company that provides VMs for Intel x86 

hardware. VMware ESX and ESXi are bare metal hypervisors 

• Xen is a VMM for the Intel x86 developed as a project at the University of Cambridge, 

UK [Bar03]. 

• KVM (Kernel-based Virtual Machine) offers full virtualization for Linux on x86 

systems [Kvm17]. 

• QEMU (Quick Emulator) is an open-source VMM which runs on x86 systems 

[Qem16]. It can be run as a pure emulator or native VM. 

• VirtualBox is a free and open-source VMM from Oracle for x86 hardware [Vir16]. 

• Some smart phone operating systems use a few specialized virtual machines to 

separate the user’s private system from her work environment. These include the L4 

Microvisor [Hei10] and RIM’s Black Berry 10 OS [Wik16].  

• OpenStack [Fer16b] is one of the possible architectures for IaaS services that includes 

a VME. OpenStack supports KVM, VMware, Xen, Hyper-V, QEMU as hypervisor 

alternatives in addition to containers (LXC and Docker) [Ope17]. 

3.1.9 Consequences 

The Virtual Machine Environment Pattern has the following advantages: 

• Access to hardware features: Each operating system or other system software has 

access to a complete set of hardware features to support its execution. Not all users 

may require this type of access.  
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• Flexibility: we can run different types of operating systems or systems software in 

each VM. 

• Isolation: The VMM intercepts and checks all system calls. The VMM is in effect a 

Reference Monitor [Fer13a], [Gol06] and provides total mediation on the use of the 

hardware. This can provide a strong isolation between virtual machines [Ros05]. 

• Modularity: execution instances can have standards for their interface to the software 

that will execute on them; in fact, there is already a standard for this interface [Ovf16].  

• Usability: Configuring an execution environment requires only to select software 

packages from a menu. 

• Portability: We can move a VM from one processor to another by just moving its 

process descriptor. We can also replicate VMs in this way to provide fault tolerance.  

• Extensibility: It is possible to dynamically provide additional services. 

• Elasticity: The SP has tools to dynamically increase or reduce the resources needed by 

a VM. 

• Management: We can manage execution environments and perform load balancing 

when requests are received by VME. 

• Monitoring: We can monitor the state of VMs and interactions of VMs and Guest OS 

[Bau15].  

The Virtual Machine Environment has the following liabilities: 

• The rich functionality of the VME may not be needed for some applications; those 

applications should be developed in a Container Environment [Sye15]. 
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• There is extra complexity and some type of usable dashboard is necessary to simplify 

the work of the system administrators, as it has been done in some cloud products, e.g. 

Fujitsu [Oku11]. 

3.1.10 Related patterns 

• Container [Sye15]. A Software Container provides an execution environment for 

applications sharing a host operating system, binaries, and libraries with other 

containers. Containers have less execution overhead but are less flexible than VMs. 

• Reference Monitor. As indicated, the VMM includes a concrete version of a Reference 

Monitor. A Reference Monitor is an abstract process that intercepts attempt to access 

resources and applies authorization rules [Fer13a], [Gol06]. 

• Cloud Security Reference Architecture [Fer16a]. Indicates where the VME fits in the 

cloud architecture. 

• NFV [Fer15b]. Network Functions Virtualization (NFV) is an architecture for the 

construction of network services using software building blocks. The building blocks, 

Virtual Network Functions (VNFs), are typically created from cloud services using 

virtual machines or containers. 

• Secure Virtual Machine Image Repository [Fer13b]: Avoid the poisoning of VM 

images during creation and the leaking sensitive information accidentally left in the 

VMI by enforcing access control to the repository. 

• Cloud Policy Management Point [Fer13b]: Provide an administrative dashboard for 

security functions, including authentication, authorization, cryptography, logging, and 

control of VM images.  

• IaaS patterns [Fer16b] include several abstractions of services that include a VME. 
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4 CONTAINER ECOSYSTEM 

4.1 INTRODUCTION 

Containers which started as a virtualization solution and one of the units in cloud 

ecosystems, have a number of associated systems which work to support and manage them. 

They collectively constitute another ecosystem. Containers and container managers are 

important components of this container ecosystem. Several container manager frameworks 

are available which orchestrate and manage distributed environments comprising groups 

or clusters of software containers. Some significant examples include Google Kubernetes 

[Kub17], Docker Swarm [Swa17] and Mesosphere Marathon [Mes17].

Figure 4.1 shows the partial pattern diagram for the cloud and container 

ecosystems. It demonstrates how containers fit into the cloud ecosystem. The cloud 

ecosystem includes the Cloud RA as its hub. Its components are IaaS (which can be 

considered as defining another ecosystem), PaaS, and SaaS, which provide the cloud 

services. The VM Execution Environment [Sye16b] creates and manages virtual machines, 

the Container Engine [Sye15] creates and manages containers. The IoT ecosystem has an 

obvious connection to the cloud ecosystem; however, the IoT deals with a variety of 

devices not directly related to clouds, e.g. traffic lights. Both cloud and IoT ecosystems can 

run applications using containers. 
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Figure 4.1 Cloud and Container Ecosystems 

 

Figure 4.2 Architectural dependencies 

Figure 4.2 is a metamodel for the architectural dependencies between associated 

systems in this environment. Containers can be used to build clouds and IoT systems; also 



 

29 

 

clouds (IaaS) and IoT systems can use both VMs and containers for running applications. 

It also shows that VMs and OSs can provide execution environments for containers. In 

turn, IaaS can contain OSs. Also, the cloud itself could be built out of containers. 

We have identified several patterns for the container ecosystem. We created two 

patterns for the main components of container ecosystem. The software container and 

software container manager pattern (which is used when cluster of containers are being 

used). These patterns are described in the following sections. We also present a reference 

architecture for container ecosystems.  

4.2 STAKEHOLDERS AND USE CASES 

4.2.1 Stakeholders 

We first identify the stakeholders for the container ecosystem. These include any 

entities that are concerned with the ecosystem or exhibit interest in it [Avg03]. 

Stakeholders can be users, acquirers, developers or maintainers of the system. In this case 

they are its clients, system developers, system administrators, software development 

companies, cloud service providers. 

4.2.2 Use cases  

Use cases for the ecosystem include creation of a container image, store image, 

certify image, modify image, launch a container, container deployment, etc. Container 

clusters are managed by grouping closely-related containers into sets, named Coherent 

Units (CUs) and use cases for the manager include creation and termination of CUs, deploy 

containers, assign workloads to a CU, manage containers which includes configuring 

container environment, container replication, load balancing in a cluster of containers, and 

others.  Figure 4.3 shows the container use case diagram.  
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Figure 4.3 Container Use case Diagram 

4.3 THE SOFTWARE CONTAINER PATTERN 

4.3.1 Intent  

A Software Container provides an execution environment for applications sharing 

a host operating system, binaries, and libraries with other containers. Containers are 

lightweight, portable and extensible.  

4.3.2 Example  

An organization has development and testing teams working at distributed 

locations. They generally use cloud computing in addition to company’s local 
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infrastructure. They need a quick and easy way to provide a standardized environment to 

execute and test all kinds of applications. Even if they have applications from different 

companies running on their system, they have to provide each one a standard platform for 

execution. In addition to this, necessary isolation between these applications is security 

requirement. They have to furnish frequent releases of their software so the deployment 

process and distribution is becoming difficult. For a cost-effective operation they need to 

reduce overhead and improve security. Their applications execute in a few commonly used 

operating systems, they do not have very specific customized platform requirements. 

4.3.3 Context  

Software developers/Institutions developing many applications that will execute in 

multiple computer systems and/or cloud-based virtual environments and using a few types 

of operating systems. Security, reliability, and overhead are concerns. 

4.3.4 Problem  

We want to be able to run applications in a self-contained environment in such a 

way that both (application and execution environment) can be treated as a single unit. The 

solution to this problem is guided by the following forces: 

• Overhead: We want the overhead of the execution environment to be as low as 

possible; otherwise, we can use more flexible solutions such as virtual machines. 

• Portability: We want applications to be portable across execution environments; that 

is, they should be able to be moved, for example, from one location to another location, 

without large modifications. 

• Controlled Execution: We want to control application execution in a simple and 

convenient way. 
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• Cost: The cost of running applications should be as low as possible in terms of 

resources.  

• Isolation: When multiple applications are running in the same OS, we want a strong 

isolation between them so that if one of them is malicious, compromised, or fails, 

attacks or errors do not propagate to other applications. 

• Opaqueness: Applications running on the same OS should not be aware of each other 

to ensure security. 

• Transparency: The specific environment should be transparent to the application. 

• Scalability: The number of applications sharing one type of OS should be scalable. 

• Extensibility: It should be possible to dynamically provide additional services to the 

hosted applications like logging/auditing, filtering, persistence, and others 

• Recovery: We need to be able to recover/replicate the application easily. 

 

Figure 4.4 Stack of a typical container  

4.3.5 Solution 

Provide a runtime environment that can support the isolated execution of 

applications on a shared Host OS, this is a Software Container (Fig. 4.4). Multiple 

processes can share one container in special circumstances [Doc15a]. They also may share 

binaries and libraries with other containers. Containers provide isolated execution and 

extensible services to the application. 
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4.3.6 Structure  

Figure 4.5 shows the class diagram for this pattern. A Container controls a set of 

Applications sharing a Host OS that provides a set of Resources.  An Interceptor mediates 

the services provided to the application by the container. Applications hosted in containers 

can be accessed remotely through Proxies, where the Container acts as a broker. The client 

interacts with the Application Proxy, which represents the application. The application 

interacts with the Client Proxy, which represents the client. The Container provides a set 

of Services to the applications. Container Images are stored in image repositories. 

 

Figure 4.5 Class Diagram for Software Container Pattern 

4.3.7 Dynamics  

Figure 4.6 shows a use case to execute an application in a container. A remote client 

executes an application through its proxy. The container transmits client requests to the 

Application through the Client Proxy. In order to execute the request or access a resource, 

application issues an OS call. This call goes to the interceptor before it is forwarded to Host 

OS. 
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Figure 4.6 Sequence diagram for the use case ‘Execute an application in container’ 

4.3.8 Implementation 

• In a virtualized environment, containers can be mixed with virtual machines or bare 

metal servers. In other words, we can execute applications directly in a physical 

processor, in a virtual processor, or in a container.   

• The Host OS should be able to have primitives to execute each process in strongly 

isolated execution environment; for example, Linux-based containers such as Docker 

use kernel namespaces and cgroups to isolate containers. Docker uses the libcontainer 

library to build implementations on top of libvirt, LXC [Lxc15][Lxd15]. In this way, 

resources can be isolated and services restricted to let applications have a specific view 

of the operating system [Doc15b].    

4.3.9 Known Uses 

• Docker provides portable, lightweight containers, using Linux virtualization 

[Doc15b]. Docker was known to have security vulnerabilities but few security features 

were added recently including hardware signing for container image developers, 
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digital signatures for authenticating images in repository and image scanning for 

known vulnerabilities [Bab15]. 

• Cisco [Cis15a] - Cisco Virtual Application Container Services automate the 

provisioning of virtual private data centers and deploy applications with compliant, 

secure containers.   

• Rocket [Roc15] - A product of CoreOS. This container attempts to be composable, 

secure, open format and runtime components, and simple discoverable images.   

In addition to these, Windows server containers and Hyper V containers supported 

for Windows Server 2016. [Bis15]. Other container providers include Google, Amazon 

Web Services, IBM, Microsoft, and HP.    

4.3.10 Consequences 

This pattern presents the following advantages: 

• Overhead: Containers are more efficient since they do not require separate guest OSs 

as for the case of VMs. They will however, be slower as compared to directly 

executing an application on Host OS without virtualization. 

• Portability: Containers can be executed in any processor and they can relieve 

application developers and testers of worrying about application distribution. 

• Controlled Execution: Containers can control application execution as they can control 

and filter interactions with the Host OS. 

• Cost: Host OS is shared by multiple containers, so unlike VMs we do not need to 

purchase separate licenses for Guest OSs on each VM. 



 

36 

 

• Isolation: The Container can use the facilities of the host OS to provide isolation 

between applications running on the same OS. This feature protects the other 

applications of attacks or errors in applications running in different containers. 

• Opaqueness: Applications running in separate containers on the same OS are not aware 

of each other, which can prevent attacks. 

• Transparency: The specific environment becomes transparent to the application when 

executed within a container. Changes made to the OS or Application can be handled 

by container modification, without affecting other containers. 

• Scalability: Containers make the system more scalable since the number of 

applications sharing one OS can be increased provided enough hardware resources are 

available. 

• Extensibility: Interceptors allow adding services such as logging/auditing, security, or 

others to an application.  

Liabilities of the pattern include the following:  

• Use of containers can slow down application execution since we are using an 

additional layer of interceptors for indirection of messages between OS and 

application. However, this overhead should be smaller than using separate virtual 

machines.  

• Containers are meant to provide isolation between applications, so if there is a need 

for collaboration between applications, the task becomes more difficult if they are 

executing in separate containers. This can be still be achieved for example, Docker 

provides an option to securely link containers through ‘bridge’ network [Lin15].  



 

37 

 

• We can only use one OS in each container. If we need different operating systems, we 

can have separate sets of containers or use virtual machines.  

• Security or reliability flaws in the common OS affect all the applications running on 

it. 

4.3.11 Example Resolved 

The company started using containers on their servers. They built images for their 

applications so that each could run in a separate container. This provided lower overhead 

and more security for the whole system. In addition, the use of containers and application 

images made distribution and deployment of applications very easy.  

4.3.12 Related patterns 

• Interceptor [Sch00] - allows services to be added transparently to a framework and 

triggered automatically in the present of specific events.  

• Broker [Bus96] - the Broker structures distributed systems with separate components 

that interact by remote service calls. A broker coordinates communication, including 

forwarding requests and sending back results and exceptions. 

• Reference Monitor [Fer13a]. In a computational environment in which users or 

processes make requests for data or resources, this pattern enforces declared access 

restrictions when an active entity requests resources. It describes how to define an 

abstract process that intercepts all requests for resources and checks them for 

compliance with authorizations  

• Virtual Machine Operating System [Fer13a] - provides a set of replicas of the 

hardware architecture (Virtual Machines) that can be used to execute (maybe different) 

operating systems with a strong isolation between them.  
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• Controlled Virtual Address Space (Sandbox) [Fer13a] - How to control access by 

processes to specific areas of their virtual address space (VAS) according to a set of 

predefined access rights? Divide the VAS into segments that correspond to logical 

units in the programs. Use special words (descriptors) to represent access rights for 

these segments.  

A formal analysis of component containers is presented in [Sri06]. 

4.4 THE CONTAINER MANAGER PATTERN 

Groups or clusters of containers need to be orchestrated and managed by a higher-

level controller, composed of several appropriate units (Orchestrator, Scheduler,…).  We 

need then another pattern to consider these aspects, a Container Manager, composed of 

patterns for container management functions. 

4.4.1 AKA  

Container cluster orchestrator, Container cluster manager 

4.4.2 Intent 

A container manager acts as a high-level controller to orchestrate and manage 

clusters of containers across distributed hosts. It provides functions for organizing, 

deploying, managing, and securing container clusters. 

4.4.3 Example  

An organization has development and testing teams working at distributed 

locations. they use cloud computing in addition to their company’s local facilities. They 

need a portable and lightweight execution environment for hosting, deploying and 

distributing their applications so they use containers to provide execution environments to 

test and run all kinds of applications while maintaining strong isolation between them 
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(these can be from different companies). A typical application may have a large number of 

containers distributed across multiple hosts and the organization needs a convenient and 

secure way to manage these clusters of containers and orchestrate their execution. Without 

some support, the cost and complexity of developing and managing these applications can 

be very high. 

4.4.4 Context   

Distributed applications can be developed using containers, typically in cloud-

based systems. We may have a large number of containers distributed across hosts forming 

clusters of containers that need to be orchestrated, monitored and managed. 

4.4.5 Problem 

It requires extra time and processing to manage and orchestrate the functioning of 

large distributions of containers in clusters. It is hard to do this in an ad hoc way and also 

doing so could make the system insecure.  The solution to this problem is guided by the 

following forces:  

• High density of containers: We want to deploy large number of applications and since 

containers offer low overhead execution environment, we are able to run more 

containers on the host as compared to VMs. This leads to high density clusters of 

containers. This means we have to manage large numbers of containers. 

• Portability: We want to easily port and deploy applications running in containers 

across hosts; that is, they should be able to be moved from one location to another.  

• Orchestration: We need a way to coordinate execution and interactions of containers 

to enable them to work together in a cluster.  
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• Discovery: We need a way to allow processes and services in a cluster of containers 

to find and address each other so that they can collaborate. 

• Communication: We need to allow applications running across container clusters to 

communicate with other containers on the same or different hosts. Otherwise, 

collaboration is not possible.  

• Monitoring: We want to monitor and control clusters of containers to ensure fair and 

optimal resource utilization to enable job execution and to maintain the health of the 

host systems. 

• Management: We need a way to group containers for better organization in addition 

to configuration and management of container clusters. We need to maintain a 

consistent state of the system across clusters as configurations and requirements may 

vary across the distributed system. Managing such systems can require distribution 

and scheduling of containers across hosts to provide better resource utilization. This 

function depends strongly on monitoring. We also need to ensure that containers are 

running most up-to-date versions of the software. If an image for new version of 

software becomes available it should be updated across the cluster. All these 

management tasks require a lot of effort, time and cost as we need to hire people with 

right expertise. 

• Scalability: We need to be able to dynamically increase or decrease the number of 

containers or hosts in the cluster as per requirements.  

• Security: When multiple containers are running in the same host, we want a strong 

isolation between them so that if one of them is malicious, its attacks do not propagate 

to other containers. We may also need to restrict access from containers to data. In 
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addition, given the large number of containers and their distribution in cluster we need 

an efficient way to perform the vulnerability management so that we do not have to 

manually update or patch all software running in containers across hosts. 

• Reliability: We need to be able to keep the applications running even if there is a 

failure of host or containers.  

• Recovery: We need to be able to automatically recover the system in case of a failure. 

This involves lookup for a new host with appropriate resources and re-launching 

containers from failed host to ensure the system keeps running smoothly. 

• Usability: Given the diversity of applications and platforms as well as large number of 

containers, we need a way to make the administration easier by maintaining usability. 

4.4.6 Solution 

Add a central container manager to coordinate the work of the containers which 

implement the parts of an application. This manager orchestrates the execution and 

interaction of these groups/clusters of containers, and can control their properties. 

4.4.7 Structure 

Provide a high-level controller, a Container Manager, which can orchestrate and 

manage the execution of Containers across multiple Hosts that form a Cluster (Figure 4.7). 

A container manager manages a diverse set of containers and their mutual dependencies 

and interactions by grouping closely-related containers into sets, named Coherent Units 

(CUs), which are managed as a single entity. Each CU is assigned an IP address (it can 

change when they change hosts). CUs have the same lifecycle and the same environment 

as they share resources on the same host. The Scheduler assigns CUs to hosts which meet 

requirements such as sufficient resources. The Overlay Network allows CUs to 
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communicate with each other within and across hosts by providing a consistent networking 

interface. The Discovery Service allows processes and services in a cluster to locate each 

other so they can collaborate. The State Storage stores information about cluster states and 

provides this data for scheduling and orchestration. The Resource Monitor collects and 

provides health and resource allocation/usage data for each host. 

 

Figure 4.7 Class diagram of the Container Manager pattern 

4.4.8 Dynamics 

Use cases for the Container manager include: Creation and Termination of CUs, 

Schedule CUs, Assign workloads to a CU, CU Replication, and others. Figure 4.8 shows a 

use case to create and schedule a CU in a Container Environment. We assume the request 
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for CU creation is sent by the client; however, it can also be initiated by a replication 

controller or as a result of a scaling or recovery process.  

 

Figure 4.8 Sequence diagram of the Coherent Unit creation use case 

1. A Client sends a request for the creation of a CU to the container manager. 

2. The Container manager writes this information in the state storage. 

3. The Scheduler has subscribed for changes regarding new CUs in the state storage and 

it is notified of the newly added unassigned CU. 

4. The Scheduler selects an appropriate host for the CU and informs the manager of the 

assignment. 
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5. The Container manager writes this CU-Host binding information in the state storage. 

6. The Host has subscribed for changes in the set of CUs that are assigned to it in the 

state storage. It is notified of the new CU bound to it and activates it for execution. 

7. The Host authenticates the CU and executes containers that are part of this CU. 

8. The Host reports the status of the CU and of itself to the manager. 

9. The manager updates this information in the state storage. 

4.4.9 Implementation 

Most of the components in a container manager environment can be described by 

patterns which can be applied when implementing these systems.   

• The Resource Monitor is related to the resource management patterns that are 

described in [Kir04]. Containers cannot monitor resource usage like VMs because the 

OS is shared by all containers on the same host and each container sees only the overall 

state of the host. Multiple techniques are used to perform resource monitoring like 

Docker stats command which displays docker container’s resource usage statistics 

[Doc17]. Kubernetes uses cAdvisor for resource monitoring on host; while cluster-

wide aggregation of monitoring and event data can be done by using Heapster [Hea17]. 

Several other solutions exist in the market as free services like Prometheus and Sensu, 

as well as paid options such as Scout, Sysdig Cloud and DataDog, which are compared 

in [Ism16]. 

• Patterns for Software Defined Networks (SDN) and Network Function Virtualization 

(NFV) [Fer15b] apply to the Overlay Network. Several overlay network solutions are 

available like flannel, Weave, and Docker’s libnetwork, which can be integrated with 

container managers [Ern16]. 
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• Discovery Service can be implemented in different ways. The Local Reverse Proxy 

Pattern describes the use of service discovery using a reverse proxy [Sou15]. Cluster 

managers sometimes include discovery service, like Kubernetes, or support integration 

with an external discovery service. Mesos DCOS has an integrated discovery service, 

the Mesos-DNS.  

• State Storage uses database services to store consistent and latest information about 

the state of the cluster. It has to be fast, scalable and distributed because we have 

containers in a high-density distributed deployment. Mostly key-value pairs are used 

for this storage; one example is etcd (lightweight, distributed key-value store) [etc17]. 

Other solutions include Apache Zookeeper [Apa17] and Consul [Con17].  

It is possible for an implementation of a container cluster manager to provide only 

some of these components. Existing pluggable solutions can be found for most 

components. So, a container manager can choose either to include a component or make it 

possible to integrate the system with existing off-the-shelf components.  

Kubernetes provides grouping where groups of containers are called ‘pods’ 

(Coherent Units) and labels are used for identifying pods. Each host has a proxy which 

performs load balancing for pods. Etcd is used as a watchable distributed metadata service 

and a ‘container advisor’ or CAdvisor is used to provide information about usage of 

resources and statistics about performance. In addition, Kubernetes also provides 

replication controllers and scheduler service [Ell16]. Replication controllers are the way to 

instantiate pods; they control and monitor the number of running pods for a service, thus 

improving fault tolerance. 



 

46 

 

4.4.10 Known Uses 

• Kubernetes [Kub17], is a Google container manager, which provides components for 

orchestration, scheduling, service discovery and resource monitoring.  

• Docker Swarm [Swa17] provides a container engine, orchestrator, scheduler and 

discovery service for a cluster of container hosts (CUs). 

• Marathon [Mes17] is another container manager which offers orchestration and 

scheduling.  

As indicated above, all of the components specified in this pattern are not 

necessarily provided by these implementations. However, the pattern provides an abstract 

architecture or view of the system with generalized descriptions of the components not tied 

to specific implementations. 

4.4.11 Consequences 

This pattern presents the following advantages:   

• High density of containers: The Container Manager allows us to deploy large numbers 

of containers and manage them with ease by grouping them into CUs and treating them 

as a single entity. The manager/orchestrator automates the deployment and 

management of large number of containers making is more convenient and efficient. 

• Portability: The manager can migrate containers from one host to another transparently 

to the applications without affecting the rest of the system. 

• Orchestration: The container manager allows us to organize containers into groups so 

that it is easier to manage interactions and perform configurations when requirements 

vary across the cluster of containers. It performs sequencing, resource allocation and 

manages coordination between coherent units. 
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• Discovery: The discovery service allows processes and services in a cluster of 

containers to locate each other to enable collaboration. 

• Communication: The Overlay Network enables container communication among 

containers on the same host or across different hosts. 

• Monitoring: The monitor collects information and monitors resource usage to ensure 

optimal resource utilization. This information can also be used to preserve the health 

of the system. 

• Management: The container manager uses schedulers to assign containers to hosts 

using appropriate policies. The manager can also be configured to pull the image from 

the repository when new version of the software becomes available for replacement. 

This makes it easier to manage updates in the cluster. 

• Scalability: The container manager enables to dynamically grow and shrink the size 

of container clusters. 

• Security: The container manager can control interactions between containers on the 

same and different hosts, thereby maintaining isolation and security. In addition, 

container managers can be configured to pull latest images for the containers form 

registry and deploy them in automatic fashion. This makes it easier to perform security 

updates and help with vulnerability management [Sou17]. 

• Reliability: The container manager can run multiple instances of containers, which can 

be useful not only for load balancing but also to keep the applications up and reliable 

in case of a failure. 
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• Recovery: The container manager can be configured to restart containers if their host 

system fails. Malfunctioning host can be isolated and recovery can be made easily 

because of replicas and automatically rescheduling containers on new hosts.  

• Usability: The container manager provides abstraction and uniformity and makes it 

easier to handle the diversity of components that are part of container ecosystem. 

The Container Manager has the following liabilities, 

• Complexity: Use of a container manager obviously adds more complexity as several 

additional systems need to be managed and configured. It is only justified to use 

container managers if we have a large number of containers. Otherwise, for simple 

implementation of container-based systems most of these tasks can be achieved by 

configuring the host manually [Sou17] 

• Specialized skills: Using and building container-based systems requires changes in the 

development lifecycle, security management, deployment, etc. Unlike traditional 

systems where security management was done by operations teams, container-based 

systems require developers to be responsible for the security of applications and 

images. 

• Security risks: The container manager, despite its advantages, also introduces some 

security risks that need to be addressed before these systems are widely adopted. NIST 

application container security report lists come of these risks [Sou17]. Some of these 

include unbounded administrative access for container managers, unauthorized access 

of container manager, security of overlay networks as network traffic is encrypted that 

makes it difficult for an organization to monitor its inter-container traffic. Strong 

security configurations for container managers are important to enable other hosts in 
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the cluster to trust it. In addition, containers need to be classified and grouped on the 

basis of their sensitivity level (for example financial systems, open access web 

applications, etc.) before they are deployed on hosts.   

4.4.12 Example Resolved  

The company started to use container managers to deploy and manage container 

clusters across hosts. This made it possible for the company to orchestrate, schedule and 

monitor these containers with easy scalability, low overhead and better security for the 

whole system. Company developers can develop applications and create their 

corresponding images, which are published in a registry. Container managers are then 

configured to pull the latest version of container images from the registry and deploy 

whenever and wherever it is required. New versions of the applications can be made 

available as images and will be deployed automatically to replace previous ones in all 

deployments. In addition, managing container clusters was made easier, convenient and it 

is now possible to automate tasks like monitoring hosts for resources, deploying containers 

in hosts with appropriate resources, scaling the number of containers up or down as needed, 

monitoring execution of containers and checking hosts for health and recovery if a host 

fails. Use of container managers relieved the company of worries for hiring more staff 

needed for systems administration and reduced the effort and time required for these tasks. 

4.4.13 Related patterns 

• Software Container [Sye15]. A Software Container provides an execution 

environment for applications sharing a host operating system, binaries, and libraries 

with other containers. Containers have less execution overhead but are less flexible 

and secure than VMs. 
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• Resource Monitor (Patterns for Resource management) [Kir05]. This book describes 

various design patterns for resource management.  

• Network Functions Virtualization (NFV) [Fer15b]. An architecture for the 

construction of network services using software building blocks. The building blocks, 

Virtual Network Functions (VNFs), are typically created from cloud services using 

virtual machines or containers. 

• Virtual Machine Operating System [Fer13a] - provides a set of replicas of the 

hardware architecture (Virtual Machines) that can be used to execute (maybe different) 

operating systems with a strong isolation between them. 

• Controlled Virtual Address Space (Sandbox) [Fer13a]. How to control access by 

processes to specific areas of their virtual address space (VAS) according to a set of 

predefined access rights? Divide the VAS into segments that correspond to logical 

units in the programs. Use special words (descriptors) to represent access rights for 

these segments. 

• Virtual Machine Environment (VME) [Sye16b]. A Virtual Machine Environment 

(VME) creates and manages Virtual Machines which are isolated units of execution 

with access to virtualized hardware resources. 

• Distributed Publish/Subscribe [Fer11]. In distributed environment, decouple the 

publishers of events from subscribers who are interested in the events. 

4.5 A REFERENCE ARCHITECTURE FOR CONTAINER ECOSYSTEMS 

After finishing our work on individual patterns for the software container and 

container manager we combined the components of both patterns in a composite model. 
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Figure 4.9 shows the reference architecture for container ecosystem with both the software 

container pattern (separated in shaded outline) and the container manager pattern. 

 

Figure 4.9 Partial Reference Architecture for Container Ecosystems 

This is particularly useful as it provides a unified view of the ecosystem, with all 

the components as well as their mutual interactions and dependencies. However, we do not 

claim this model is final or comprehensive as new components can be added as ecosystem 

evolves. We use this model as a baseline to study the ecosystem to identify threats and 

vulnerabilities. Later on, security countermeasures were added to produce a Security 

Reference Architecture for the container ecosystems.
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5 A SECURITY REFERENCE ARCHITECTURE FOR CONTAINER 

ECOSYSTEMS 

5.1 INTRODUCTION 

We described a reference architecture for the container ecosystems in previous 

chapter; we used this RA to analyze the ecosystem security and to subsequently create a 

Security RA for the container ecosystem. We analyzed the security of individual 

components included in the container RA using both the RA model as well as literature 

review. However, we do not claim completeness as there is no generally accepted way to 

prove all security issues have been covered. Newly identified threats and corresponding 

security defenses can be added to the model in the future. These security issues were 

separated into the software container and the container manager issues on the basis of 

context. The security countermeasures were added to the corresponding patterns to create 

secure versions of the patterns. We created the secure software container pattern (section 

5.2) and the secure container manager pattern (section 5.3). We summarized the list of 

threats/vulnerabilities for the container ecosystems in next section and show the 

corresponding security defenses that can counter them. Finally, all of our work on container 

ecosystems is combined to come up with a container SRA. The validation of this model is 

presented in the next chapter. 
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5.2 THE SECURE SOFTWARE CONTAINER PATTERN 

5.2.1 Intent 

To integrate security solutions as countermeasures to the threats of the existing 

software architecture of the containers. The countermeasures include mechanisms for 

execution environment isolation, access control to application data, and secure container 

image creation and storage.   

5.2.2 Context   

Software containers provide execution environments for applications sharing a host 

OS, binaries and libraries. These containers reside in multitenant/shared environments and 

are under control of the host OS which raises security concerns such as process interference 

or unauthorized data access.  

 

Figure 5.1 Class Diagram for Software Container Pattern 

The container allows applications to share a Host OS that provides a set of 

Resources. Container images are templates that are used to launch container instances. A 
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container image holds the necessary files, programs, and configurations required to execute 

them [Sou17]. The container images can be created and stored by anyone in public 

repositories. Different origins are possible for container images. In addition, host resources 

(e.g. Inter-Process Communication (IPC), filesystem, devices, and communication 

channels) are shared among these containers and exposed to the applications running in 

these containers. Figure 5.1 shows the class diagram of the Software Container pattern 

from our previous work [Sye15]. The detailed explanation of components in shaded area 

can be found in the paper. 

5.2.3 Problem 

How do we provide an environment for secure execution of containers from 

different sources when we have a number of containers sharing resources on a single host? 

Sharing and variety of origins can lead to many security threats. 

The following are the forces for this pattern, which in this case correspond to their 

threats or vulnerabilities: 

• Image poisoning: Container images can be created by anyone, which can be used by 

attackers to insert malicious images in the repository.  This can result in a variety of 

attacks for the users of those images. 

• Image vulnerabilities: Images can have vulnerabilities which can be exploited by 

attackers. 

• Cross container interference: Compromised containers can try to observe or interfere 

with the execution of other containers sharing the same host, resulting in 

confidentiality or integrity threats.  
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• Denial of Service: An application can use up all the resources of the host, starving 

other containers sharing the same OS. 

• Interference with inter-process communication: Compromised containers can 

intercept and interfere with the IPC of other containers to get unauthorized access to 

information or disrupt the communication. 

• Unauthorized file access: Compromised containers can try to read or modify the files 

of the host or of other containers.  

• Unauthorized host device access: Compromised containers can damage the host 

system as they have access to the device nodes for physical memory, storage or 

terminal. Device nodes are files used by kernel in order to access the hardware. 

• Network-based attacks: Attackers can use compromised containers for eavesdropping 

on or manipulating network traffic of the Host or other containers.    

• Privilege escalation: Containers can gain excessive privileges which gives them full 

access to the host and other processes which in turn can lead to attacks such as Denial 

of Service (DoS) and data leakage [Com16]. 

• Malicious containers: Containers can be malicious if they are created from poisoned 

container images. These containers can be used to attack the host as well as other 

containers sharing the same environment. 

5.2.4 Solution 

Apply appropriate security patterns to avoid or mitigate the identified threats (see 

consequences) in order to secure the execution environment of containers. These security 

patterns include authentication, authorization, access control and secure image repository, 

which can be implemented by various components of the container architecture. In 
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addition, container systems also use encryption for safe communication and logging for 

anomaly detection and forensics [Sou17]. We describe below how the container structure 

supports and is integrated with the security services (Figure 5.2). 

 

Figure 5.2 Class diagram of the Secure Container 

5.2.5 Structure 

Figure 5.2 shows the class diagram for the Secure Container. This diagram is based 

on the Software Container pattern [Sye15] where security patterns have been added 

(highlighted). A Software Container provides an execution environment for a set of 

Applications sharing a Host OS, which provides Resources for their execution. The Image 

Repository stores Container images, which are authenticated by the use of Hardware 

Signatures. The Image repository uses an Image Filter for filtering image vulnerabilities. 

Access Control is used to enforce rights in a Controlled Virtual Address Spaces (CVAS or 

sandbox), and to control access to the Image Repository.  
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5.2.6 Implementation 

Most of the features discussed in this pattern are based on security features of the 

Linux Kernel like namespaces and control groups that can be used to limit resource usage. 

In addition, the host OS enforces the access constraints imposed on containers. Images are 

authenticated by hardware signatures. An Image scanner is used to scan and filter all 

images in the repository for vulnerabilities.  

As to provide access control, each container’s privileges are separated from root 

access on the host. Default configurations for the authorization rules in container platforms 

are rather secure. For example, in Dockers, each container is assigned separate namespace 

and cgroup. These rules, however can be configured to provide more capabilities to 

containers thus weakening the security [Com16]. 

Process interference is prevented by using PID namespaces which are hierarchical 

and isolate container process ID number space from that of the host. In this way, each 

container gets limited visibility to the processes in the same container or in its nested 

namespaces. CVAS system namespaces (mount namespaces) are used to isolate associated 

filesystem for each container. We can limit container access of device nodes by using the 

cgroup feature “device whitelist controller” which doesn’t let the containers create new 

device nodes as well. Access to IPC resources is limited for processes running in a 

container using IPC namespaces so they can only use a subset of these resources for 

communication, which prevents them from causing interference with other containers or 

host.  

Network namespaces are used to create independent networking stacks for each 

container to provide network isolation. Each container has its own network interface which 
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allows it to communicate like an autonomous host. Some vulnerabilities still exist, for 

example, all containers are connected via Virtual Ethernet Bridge. This bridge forwards all 

incoming packets without filtering them. Consequently, containers are exposed to ARP 

poisoning and MAC flooding attacks [Bui15]. Cgroups are used to limit resource usage of 

every container on the shared system to prevent DoS attack on other processes. They ensure 

fair distribution of available system resources like CPU, memory, etc. between containers 

by allowing proper configurations. Linux capabilities and kernel security modules (LSM) 

are used to restrict privileges for containers. For security reasons, a lot of capabilities are 

by default disabled for containers. The Linux kernel includes LSMs like SELinux, 

AppArmor and Seccomp to further enhance its security by providing Mandatory Access 

Control in addition to Linux Discretionary Access Control. Additional rules regarding 

system objects and processes can be defined in the form of policies. 

5.2.7 Known Uses 

Dockers [Doc16], LXC and Rocket all are examples of Linux containers and use 

cgroups, namespaces and capabilities for isolation and access control [Com16]. Dockers 

also provide hardware signing for container image using YubiKey4 which offers 2 factor 

authentication. Release number and known vulnerabilities are detected by scanning 

container images in the image repository [Bab15]. 

In addition to these, we also have Microsoft containers [Mic16] and Google 

containers [Goo17]. 
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5.2.8 Consequences 

The pattern provides a comprehensive set of security features which may not be 

available in all containers, including the following defenses to the identified threats (see 

also Implementation for more specific details):   

• Image poisoning: Hardware signatures are used to authenticate images.  The Image 

repository may also use authentication and authorization to control access [Fer13b].  

• Image vulnerabilities: The Image Repository can be scanned and filtered for known 

vulnerabilities. 

• Cross container process interference: This interference can be prevented by the CVAS. 

• File unauthorized access: Host and container files can be protected by using the CVAS.  

• Unauthorized host device access: Container access to host devices can also be 

controlled by the CVAS. 

• Interference with inter-process communication: IPC resources can also be protected 

by the CVAS preventing containers from causing interference for other containers and 

host. 

• Network-based attacks: They can be controlled using standard cryptographic methods 

and providing independent networking stack and network interface for each container. 

• Denial of service: Resource usage can be controlled by setting limits in the CVAS.  

• Privilege escalation: The CVAS can prevent the misuse of rights. 

• Malicious containers: Authentication and scanning of container images makes it safer 

to trust image sources and consequently resulting containers. In addition, even if 

container is compromised, access control configurations can be used to protect the 

system. 
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5.2.9 Related patterns 

• Software Container [Sye15]. A Software Container provides an execution 

environment for applications sharing a host OS, binaries, and libraries with other 

containers. Containers have less execution overhead but are less flexible than VMs. 

• Controlled Virtual Address Space (Sandbox) [Fer13a]. How to control access by 

processes to specific areas of their virtual address space (VAS) according to a set of 

predefined access rights? Divide the VAS into segments that correspond to logical 

units in the programs. Use special words (descriptors) to represent access rights for 

these segments. 

• Secure Virtual Machine Image Repository [Fer13b]. Provides authorization and 

authentication to prevent creation of unauthorized images. 

• Digital Signature with Hashing allows a principal to prove that a message was 

originated from it [Fer13a]. It also provides message integrity by indicating whether a 

message was altered during transmission. Hardware signatures are a special case of 

digital signatures. 

5.3 THE SECURE CONTAINER MANAGER PATTERN 

5.3.1 Intent 

A secure container manager provides means to organize, orchestrate and manage 

clusters of containers across distributed hosts while providing security by incorporating 

security countermeasures. These security mechanisms include access control, 

authentication, logging and encrypted communication. 
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5.3.2 Context   

Container clusters are used in cloud-based environments to execute distributed 

applications. These container clusters can distribute a large number of containers across 

multiple hosts. The resulting environment is multitenant and requires communication 

between containers in the same or across hosts. In addition, container managers 

traditionally have extensive privileges and environment-wide control over execution of 

containers. These containers can be hosting a variety of applications, with different 

sensitivities and developed by different teams.  

5.3.3 Problem 

Container managers are required to manage and orchestrate containers in a cluster 

but how do you provide security in this distributed environment? The solution to this 

problem is guided by the following forces:  

• Malicious use of administrative access: container managers were designed keeping in 

mind that only administrators will be able to access and interact with them. 

Administrative access over all the containers running in the cluster is granted with the 

assumption that the user interacting with the manager is trustworthy. However, often 

the container cluster environment may host diverse applications, with varying 

sensitivity and each managed by different teams. This can raise security concerns if 

malicious or careless users get administrative access to the system. 

• Unauthorized access to the container manager: Container managers usually have a 

separately managed authentication directory to control access to the orchestrator, state 

storage, etc. Weak account management of this directory can compromise security of 
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the whole system as the container managers have highly privileged accounts with 

systemwide access over the container clusters.  

• Lack of data protection: Containers typically do not use host-specific data storage 

volumes that are managed by the container manager. Applications can run in any 

container across cluster and the data required by them has to be available regardless 

of where it is stored in the cluster. This can make unauthorized access possible unless 

data is encrypted at rest to prevent such attacks. 

• Protection vs. detection for poorly separated network traffic: Traffic between various 

components in a container environment is routed between hosts using overlay 

networks (Software Defined Networks) which are managed by the orchestrator.  If this 

traffic is encrypted, this means traditional network security tools would not get 

complete visibility into the traffic to detect and prevent attacks. This traffic can be 

from different applications and can also be from compromised containers. 

Compromised containers can access and interfere with other containers as 

organizations are unable to monitor traffic with their own networks. Attackers may be 

able to compromise applications with less security (e.g. public facing website) and use 

them to access the shared virtual network to target security-sensitive applications. 

• Taking advantage of weak container manager configurations: The orchestrator node is 

the most trusted and fundamental node in the cluster. Weak manager configurations 

can put not only the orchestrator but the whole cluster at risk. They can lead to various 

attacks like unauthorized host becoming part of the cluster. For instance, if 

authentication credentials are shared across hosts, compromise of a single host can 

jeopardize security of entire cluster. Another example of weak configurations is not 
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authenticating or encrypting communication between manager and cluster 

users/administrators, this can result in eavesdropping [Sou17]. 

• Complexity: The container managers are complex platforms with a number of 

components and adding security to this already intricate infrastructure can make it 

more difficult to configure and manage. It can also cause degradation in terms of 

efficiency and performance. 

5.3.4 Solution 

Add security patterns to counteract the identified security threats. Container 

managers rely on authentication, authorization, access control, secure communication 

channels, logging and auditing, data encryption in state storage, secure communication, 

controlling workload/application or user capabilities using security policies, network 

policies, etc. This solution represents an umbrella pattern, an ideal and comprehensive 

solution. The security mechanisms listed here can be added or left out on a need basis as 

per individual situation. 

5.3.5 Structure  

Figure 5.3 shows the class diagram for the Secure Container Manager pattern. It is 

built upon the model of the Container Manager pattern [Sye17a] to which we have added 

security patterns. A Container Manager orchestrates and manages the Cluster of Containers 

which are executed across multiple Hosts. Container manager organizes the containers by 

grouping closely-related containers into Coherent Units (CUs). The CU is treated as a 

single entity and is assigned an IP address which only changes when its host changes. The 

Resource Monitor gathers and stores data for each host such as its health, resource 

utilization, etc. Using the data provided by the resource monitor, the Scheduler assigns 
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CUs to hosts. The CUs communicate with each other via the Overlay Network. A Secure 

Channel for cluster-wide communication and network traffic is obtained using encryption. 

The services/applications in a cluster use the Discovery Service to look each other up. 

Cluster state information is stored in the State Storage which can use Encryptor to protect 

the data at rest. Authenticator and Authorizer are used to limit and control capabilities of 

users/containers interacting with the container manager. A Security Logger/Auditor is used 

to keep track of all security activities in the container cluster.  

 

Figure 5.3 Secure Container Manager Class diagram. Note that these classes are really UML packages. 
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There are other security measures related to container image protection and 

individual software container security which have been addressed in our previous work 

[Sye17a]. We focus here only on security aspects of container managers.  

5.3.6 Implementation 

As shown in figure 5.3, most of the components in a secure container manager can 

be described by patterns which can be applied when implementing these systems. For 

example, Role Based Access Control (RBAC) is used in the authorizer to control access to 

CUs. 

Container managers offer various security features as we have described in the 

previous section. Not all container managers offer all of these features. Some features may 

or may not be required in all implementations. For example, a typical solution may opt out 

of using an auditor. Table 5.1 is taken from a report [Tec18] which shows container 

management features provided by various platforms.  

Table 5.1 Container management tools and their implemented features 

Container 

Management 

Technology 

Purpose 

Examples of Software Products 

and Vendors 

Scheduling and 

Orchestration 

Scheduling and orchestration are 

for managing and controlling the 

execution of containers in the 

large dynamic hosting 

environments. 

Kubernetes, Mesos, red Hat 

OpenShift, Apprenda Kismatic 

Enterprise Toolkit, Google 

Container Engine (GKE), Ubuntu, 

Canonical Distribution of 
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Kubernetes, Rancher, Univa 

Navops, VMware Photon Platform 

Security Secure container environment 

can apply tools for protecting 

secrets like passwords or tokens, 

scanning images, monitoring 

network for runtime protection, 

auditing and compliance. 

Kubernetes, Mesosphere, CISOfy 

Lynis, HashiCorp Vault, Docker 

Notary, Aqua, Twistlock, 

NeuVector, StackRox, Deepfence, 

Tenable, Trend Micro Deep 

Security 

Storage  These systems handle 

persistence, availability and 

security for container storage 

Rex-Ray, Docker Infinit, Portworx, 

Blockbridge Networks, Red Hat 

Container-Native Storage 

Networking 

 

Software-defined networking 

allows containers to 

communicate across dynamic 

and scalable container 

deployments. 

Contiv, CoreOS, Weaveworks, 

Project Calico, Ansible Container, 

VMware NSX, Cisco Application 

Centric Infrastructure 

Monitoring Tracking tools monitor resource 

usage, performance, detect 

issues and security in container 

ecosystem. 

Sysdig, Docker Stats, Google 

cAdvisor, Prometheus for 

Kubernetes, New Relic, Datadog, 

Cisco AppDynamics, IBM, 

Dynatrace, SignalFx 
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Table 5.1 lists many tools; however, the choices available in each category may be 

limited based on additional constraints such as underlying infrastructure, interoperability, 

etc. For example, selecting one of these platforms may dictate what tools in other categories 

are compatible with it. If we pick VMware NSX, the product interoperability can be 

checked via VMware Product Interoperability Matrices [Vmw18]. 

Each of these features can strengthen the container cluster security but they need to 

be configured properly. More general guidelines and recommendations about security 

configurations can be found in the NIST application container security guide [Sou17]. 

Specific configurations may vary based on container manager implementations.  

Kubernetes, for example, integrates a component for RBAC that cross checks 

incoming user or group to set permissions based on their role. Node and RBAC authorizers 

can be used in addition to the NodeRestriction admission plugin; it limits the host and CUs 

that can be modified by a kubelet(Container manager local agent on the host). When a 

kubelet uses system:nodes group credentials and username in system:node:<nodeName> 

form, it will only be allowed to modify their own Node(Host) and Pod (CU) API object 

(bound to their host) [Kub18]. In order to prevent the malicious use of administrator 

resources, the Kubernetes engine has by default disabled the Kubernetes Dashboard, which 

was the web user interface that used a very privileged service account. Kubernetes engine 

has to explicitly grant permissions for allowing the storage access and manipulation of 

compute -rw resources through node’s service account. New clusters do not get compute -

rw and storage-ro scopes by default. It can however be allowed through configurations. 

The detailed examples on how to make these configurations and create and grant 

permissions using RBAC in Kubernetes can be found in [Sma18]. 
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5.3.7 Known Uses 

Container manager frameworks like Google Kubernetes [Kub17], Docker Swarm 

[Swa17] and Marathon [Mes17] include various security features in the platform.  

Kubernetes offers security by controlling access to the API. TLS is used for 

securing API traffic; authentication and authorization is used for API as well as for state 

storage. Audit logging can also be enabled. Security related data e.g. passwords, private 

key, certificate, any other sensitive data, called Secrets, are encrypted at rest. Moreover, 

add-ons can be used for full disk encryption [Kub18]. 

Docker Swarm is simple to setup container orchestration system. Hosts in Swarm 

cluster use TLS, authentication, authorization for secure mutual communication. Each host 

which joins the cluster is assigned a certificate. This certificate is renewed every 3 months 

by default but this interval is configurable by using command “docker swarm update --

cert-expiry <interval duration>”. Docker swarm also encrypts secret data at rest and during 

transmissions [Swa18]. 

Mesos is suitable for multiple cluster environments in data centers [Cod17]. 

Mesosphere offers different security features for enterprise and open source deployments. 

These security features include TLS, authentication, authorization, separating security 

zones and modes of execution which are explained in detail in their documentation 

[Mes18].  

5.3.8 Consequences 

This section describes the benefits and liabilities of using the pattern. 

• Malicious use of administrative access: All administrator access to the container 

managers should require authentication and access control. RBAC can be used to grant 
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access to a user based on their role only when absolutely required. Only allow users to 

perform the specific actions that are required by their role on the specific cluster 

components, rather than having unrestrained administrative control over whole cluster. 

A least privilege policy should be used for container managers. 

• Unauthorized access to the container manager: Authentication and authorization 

policies can be used to control access to the container manager. Administrative 

accounts can be required to use strong authentication methods, e.g. multifactor 

authentication.  

• Lack of data protection: State storage can be encrypted at rest to avoid chances of 

unauthorized access; however, this can add overhead. 

• Protection vs. detection for poorly separated network traffic: Container 

communications takes place on a secure channel to prevent interference. In addition, 

the network can be configured to use separate virtual networks for applications with 

different levels of sensitivity. Containers can be grouped based on security sensitivity. 

This can be achieved by applying security policies through names and labels. 

Deployments can also be restricted to specific hosts based on security requirements. 

Besides encryption of the traffic between containers, network connections can also be 

configured to be mutually authenticated. Container environment-specific filtering 

tools can be integrated in the cluster to add security [Sou17]. 

• Taking advantage of weak container manager configurations: Configurations can be 

specified in the manager to authenticate a host before addition to the cluster, maintain 

host identity throughout lifecycle, and keep an accurate record of hosts and their 
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connectivity states. limit application/container capabilities and encrypting 

communication between manager and cluster users/administrators. 

Liabilities of the solution include, 

• Complexity: these measures can lead to increased difficulty and cost of administration.  

• Performance and efficiency: processing overhead due to security features can also 

affect performance and efficiency of application execution. 

5.3.9 Related patterns 

• Encryptor, Authorization, Role-based Access Control, Authenticator, Secure Channel, 

Security Logger and Auditor patterns cited in this pattern have been described in 

[Fer13a]. 

• Software Container [Sye15]. A Software Container provides an execution 

environment for applications sharing a host operating system, binaries, and libraries 

with other containers. Containers have less execution overhead but are less flexible 

and secure than VMs. 

• Secure Software Container [Sye17b] – describes security threats and their 

countermeasures to define secure software containers. 

• Network Functions Virtualization (NFV) [Fer15b]. An architecture for the 

construction of network services using software building blocks. The building blocks, 

Virtual Network Functions (VNFs), are typically created from cloud services using 

virtual machines or containers.  

• Virtual Machine Operating System [Fer13a] --provides a set of replicas of the 

hardware architecture (Virtual Machines) that can be used to execute (maybe different) 

operating systems with a strong isolation between them.   
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• Container Manager Pattern [Sye17a] acts as a high-level controller to orchestrate and 

manage clusters of containers across distributed hosts. It provides functions for 

organizing, deploying, managing, and securing container clusters. 

This section presented a composite pattern, atomic patterns related to containers 

and their use in software development using clouds can be found in the works of groups 

from University of Porto [Sou18] and IBM [Hay18]. 

5.4 THREATS AND VULNERABILITES 

We used several methods to list the vulnerabilities and threats for the container 

ecosystems, including literature review and the container RA. We used the container RA 

to look at the components and their corresponding threats as well as threats arising from 

their interaction. We have considered the individual containers, container images, image 

repositories and container managers for enumerating the threats. However, it is not possible 

to prove this list is comprehensive. This list can further be extended and made more 

comprehensive by performing use case-based activity-wise threat analysis and 

enumeration. We have grouped threats and vulnerabilities on the basis of context. Table 

5.2 summarizes threats and vulnerabilities pertaining to software containers whereas table 

5.3 is specific to container managers. Each vulnerability/ threat in the table is assigned an 

ID; their explanation can be found in the problem section of the corresponding patterns 

(section 5.2.3 and section 5.3.3). 
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Table 5.2 Container Vulnerabilities and Threats 

ID Threat/Vulnerability 

T1 Image poisoning 

T2 Image vulnerabilities 

T3 Cross container interference 

T4 Denial of Service 

T5 Interference with inter-process communication 

T6 Unauthorized file access 

T7 Unauthorized host device access 

T8 Network-based attacks 

T9 Privilege escalation 

T10 Malicious containers 

Table 5.3 Container Manager Vulnerabilities and Threats 

ID Threat/Vulnerability 

T11 Malicious use of administrative access 

T12 Unauthorized access to the container manager 

T13 Lack of data protection 

T14 Taking advantage of weak container manager configurations 

T15 Interference across containers through poorly separated network traffic 
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5.5 VULNERABILITIES/THREATS AND CORRESPONDING DEFENSES 

We analyzed the tools and platforms that are part of container ecosystem for the 

available security defenses. Next, we describe how these threats are corelated with the 

corresponding defense. Security Reference Architecture, in the section 5.6 demonstrates 

where these countermeasures are added for security in the system. These threats, 

vulnerabilities and countermeasures can be described in more detail by creating misuse 

patterns.  

Table 5.4 Container vulnerabilities/threats and security countermeasures  

ID Vulnerability/Threat Countermeasure 

T1 Image poisoning Hardware signatures to authenticate images.  

Authentication and Authorization to control 

access to the Image repository.  

T2 Image vulnerabilities Image filterer to scan and filter images in 

Repository for known vulnerabilities 

T3 Cross container interference CVAS to prevent interference 

T4 Denial of Service CVAS 

T5 Interference with inter-process 

communication 

CVAS 

T6 Unauthorized file access CVAS 

T7 Unauthorized host device access CVAS 

T8 Network-based attacks CVAS 

T9 Privilege escalation Authentication and CVAS 
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T10 Malicious containers Authentication and Image filter for images. 

Authorization and CVAS for containing 

damage caused by compromised containers 

 

Table 5.5 Container manager vulnerabilities/threats and security countermeasures 

ID Vulnerability/Threat Countermeasure 

T11 Malicious use of 

administrative access 

Authentication and access control 

T12 Unauthorized access to the 

container manager 

Authentication and authorization. Strong 

authentication (e.g. multifactor 

authentication) 

T13 Lack of data protection Encryption 

T14 Taking advantage of weak 

container manager 

configurations 

Security logger and auditor, authentication, 

authorization, encryption, defining security 

policies and allocating responsibility 

T15 Interference across containers 

through poorly separated 

network traffic 

Secure channel, encryption, authentication, 

Container environment-specific filtering tools 

can be integrated in the cluster. 

 

5.6 A CONTAINER SRA 

After analyzing the security issues for the container ecosystem, we proposed 

security counter measures for the ecosystem and cross referenced them with the list of 
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threats/vulnerabilities. These countermeasures can be represented as security patterns as 

well. We applied the security patterns in the Container RA model to develop a Container 

Security Reference Architecture (Container SRA). Figure 5.4 shows a container SRA. It 

shows all the components described in previous patterns and their mutual relationships. 

Secure container components are depicted in yellow and secure container manager 

components are shown as green.  

The secure versions of the container patterns, secure software container pattern and 

secure container manager pattern which comprise this SRA have been described in detail 

in the previous sections.  

 

Figure 5.4 A Container SRA 
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6 VALIDATION OF THE ARCHITECTURAL MODELS 

6.1 VALIDATING ARCHITECTURAL MODELS 

Reference architectures or Security reference architectures are abstract models and 

can be realized in many forms. Such abstract models cannot be evaluated with respect to 

security or performance through traditional experimentation or testing [Fer16a]. There are 

several criteria that can be used to validate the RA/SRA. We can show that the models 

offer completeness, precision, usefulness, and faithfully represent the real systems. 

To establish completeness comparisons can be done with concrete commercial 

software ecosystems. RAs/SRAs should include all features and units offered by 

commercials architectures. Each pattern in the model has been developed using three 

existing example systems called “known uses”. For validation purposes, this pattern or 

RA/SRA can be compared with other systems to see if it represents all their features. It can 

also be used the other way around for evaluation of the security of existing systems: we 

can compare existing systems with the SRA to identify vulnerabilities/threats or missing 

security countermeasures. Figure 6.1 summarizes the validation and evaluation process.

Precision is ensured by the use of tried and tested techniques for creating abstract 

models. We use UML modeling and a well-defined pattern template for describing the 

models.  This method is widely used in the software engineering discipline as more precise 

as compared to other representations such as textual or block diagram-based 

representations. 
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Lastly, the usefulness of the models can be shown by enumerating their possible 

uses. The container technology is being used by the communities where security is still 

considered a concern due to lack or expertise, understanding, training and documentation. 

We have presented our work at various security and architectural platforms such as Open 

Web Application Security Project (OWASP) meetings, pattern language community and 

received significant feedback as to the usefulness and need for this work. 

Their final validation comes from practitioners using them to build concrete 

architectures. 

 

Figure 6.1 Validation of Security Reference Architecture 

6.2 VALIDATION OF SRA FOR THE CONTAINER ECOSYSTEM 

As an example, we will show the validation of our SRA for container ecosystems. 

Accuracy of the proposed reference architecture is validated by considering it against 

selected container technologies. We list all the components in the container SRA as 

columns and the container tools and technologies are presented as rows. Each component 
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is matched with the container technology and marked as “✓” if it is found in that particular 

product. No check mark means that component is not by default part of the platform, 

however it may exist as an add-on.  

Table 6.1 lists the component of the container models along with 6 container tools 

and platforms. Three of these were used to build the patterns and the rest were selected for 

validation purposes. It can be seen that the Solaris Containers/Zones and OpenVZ 

containers are slightly different as they offer system virtualization whereas Docker, Rocket 

and Singularity Containers[Syl19] provide application virtualization and use Open 

Container Image (OCI) based multi-layer images [Oci19].Another key difference is that 

application containers are typically designed to execute single application per container 

[Sou17]. Singularity containers specifically support High-Performance Computer (HPC) 

systems [Spa17]. Linux Containers (LXC,LXD) can use Vuls as add-on for scanning 

container images for vulnerabilities [Vul19].  

Table 6.2 presents the validation of container manager systems against the 

components of industrial container manager patterns. For example, the Apprenda Kismatic 

Enterprise toolkit uses multiple component and platforms to complete the set of container 

management functions [App19]. It uses etcd as add-on for state storage [Etc17]. Among 

other tools, Kubernetes is used for orchestrator, scheduler, discovery service, resource 

monitor; etcd for storage [Etc17]; Calico [Cal19], Weave [Wea19], Contiv [Con19] are 

used as add-ons for networking and security. Mesosphere DC/OS has default volume driver 

which can work for stateless applications however, in case stateful applications like 

databases are required, Portworx can be used for providing state storage [Por19]. Portworx 

provides better scaling and data protection by offering encryption both for data in transit 
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and at rest. Unlike Kubernetes, Amazon Elastic Container Service (ECS) deploys 

applications as tasks instead of grouping them into coherent units [Wri17]. 

Table 6.1 Validation for Container patterns 
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Container platforms used to create the SRA 

Docker ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

rkt (Rocket) ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

Linux 

Containers 

(LXC,LXD) 

✓ ✓ ✓ ✓ ✓ ✓ ✓  ✓ ✓ ✓ 

 
Container platforms not used to create the SRA 

Solaris 

Containers/ 

Zones 

  ✓ ✓ ✓ ✓ ✓   ✓ ✓ 

OpenVZ   ✓ ✓ ✓ ✓ ✓   ✓ ✓ 

Singularity 

Containers 

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 
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Table 6.2 Validation for Container manager patterns 
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Container manager platforms used to create the SRA 

Kubernetes ✓ ✓ ✓ 
 

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

Mesosphere 

Marathon, 

DC/OS 

✓ ✓ ✓ 
 

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

Docker 

Swarm, 

compose,.. 

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

 
Container manager platforms not used to create the SRA 

Kismatic 

Enterprise 

Toolkit 

✓ ✓ ✓  ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

OpenShift ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

Amazon 

(ECS) 

 
✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 
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We found our models fairly complete and accurate as they match well with the 

container tools and platforms in-use in the industry. Even if some components were found 

missing, they are compensated by using additional software for providing the missing 

functionality. This SRA can also be used to compare functionality and security features 

offered by container products in addition to the ones included here. A final proof of the 

value of these models is the number of citations in Google Scholar, which is 15 for the 

Software Container pattern; this is a high number considering that this is a recent paper.  

However, the Container SRA can be further extended by adding newly identified 

components as well as additional models such as misuse patterns for possible attacks in the 

container ecosystems.  

This validation was done to compare container technologies with our Container 

SRA to verify all identified components can be found in industrial tools. It can further be 

extended by a reverse comparison. A container tool can be compared with the model to see 

if it comprises of any additional components. Such validation can help us identify any 

missing or new components which can be added to the SRA as patterns.  
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7 THE CLOUD EDGE: FOG AND IOT 

7.1 INTRODUCTION 

Cloud computing has led to a global shift in the computing world and the paradigm 

itself is evolving as new functions or technologies become available. Intelligent and 

interactive environments like Internet of Things (IoT) have found application in various 

domains. Billions of smart devices are connected to the internet and are producing huge 

amounts of data. The complexity of these systems has to be handled properly to utilize 

them to their full potential. IoT has made the limitations of clouds more apparent as these 

systems typically require low latency, support for heterogeneity, mobility, geographical 

distribution, location awareness, etc. The traditional Cloud is not enough to satisfy the 

device management and data processing requirements of IoT. Cloud service providers like 

Amazon, IBM, Cisco, etc., are offering solutions to cater to IoT systems. 

Fog computing provides one such solution where fog is defined as a collection of 

numerous distributed tiny clouds with a common control deployed closer to the devices at 

edge of the network. In order to increase the effectiveness of cloud edge solutions such as 

fogs, they need to interact with other clouds and with IoT-based ecosystems.  

Numerous papers discuss these IoT applications in connection to fog computing. 

We presented the first published pattern for fog computing. This is a composite pattern and 

provides a detailed and holistic view of fog computing solution which interacts with both 

the IoT ecosystems and cloud ecosystem. This model has been heavily quoted by 

subsequent work (17 in Google Scholar).  
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IoT has also led to various security issues. There have been severe large-scale 

attacks that exploited IoT devices and unless changes are made such attacks are predicted 

to become more common [Mad16]. Security of IoT devices has mostly been overlooked 

by the manufacturers and developers and prime focus has been on their functionality. Their 

weak security, huge numbers, internet connectivity, and pervasiveness have made them 

exceptionally easy to attack. In particular, they have been exploited recurrently for 

launching Distributed DoS (DDoS) attacks. In 2016, 150,000 insecure IoT devices were 

used for a 1 Terabyte per second (Tbps) DDoS attack using the Mirai Bot [Mad16]. In 

addition to the intensity of DDoS attacks, as compared to previous year, frequency of these 

attacks has increased by 91% in 2017 due to IoT [Ray17]. This rise is attributed to growing 

number of unsecure IoT devices and availability of DDoS botnets for hire as a service. It 

is very important to understand the significance and flow of these attacks in order to prevent 

them. Misuse patterns can be useful for understanding attack environment, flow and 

countermeasures to secure the system against the attack. Section 7.3. presents a description 

of a DDoS attack for IoT devices using botnets in the form a misuse pattern. 

7.2 THE FOG COMPUTING PATTERN 

7.2.1 AKA  

Fog networking, Fog, Fogging, Edge of network computing, Edge Computing, 

Mobile-edge computing 

7.2.2 Intent 

Fog Computing is a virtualized platform that stands between cloud computing 

systems and Internet devices, providing to these computations, storage, and networking 
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services and allowing a cloud to control and communicate with these devices and to the 

devices to perform some functions in the fog or the cloud. 

7.2.3 Example  

Smartville has a Smart Traffic Control System. It is comprised of many 

heterogeneous devices like traffic lights, vehicles, emergency vehicles, and pedestrians 

with mobile devices. Each device has a diverse set of resources and data. The number of 

devices that are connected to the Internet is growing rapidly. The devices are becoming 

smarter and the need for more applications is ever increasing. Company is finding it 

difficult to manage and coordinate these devices. Service and application requests from the 

cloud need to be processed in real time to control these devices. With a large number of 

devices, the volume of data produced is huge. It is a challenge to transmit this dynamically-

produced data to cloud centers, analyze it and provide useful results in real time. In order 

to provide safe and efficient transportation through this system they have to find a way to 

detect problems and provide real time traffic information to the users, control traffic lights 

to create green waves, etc. These scenarios require us to take into account their location as 

well. 

7.2.4 Context 

The Internet of Things comprises large numbers of smart devices at the network 

edge that may have to collaborate and interact with each other in real time. There is an 

ever-increasing number of devices and they are usually handled by a cloud. The devices, 

which are connected to the Internet and the cloud, are becoming more intelligent and more 

heterogeneous. In addition, these devices are distributed over vast geographical areas and 

generate huge amounts of data. The IoT environment predominantly supports wireless 
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access and mobility. In addition, the IoT often requires a multiplicity of service providers 

[Bon14]. 

7.2.5 Problem 

How do we provide compute, storage and networking services efficiently to 

applications running on IoT devices? Since IoT is becoming increasingly popular and we 

have a growing number of heterogeneous smart devices connected to the Internet. The 

cloud usually provides support in these situations; however, cloud systems find it 

increasingly difficult to handle these devices. The applications running on these devices 

can produce a huge amount of data. Given the limited available bandwidth, it is difficult to 

transmit this data to the cloud, process it and return actionable results in real-time.  In 

addition to volume of data and number of devices, wireless connectivity, mobility and 

geographical distribution make it difficult to get required services directly from the cloud. 

Cloud data centers are few in number and are sparsely located whereas devices are more 

widely distributed. The available bandwidth is limited and data transmission to the cloud 

data centers becomes a bottleneck.  

Two major problems that IoT application faces when working with clouds are 

latency and bandwidth limitation. Moreover, to preserve the confidentiality and integrity 

of the data we also need to be able to apply policies for accessing and filtering the 

information. The solution to this problem is guided by the following forces: 

• Large number of nodes: Many devices are part of the networks and these nodes 

produce data which has to be collected and analyzed.  

• Latency: Many applications run on devices at the edge of the network, which means 

they are at a distance from the few and far located cloud data centers. Cloud computing 



 

86 

 

supports centralized remote provisioning of resources which can introduce delay. 

Some of these applications can be latency sensitive and we want the latency to be as 

low as possible; otherwise, we could use cloud computing. 

• Mobility: We want mobility support because many devices in the edge of networks 

are not stationary; for example, vehicles or people with smart devices. This should not 

affect the accessibility or efficiency of the system.  

• Location awareness: End users may require applications that are aware of device 

location. For example, devices like smart traffic lights, vehicles and others. The 

information required by these applications can be specific to their geographical 

location. The cloud offers more global and centralized services and it can be difficult 

for cloud systems to maintain this level of location awareness with devices that are 

mobile and geographically distributed.  

• Heterogeneity: Different devices that are part of the Internet of Things can have 

diverse specifications like routers, switches, access points, end user devices, and we 

have to support and manage them in a uniform and consistent way. 

• Transparency: We do not want the users to be concerned about the storage, 

communication or computational limitations of their devices. Resource provisioning 

for the devices has to be transparent. 

• Big data analytics: The volume of data produced by all edge devices is huge and it is 

impractical to transfer it to centralized data centers and analyze it there. When cloud 

provides all data analysis of IoT applications, it leads to inefficient bandwidth 

utilization and latency. There is a need to process a large part of the data being 

produced by the devices to provide results in real-time or almost real-time. 
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• Cloud support: In order to provide low latency and location awareness we want a 

solution which is closer to edge devices but more permanent storage may be needed 

and long-term computations might still have to be performed in cloud data centers. 

Interaction with the cloud has to be supported. 

• Scalability/Flexibility: Resources and devices should be added dynamically to 

accommodate constant change. 

• Multi-tenancy: Multiple applications have to be supported which requires resource 

sharing. We need multi-tenancy support in the computing platform which supports IoT 

applications. This may result in performance and security problems. 

• Multiplicity of providers: IoT applications require support for a multiplicity of 

providers. IoT systems are distributed and it is likely that the system may extend 

beyond the boundaries of a single controlling authority, owner or provider. This 

requires the orchestration of consistent policies across multiple providers [Bon14]. 

• Security: The devices may need to access shared databases in the cloud and we need 

to apply access control to this data, which also requires identity and authentication. 

Some devices may need even finer access control. We also need to control access to 

devices, in addition to access control to fog data and cloud data. 

• Filtering: The volume of data produced by the edge devices is huge. All of this data 

may not even be required by the cloud to provision required services; in fact, some 

data may be unnecessary or even potentially harmful if it is sent to the cloud. This can 

cause security issues and inefficient bandwidth consumption. 
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7.2.6 Solution 

Introduce a platform to provide cloud computing-like services closer to the devices 

to be monitored or controlled. This is called Fog Computing. It provides computation, 

storage, and networking services between end user devices and cloud providers. Fog 

Computing can offer low latency, location awareness, efficient use of bandwidth and 

storage services. Data is processed locally for more immediate response. Aggregated data 

and other relevant information can be forwarded to the cloud for analysis. In addition, 

services like security, filtering, etc., can be provided by the Fog. 

 

Figure 7.1 Idea of Fog Computing 

Figure 7.1 shows the idea of fog computing. It is a way to handle devices, in actual 

these devices can communicate with each other or with the cloud directly in some cases. 

Edge devices are smart devices which have Internet connectivity; for example, smart 

phones, tablets, laptops, traffic lights, vehicles, homes devices, etc. A Fog Computing 

platform provides low-latency virtualized services and is linked with the Cloud Computing 

infrastructure. There are many edge devices, a Fog Computing platform manages and 

controls these devices and the cloud providers are relatively fewer in number. Size, storage 

capacity, processing capabilities, and latency increase as we move upward in the system. 



 

89 

 

The Fog acts as an intermediate layer between the Edge Devices and the Cloud. 

Edge devices request compute, storage and communication services from the Fog. The Fog 

provides local, low latency response to these requests and forwards relevant data for 

computationally intensive processing, long term analytics and persistent storage over to the 

cloud. 

7.2.7 Structure 

Figure 7.2 shows the class diagram for this pattern. The Fog is a collection of 

several distributed tiny clouds called Fog Nodes. They can be resource-rich servers, 

routers, access points, mobile devices etc. A Fog Node has resources including hardware 

(compute, networking and storage) capabilities. These nodes provide local real-time data 

analytics capabilities using an Analytics Engine. Applications can be hosted in the fog 

nodes using virtualization, Virtual Machine Monitor (VMM), Virtual Machine (VM) 

and/or Containers. A database stores both application data and necessary metadata for 

service orchestration. It also has information about hardware and software capabilities of 

nodes, information about the state of fog nodes and services, policies for security, filtering, 

and configuration. Fog computing uses Reference monitor to perform policy-based service 

orchestration. A Policy Manager is triggered by service requests and a Decision Maker 

Engine (Reference Monitor) gathers relevant policies and metadata to decide about 

requests. Also, depending on the information received, new policies can be added to the 

Policy Repository [Dso14]. Data is transferred between fog nodes, the decision maker and 

the various components of the Fog. Reference monitor enforces the authorization rules and 

authenticator is used for providing access control. In addition, services like filtering, 

aggregation of data, logging, etc., can be provided. 
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Figure 7.2 Class Diagram for Fog Computing Pattern 

7.2.8 Implementation  

• Fog computing requires multi-tenancy support for applications, from different 

software companies or developers, that need to execute without interfering with each 

other. So, the cloud platform in devices comprising the fog platform should support 

multi-tenancy for applications. 

• Despite multi-tenancy, fog devices should be able to execute applications in isolation 

to prevent unwanted interference from other processes.  

• Policies have to be defined to control service orchestration, filtering and for adding 

security.  
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• Decentralized management mechanisms need to be established to setup and configure 

a large number of devices in fog [Vaq14].  

Bonomi et al. [Bon14] mentions a local software agent on each fog node, called 

foglet, which monitors the state of the node and services. Foglets also perform lifecycle 

activities and orchestration. Also, they mention a fog abstraction layer which provides 

uniform programmable interfaces for resource control and management. It provides generic 

APIs to monitor and manage heterogeneous fog devices. Cisco Fog Computing with IOx 

can be used as an example of implementation of fog computing. Cisco IOx allows data 

analysis and command processing at edge of the network using “Cisco Data in Motion”, 

“IOx middleware analytics” and “policy engine” [Cis15b]. Information is aggregated and 

filtered before sending it to the cloud. This conserves storage and bandwidth. Cisco IOx 

provides IoT application development and deployment with its SDK and middleware 

services. It enables application hosting through an infrastructure called “Application 

Enablement Platform”. It also supports mobility between cloud and fog. In addition to this, 

Cisco provides application monitoring and management services for applications deployed 

in the Fog. Each individual fog is assigned to a specific area in the same way that clouds 

have zones. This means that selecting a fog implies selecting a specific area, which makes 

location awareness an implicit part of fog computing. For example, if a router is used as a 

fog node it would have a particular location. In addition to this, Cisco IoT solutions offer 

Connected Mobile Experiences (CMX). These components triangulate device location 

using WiFi and track location via device's MAC address/IP address/Username if it has been 

registered. Analytics engine in a product refers to the local analysis capability of fog nodes. 

However, analysis needs of applications can vary so they have added a service and 
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configured it as part of application to meet particular needs. For example, in case of Cisco, 

Data in Motion is being built into Cisco components and using a restful API it can be built 

into applications. It is configurable by these applications to analyze data, we can use it to 

find specific data, summarize it, process it, perform other application defined analysis, etc. 

7.2.9 Known Uses 

• Cisco IOx provides a fog computing unit which enables users to host OS and 

applications to control a variety of devices [Cis15b]. 

• Foghorn Systems provides products for industrial IoT applications. Foghorn 

technology platform includes an analytics engine for fog computing called Complex 

Event Processing (CEP) engine and a Domain Specific Language (DSL) to apply rules 

on the incoming sensor data streams. Aggregated data can be sent to the cloud using 

publishing functions or used for action at edge devices. It also provides a SDK for 

developing edge applications [Fog16]. 

• PrismTech's Vortex provides both fog and cloud computing products, providing real-

time Device to Device (D2D) and Device to Cloud information sharing [Vor15].  

• ParaDrop is a new fog computing architecture on gateways, which uses home routers 

or WiFi access points) that can host the platform. This platform can be used by 

developers to design containers based on LXC [Wil14]. 

In addition to these, other IoT solutions also have similarities to the solution 

discussed here. Amazon Web Services (AWS) launched its Amazon IoT cloud service for 

IoT [Ama15], and IBM provides IoT analytics solutions [Ibm16]. 

7.2.10 Consequences  

This pattern presents the following advantages: 
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• Large number of nodes: Fog computing can offer densely distributed data collection 

points so it is easier and more efficient to handle this data locally. 

• Latency: Fog platforms are closer to the end user device and therefore they offer low 

latency. 

• Mobility: Fog computing can support mobile devices with densely and widely 

distributed fog nodes. 

• Location awareness: Being closer to the network edge, Fog computing has location 

awareness. This enables applications to provide services better suited to user and 

device location. 

• Heterogeneity: Fog can support heterogeneity of IoT devices by having an abstraction 

layer to provide uniform programmable interfaces for managing resources and 

controlling the devices [Bon14]. 

• Transparency: End users are not burdened with resource limitation; for example, 

storage or computation limitations. The Fog computing platform will take care of 

“how and where to provide these services”. Policy based orchestration functionality is 

provided by the fog platform in distributed fashion. If user needs more resources it 

will be provisioned by a fog node which has the required capabilities. 

• Big data analytics: Fog computing allows data collection and analytics. 

• Cloud Support: Immediate data processing needs can be fulfilled using fog computing; 

however, it does not substitute the cloud, rather complements it. Aggregated data is 

sent to cloud data centers for further processing  

• Scalability/Flexibility: Fog computing supports dynamic addition or removal of 

devices. 
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• Multi-tenancy: Resources available on Fog devices can be shared between multiple 

applications. 

• Multiplicity of providers: Fog devices can be owned by different providers which are 

coordinated from the fog platform [Bon12]. 

• Security: Authentication and authorization services can be provided by the fog 

platform. Access to the user devices, fog devices and the cloud can be controlled. The 

fog platform can act as a reference monitor and performs policy-based control. 

• Filtering: Information can be filtered before it is sent to the cloud to ensure effective 

utilization of bandwidth. Instead of transferring all data generated by the devices, only 

processed and aggregated data will be passed on to the cloud. Unnecessary or 

potentially harmful information can be removed before it is exchanged with the cloud. 

This not only protects the cloud but also adds privacy as far as origin of data is 

concerned. 

Liabilities of the pattern include the following:  

• Use of fog computing means device users will have less control over selection of fog 

service providers as compared to the cloud. A limited number of providers are 

involved in service provisioning in the case of clouds. However, in the case of fogs, 

smaller fog servers will be larger in number and will be owned by different providers. 

Trust and security will most likely be more difficult to establish. 

• Devices are now sharing resources in a more distributed environment. The 

confidentiality of the users can be a concern and mechanisms have to be adopted which 

provide authentication and authorization for ensuring user privacy. Authentication and 

authorization will be required at three levels: user devices, fog platform and cloud 
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providers. Policies must be mapped between these levels. [Sto14] discusses security 

and privacy issues in fog computing. 

• A multiplicity of providers may also lead to compliance problems, especially when 

health or financial data is involved. 

• Fog computing should support multi-tenancy which can bring a potential security 

problem unless strong isolation is ensured between these applications. 

• Heterogeneous mobile devices that are geographically distributed over a large area and 

are owned by different providers, could make management and configuration a 

problem as compared to the cloud where a centralized approach is used. 

7.2.11 Example Resolved 

The smart traffic control system is now using fog computing. Data from devices is 

collected and analyzed locally to ensure real-time response. The traffic system has 

improved in preventing accidents and users experienced fewer delays owing to better 

traffic light controls by the system. In order to monitor long term patterns in behavior of 

the system data is now aggregated and sent to the cloud. The system has become more 

efficient and also conserves bandwidth. 

7.2.12 Related patterns 

• Patterns for Cloud Computing Architecture [Fer13a]: Infrastructure as a Service 

(IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS). 

• Cloud Security Reference Architecture [Fer16a] describes a security cloud reference 

architecture. 

• Virtual Machine Operating System [Fer13a]. Virtual machines are used to execute 

different operating systems with strong isolation between them. 
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• Software Container pattern, lightweight isolated execution environments for 

applications sharing same host OS [Sye15]. 

• Authenticator pattern [Fer13a] allows verification of identity of subject intending to 

access the system. 

• Authorization pattern [Fer13a] describes who is authorized to access specific resources 

based on their identity, in a system. 

• Reference Monitor [Fer13a]. In a computational environment in which users or 

processes make requests for data or resources, this pattern enforces declared access 

restrictions when an active entity requests resources. It defines an abstract process that 

intercepts all requests for resources and checks them for compliance with 

authorizations 

7.3 A MISUSE PATTERN FOR DISTRIBUTED DENIAL OF SERVICE IN IOT 

7.3.1 AKA  

DDoS attack in IoT, Botnet attack in IoT 

7.3.2 Intent 

An attacker intends to make a target unavailable by flooding its resources (a DDoS 

attack) with a large volume of traffic using IoT devices.  

7.3.3 Context 

There are a large number of smart and heterogenous devices connected to the 

internet. These devices have limited computational capabilities, are diverse, pervasive and 

very large in number. In addition, IoT devices are also categorized as producers of large 

volumes of data in a very short time and can have weak or default security configurations. 
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7.3.4 Problem 

How to flood the target with messages from IoT devices in order to consume all its 

bandwidth and/or resources making it unavailable for its legitimate users, thereby 

accomplishing a DDoS attack? The attack can be done by exploiting the following 

vulnerabilities: 

• The urgency to adopt IoT solutions has left the systems with many flaws and 

vulnerabilities which can be exploited to perform attacks.  

• IoT devices offer weak security defense due to multiple reasons. IoT technology is 

still very young and it will take more time for it to become mature through trial and 

testing. Secondly, more focus has been on usability as compared to security of the 

systems. Manufacturers and consumers of the IoT devices do not have a vested interest 

in security of devices. Both groups in control of security of these devices prioritize 

functionality and usability over security [Ber17]. 

• IoT devices have weak security defenses with lack of authentication and authorization. 

As a result, a large number of IoT devices have weak, easily predictable default 

security credentials, weak security policies and lack of account lockouts to counter 

brute force attack. This also leads to privilege escalation and lack of fine-grained 

access control.  

• There are many devices of the same type. Once a vulnerability is known, it can be used 

on many devices. 

• IoT devices have limited computational abilities making it difficult to provide 

computationally expensive security measures. For example, performing intrusion 

detection analysis might be beyond capabilities of an IoT device. 
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• IoT devices are connected to the internet where it’s easy to scan for vulnerable devices. 

IoT systems include devices, like refrigerators, baby monitors, etc., which were not 

traditionally designed to be linked to the internet. Network services and port can be 

left accessible. In addition, security credentials and data can be transmitted without 

encryption over the internet.  

• IoT devices are very large in number, this makes them very useful for launching DDoS 

attack despite their limited computational abilities.  

• Autonomous IoT devices can control other IoT devices in the system.  

• IoT devices can collect a lot of user data in excess of what is required for their 

operations and this data can be unencrypted and can easily result in privacy breach.  

• A lot of IoT devices are alive constantly and operate unobtrusively.  

• These devices can be geographically distributed, physically unprotected and have 

several different owners.  

• Heterogeneity of IoT devices, communication medium, protocols and software 

platforms make it difficult to secure the systems.  

• IoT devices can produce huge amounts of data in a very short time. For instance, the 

data from video surveillance devices like cctv cameras, webcams, etc, can grow up to 

TBs within seconds [Hau14]. This can be used to direct large volume of traffic towards 

targets consuming their bandwidth.  

• IoT devices, given their number, are not routinely monitored or managed. Poor 

maintenance means the devices will raise an alarm only if they stop functioning, 

otherwise security red flags, such as brute force attack or malware activities, may be 
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overlooked. There can be no security logs, missing configurations for data encryption 

and secure update mechanisms.  

• Most IoT devices offer noninteractive or minimally interactive operations which 

makes it even more difficult to observe unusual behavior.  

Common IoT vulnerabilities can be found in Open Web Application Security 

Project [Owa14]. 

7.3.5 Solution 

Use vulnerable IoT devices to create an attack network of infected devices (also 

called zombies or bots) which can be used to direct huge volumes of data towards a target, 

performing a DDoS attack on the victim. 

7.3.6 Structure 

Figure 7.3 shows the environment in which a DDoS attack takes place. IoT Devices 

and Target are both connected to the internet. Attacker uses the tools shown in the dotted 

section of the diagram. A Command and Control (CC) Server provides a centralized 

management platform for orchestrating the attack. Scanner scans the internet for IoT 

devices that can be useful in the attack. The vulnerable IoT devices are attacked to discover 

security credentials using brute force attacks. Reporting server stores the information about 

bots. Loader logs into an IoT device and instructs it download and install Malware, turning 

it into a Bot (a compromised device). Botnet is the network of bots which is used to launch 

an attack upon receiving the signal from the CC server. 
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Figure 7.3 Class diagram of the IoT Botnet used for DDoS 

7.3.7 Dynamics 

DDoS attack is executed as a series of steps described below (Figure 7.4 shows the 

sequence diagram for the attack). 

1. Attacker sets up command control server, reporting server, loader and scanner. 

2. Scanner searches the internet for vulnerable IoT device and brute force search is used 

to find security credentials of discovered IoT devices. 

3. Scanner reports compromised device information to the reporting server including the 

credentials, IP addresses, security configurations, etc. This information is stored on 

the reporting server. 

4. Command and Control Server sends the information from reporting server to the 

loader.  

5. Loader logs on the vulnerable IoT device and instructs it to download and execute 

malware, converting them into bots. 
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6. Bots scan for other IoT devices to make them part of the Botnet as well as await the 

attack command from the Command and Control server.  

7. Command and Control server sends attack command to Botnet and all bots direct 

traffic to target. 

8. Target receives huge volume of traffic from the Botnet which uses up its bandwidth 

and resources, disrupting its operations  

7.3.8 Affected system components and Forensics 

Most of the bots (including Mirai) used in this type of attack do not try to avoid 

detection. Traces of the attack can be found in compromised IoT devices, in network traffic 

involving brute force attack to discover credentials, reporting device credentials, 

downloaded malware and signatures for attack commands. Based on figure 7.3, IoT 

device/bot, network traffic and target can be examined for evidence. Logs in the IoT 

devices, failed login/connection attempts, network traffic analysis, and looking for known 

attack signatures can be used for forensics.
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Figure 7.4 Sequence diagram for the DDoS attack using IoT Botnet 
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7.3.9 Known uses  

• KrebsonSecurity website was targeted with a DDoS attack with traffic upto 665 

Gigabits of traffic per second [Kre16].  

• French webhost and cloud service provider OVH was hit with a 1.1 Tbps DDoS using 

Mirai bots which was used to hack more than 145k cameras [Goo16]. Mirai bot used 

dictionary attack with only 62 combinations to break the security credentials of IoT 

devices [Kol17].  

• Domain Name Service provider Dyn was attacked with a 1.2 Tpbs DDoS using 

unsecured IoT devices [Sch16].  

• IoTroop botnet targeted a financial service company with DDoS [Tow18]. 

7.3.10 Consequences  

A successful attack leads to complete unavailability or degraded quality of the 

services provided by the targets thereby disrupting their operations and degrading their 

response time, thus preventing subscribers from effectively using the service. Attacker can 

inflict:  

• Financial loss to the target as the customers will not be able to uses services during the 

attack.  

• Damage to the business reputation: target will appear to have security vulnerabilities 

and therefore lose customer trust. 

• Legal risk is also there if user data is compromised or target fails to meet service level 

agreement as a result of the attack.  

• IoT devices involved in the attack can also experience degraded or interrupted service 

due to the attack. 
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7.3.11 Countermeasures  

The attack can be prevented or mitigated by using the following countermeasures: 

• IoT devices logs can reveal presence of malware.  

• Situation can be improved by better monitoring, management and maintenance of IoT 

systems. Network behavior analysis (NBA) tools can be used to detect anomalous 

network or user behavior such as extraordinary traffic volume. These tools can also be 

used to redirect traffic.  

• IoT devices can be given limited communication capabilities to prevent direct 

interaction with devices (other than intended collaborators) over the internet.  

• IoT devices need to be patched or fixed for known vulnerabilities as soon as these 

security updates become available to prevent their exploitation.  

• In a fog computing model, IoT devices are supported by intermediate devices 

[Sye16a]. Firewalls and IDS can be used at this level to filter ingress and egress traffic 

to/from IoT devices.  

• Brute force and dictionary attacks used by the bots to discover device credential 

involve repeated trying a combinations of security credentials to log into the system. 

The known measure to prevent brute force attack include, limiting number of 

unsuccessful login attempts, progressive delays to prevent automated tools from 

performing the attack and using strong security credentials.  

• There is a strong need for legislation in this matter to motivate IoT device 

manufacturers and consumers to use strong security credentials and hardening default 

security of these devices.  
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• Bot infections can be prevented using security mechanisms like firmware scanning, 

antiviruses, firewalls, content filtering, application whitelisting and intrusion 

prevention systems [Ber17].  

• Security awareness in users can help prevent the spread of malware. For example, 

training to use secure and updated security credential, detecting and reporting 

problems such as slow operations, unexpected errors, etc.  

• Bot/ malicious IoT device can be isolated from the rest of the network upon detection. 

7.3.12 Related Patterns  

• Fog Computing pattern – describe the fog computing platform that can be used to 

support IoT ecosystems [Sye16a].  

• Denial-of-Service (DoS) in VoIP is described in the form of misuse pattern [Pel09]. 

7.3.13 Conclusions 

Misuse patterns can be very useful when it comes to understanding system 

vulnerabilities and designing secure systems as well as performing forensics. The idea of 

misuse patterns was introduced in our previous work [Fer07], and here we used it to 

describe a DDoS attack using IoT devices. IoT is becoming increasingly popular and the 

security vulnerabilities of these systems are enabling stronger DDoS attacks. The botnet-

based attacks are using fairly basic security vulnerabilities like weak security credentials 

which can easily be prevented or at least made more difficult by adding simple security 

improvements. The goal of creating misuse patterns in our work is to highlight the security 

vulnerabilities, explain attack dynamics and propose countermeasure to improve the 

security of IoT ecosystems. 
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7.4 SECURITY ISSUES FOR IOT ECOSYSTEMS 

Reference Architectures provide a holistic security view across all the elements of 

the ecosystem and analyze the security issue that arise from interaction across ecosystem 

boundaries. For example, our study of cloud and IoT ecosystem interactions has helped us 

identify such security issues. When we look at cloud and IoT ecosystems, cloud, fog and 

edge device each contains data. We need to ensure privacy of users is not affected when 

sharing sensitive data in the devices. At the same time clouds and fog platform, themselves, 

contain data and each can have policies regarding the disclosure of that data. These polices 

need to propagate across levels and we need to analyze and handle any conflicts which may 

arise.  

IoT or Cloud ecosystems may communicate with other systems and may need 

authorizations to perform actions in those systems. Although work has already been done 

in isolated systems, but it is not clear how these results apply to the new context defined 

by the ecosystems of ecosystem 

These ecosystem models can be used to perform a systematic analysis of threats, 

keeping in mind that the ecosystems are evolving. New products may be added or removed 

from the ecosystems. Addition of components can introduce new vulnerabilities; each use 

case of a new product or service must be analyzed to consider possible attacker goals 

related to it. This work can be extended in future to more comprehensive SRA model of 

IoT ecosystem which can be used to identify more security issues and propose their 

countermeasures.  
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8 RELATED WORK 

As indicated earlier, there is a lack of architectural models for ecosystems. There is 

some work on ecosystems but mostly it is from business perspective, for example, a work 

on IoT ecosystem [Maz12]. We consider an ecosystem as collection of products developed 

in the same environment and we focus more on their architecture and security. Some papers 

consider specialized ecosystems like learning ecosystems [Gar15]. However, this work is 

restricted to a specific type of systems and its components are more homogenous as 

compared to our work where we consider more heterogeneous systems with an evolving 

architecture. Also, they do not use UML or standard definitions of patterns for describing 

these ecosystems. The only paper with more abstract models of ecosystems is [Bou09], 

which presents a model oriented to the business (functional) aspects of ecosystems; in 

contrast, our models emphasize the structural aspects of the interconnection of products.

While there is a good amount of work on ecosystems from the point of view of 

software architecture, e.g., [Bos09], we have found only a few examples of cloud 

ecosystems. The US National Institute of Standards and Technology (NIST) described an 

ecosystem for its Cloud Reference Architecture [Nis11] and, later, an ecosystem for its 

Security Reference Architecture [Nis13]. However, they included only a Broker to let users 

access multiple clouds, an Auditor to check compliance with regulations, and a 

Communications Provider; which is a rather meager set of external functions. They 

describe their models with words and block diagrams, which we consider not precise 

enough to guide developers and researchers. The Open Group has a web site with their 
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cloud model [Ope16]. This includes a UML model for the main blocks and a table 

describing the components involved. There are no UML models for the components and 

they consider the same main components of the NIST model. A blog presents some ideas 

about models for cloud ecosystems [Cho11]; however, the models are loose and shown as 

block diagrams. The Open Services Gateway initiative (OSGi) also has some general ideas 

about ecosystems [Osg16] but nothing specific about clouds. Ecosystems can also be seen 

as systems of systems and work on that topic may apply to them. Work on software product 

line architectures is also relevant [Mel10], as well as work on cloud security requirements 

[She15], but these works do not attempt to model a complete ecosystem. 

Related to IoT ecosystems, [Dso14] discusses fog computing security models and 

architectures. The paper proposes a policy-driven security management approach, 

considering the implementation of a policy enforcement system that can enforce eXtensible 

Access Control Markup Language (XACML) rules; however, they do not consider rights 

inheritance or propagation of rights in the ecosystem.  

Another distinct ecosystem that has emerged is the container ecosystem which 

started out as a component in the cloud ecosystem. This ecosystem is described in [Ern16] 

which provides a more conceptual view of the container architecture. The work points out 

a lack of clear separation of functionalities and an inconsistent terminology in the variety 

of projects building architectures, tools, or applications using containers. This paper claims 

there is no explicit work on classification and conceptual modeling of containers, although 

there are many papers on specific aspects of containers.  

NIST has published an application container security guide [Sou17] and security 

assurance requirements for Linux application container deployments [Cha17]. However, 
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these include description and block diagram but lack detailed architectural models. In 

addition, there is not much work on threat modeling or reliability of containers.  

To add some structure and generality in terms and definitions we need to use 

abstractions and we proposed the use of patterns and reference architectures (RAs) for this 

purpose (described in Chapter 2). We have defined a pattern for software containers 

[Sye15]. We then extended the work of Ernst et al. for modeling environments with group 

or clusters of containers, a pattern for container manager [Sye17a]. Our work offers more 

clarity and precision, as compared to block diagrams, owing to the use of UML models for 

describing architectural components and their mutual associations. 

[Uzu15] describe a pattern-driven security methodology specifically designed for 

general distributed systems. However, it is not intended for ecosystems. Another paper 

describes a method to build an SRA for clouds defined using UML models and patterns, 

but its discussion is limited to a cloud SRA and its focus is on the security of clouds alone 

[Fer16a]. We aim to extend this work to handle security issues that arise from interactions 

between ecosystems like cloud, IoT and containers. The security of the combination 

cloud/IoT/containers is an area that requires more work and where our models appear 

promising.
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9 CONCLUSIONS AND FUTURE WORK 

Software systems interact more and more with each other forming ecosystems such 

as cloud, containers and IoT ecosystems. Cloud computing and related ecosystems are 

complex, evolving and despite being widely used, they still need to gain the trust of the 

technology community which has security reservations. We found complexity and 

heterogeneity of these systems as the main hurdle in securing these ecosystems and in order 

to address these issues, we proposed the use of abstract architectural models. This is the 

first work we know of where patterns and RAs are used to represent ecosystems and 

analyze their security. We found this model-based approach can be very valuable when it 

comes to complicated environments such as system of cloud and related ecosystems 

discussed in this work. It provides a flexible and incremental way to build RAs as 

components can be identified and added as the ecosystems expand. This approach allowed 

us to build holistic and unified view of the ecosystems and analyze security issues that 

transcend boundaries of individual ecosystems.

As a part of this dissertation research, we have made the following contributions: 

• We described cloud and related ecosystems as a pattern diagram which showed all the 

components involved as well as their mutual interactions and dependencies. This 

model is useful to express a variety of aspects including security [Fer16c] [Sye16c].  

• We represented the architectural dependencies between cloud, containers, IoT devices, 

VMs and other components. These dependencies are important to understand security 

and reliability aspects of specific instances of the ecosystem [Sye18b].  
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• We added patterns to the already existing Cloud Security RA (SRA). This includes a 

pattern for the VM environment [Sye16b]. 

• We modeled the container ecosystems components as patterns which included the 

software container pattern [Sye15] and the container manager pattern [Sye17a]. These 

patterns were combined to represent the ecosystem as a Reference Architecture (RA) 

[Sye18b].  

• Container security issues were identified by analyzing our patterns and from the 

literature. We built the secure software container pattern [Sye17b] and the secure 

container manager pattern [Sye18c] which included security countermeasure for the 

corresponding issues. These security patterns were used to build a container SRA. 

Finally, we demonstrated an approach for SRA validation using this container SRA as 

an example [Sye19]. 

• In addition, we built two patterns related to the IoT ecosystem and the cloud edge. The 

first one was a pattern for fog computing [Sye16a], followed by a misuse pattern for 

an attack, Distributed Denial of Service (DDoS) using IoT devices [Sye18a]. We also 

identified some security issues related to IoT and cloud ecosystems.  

We found the representation of complex systems in the form of reference 

architectures to offer several advantages. It not only helps understand the systems involved 

but also maps their mutual interactions and dependencies but also provides a 

comprehensive and aggregated picture of the system. Furthermore, the use of UML models 

to represent the reference architecture delivers more precision as compared to other 

presentations like block diagrams. 
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Moreover, there are several variants of the systems involved developed by different 

providers, each using their own terminologies and descriptions adding to the overall 

confusion. This heterogeneity can be addressed by a reference architecture which focuses 

on general categories of the system by grouping them on the basis of similarities in 

structure and functionality. This can lead to development of standardized abstract 

representational models of the ecosystem components.  

As we have already discussed, several systems work together to enable the use of 

clouds, IoT and containers in a cloud environment. For instance, container-related tools 

and platforms provide many useful services including automation of management and 

orchestration; however, this also adds complexity to the system. The supporting systems 

also require administration and management which itself can be a daunting task for system 

administrators. It may require technical training for the developers, system architects and 

administrators to get familiar with the new software platforms. Holistic architectural 

models can be useful for gaining understanding of the system and their limitations and can 

help utilize the systems to their full potential. It helps us map mutual interactions and 

dependencies of constituent systems. These models can also help with administration and 

management of supporting systems and make it easier to train the developers, system 

architects and administrators to get familiar with the new software platforms. These models 

can help us build and configure the systems for better design. It can help us identify and 

remove flaws, missing components as well as redundancies in the model.  

In addition to concerns about functionality, complex systems are also required to 

be secure and reliable (and other NFRs) in most circumstances. Security, compliance, 
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privacy, safety, reliability and governance can all be improved by the use of these models 

to provide understanding of the underlying system which can be built upon as a base. 

The goal of this work is to facilitate the work of system architects and developers 

that are using cloud and container-based systems, help make the ecosystems easier to 

understand for them and consequently make it easier to perform security analysis of the 

system. It can also be used for the evaluation of security of the products.  

We plan to extend the security reference architecture for containers by adding more 

on security incidents through misuse patterns. In the future, we intend to make this work 

available to stakeholders through software development platforms like GitHub. The 

underlying container reference architecture can also be used to develop compliance 

reference architecture for the container ecosystem.  

Moreover, this work can also be extended to include more patterns for IoT. We 

have observed security issues that can extend beyond the boundary of a single software 

ecosystem. For example, the use of container technology in an IoT environment can 

highlight different problem. Reference architectures for the software ecosystems can be 

used to identify and model such systems of ecosystems.
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