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ABSTRACT
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The aim of this work is to investigate a security model in which we allow an

adversary to have access to functions of the secret key. In recent years, significant

progress has been made in understanding the security of encryption schemes in

the presence of key-dependent plaintexts or messages (known as KDM). Here, we

motivate and explore the security of a setting, where an adversary against a message

authentication code (MAC) or signature scheme can access signatures on key-depen-

dent messages. We propose a way to formalize the security of message authentication

schemes in the presence of key-dependent MACs (KD-EUF) and of signature schemes

in the presence of key-dependent signatures (KDS). An attack on a message recognition

protocol involving a MAC is presented.

It turns out that the situation is quite different from key-dependent encryption: To

achieve KD-EUF-security or KDS-security under non-adaptive chosen message attacks,
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the use of a stateful signing algorithm is inevitable—even in the random oracle model.

After discussing the connection between key-dependent signing and forward security,

we describe a compiler which lifts any EUF-CMA secure one-time signature scheme to

a forward secure signature scheme offering KDS-CMA security. Then, we discuss how

aggregate signatures can be used to combine the signatures in the certificate chain

used in the compiler.

A natural question arises about how to combine the security definitions of KDM

and KDS to come up with a signcryption scheme that is secure. We also offer a

connection with Leakage-Resilient Signatures, which take into account side-channel

attacks. Lastly, we present some open problems for future research.
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Chapter 1

Introduction

Until Eve arrived, this was a man’s world. Richard Armour [4]

In 2002, Black, Rogaway, and Shrimpton formalized the notion of encryption

security in the presence of key-dependent messages, known as KDM [13]. The paper

was motivated by encryption cycles (a cycle is an encryption of the decryption

key). Since then, significant progress has been made in understanding the KDM

model in the standard setting (without random oracles). The KDM model considers

only encryptions of functions of the decrypting key. In recent papers ([5], [22]), an

adversary is also given access to decryptions of functions under certain conditions.

After a brief introduction to KDM security, we motivate and explore the security of a

setting where an adversary against a message authentication code (MAC) or signature

scheme can access MACs, or respectively, signatures on key-dependent messages.

1.1 Motivation

Established security notions for encryption schemes like IND-CCA refer to scenarios

where encrypted plaintexts do not depend on the secret key. For some scenarios—like
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encrypting a hard disk storing the secret decryption key—such a security model is

inadequate. Here the question of secure encryption in the presence of key-dependent

messages naturally arises, and in recent years marked progress in understanding such

scenarios has been made (see [13, 32, 6, 33, 34] for instance). For MACs and signature

schemes, scenarios with key-dependent messages seem much less understood.

Although perhaps being less obvious than for key-dependent encryption, a scenario

where an adversary may have access to MACs on key-dependent messages is not that

far-fetched: if we grant an adversary access to the MAC of a (possibly encrypted)

backup of a hard disk containing the secret key, then this is a scenario not covered

by EUF-CMA security. Both MACs and signature schemes provide data integrity, so

a signature of a backup of a hard disk can also be used. Using a signature scheme

allows a user to prove to another party whether or not the hard disk has been modified

without revealing the secret key. On the other hand, MACs are symmetric, so the

secret key must be revealed in order to prove that the hard disk has been tampered

with.

Key-dependent signing seems also interesting in connection with combined public

key schemes as discussed by Haber and Pinkas [31] or González Vasco et al. [56], for

instance: Here keys used for decrypting and for signing are not necessarily independent,

and signing a key-dependent ciphertext may actually imply signing a key-dependent

message.

1.2 Contribution of this Dissertation

Following the notion of key-dependent message (KDM) security proposed by Black

et al. [13], as presented in Chapter 2, we propose a formalization of security in the

presence of key-dependent MACs and signatures (KD-EUF in Section 3.2.2 and KDS
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in Section 5.1.1, respectively). For stateless users, a natural definition—where an

adversary can obtain MACs and signatures on chosen key-dependent messages—

allows no secure realization, even in the random oracle model as proved in Section 3.2.3

and Section 5.1.2. We provide a MAC construction (MAC-ver) secure in the KD-EUF

sense in the random oracle model in Section 3.3.

For signatures, a compiler is presented in Section 5.1.4 which transforms any

EUF-CMA-secure one-time signature scheme into a (necessarily stateful) KDS-CMA-

secure signature scheme, also offering forward security, which is discussed in Chapter 4.

In Section 4.2 we show that KDS-security and forward security are related, but

independent security goals. In Chapter 6, we show how aggregate signatures can

be used to reduce the size of the signature in the KDS-CMA-secure compiler from

Section 5.1.4. We also discuss leakage-resilient signatures in Section 1.3 and their

connection to KDS-CMA-secure signatures.

In Chapter 7, we show how signatures and encryptions can be composed to form

a signcryption that is secure against an adversary who can query functions of the

secret key. On the negative side, we show that if the primitive applied first in the

composition is not secure against key-dependent messages (or signatures), then the

composition is not secure. We conclude with some open problems.

1.3 Leakage-Resilient Signatures

During implementations of cryptosystems, information about the state of the user

may be leaked due to side-channel attacks during protocol executions [26]. Micali

and Reyzin refer to this as physically observable cryptography [47]. To counter these

types of attacks, the hardware may be changed to minimize the leakage of secret

data. Another option is to change the algorithms in order to mask the computations
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that take place. The goal of leakage-resilient cryptography is to design cryptographic

schemes that are provably secure even if they are implemented on hardware that may

be subject to side-channel attacks. Examples of side-channel attacks include timing

information, power consumption, and electromagnetic radiation to name a few. A

general assumption is that only computation leaks information.

In modeling leakage resilience, an adversary can adaptively specify a series of

leakage functions as defined in [35]. Whereas, in the KDS-CMA security definition

to be presented the function can be arbitrary; in the leakage resilience model, the

functions {fi} used are usually restricted. In addition to obtaining the information

specified by the original security definition, the adversary gets the result of applying

fi to the secret key or state of the signer. In the stateless case, the secret key does not

change over time, so security cannot be achieved once the total length of the leakage

is the length of the secret key. Since we do not restrict the functions, Proposition 5.2

shows why we must avoid the stateless case altogether in the KDS-CMA setting. On

the downside, the known leakage-resilient signature constructions bound the number

of signatures, whereas in the KDS-CMA setting the number of signatures is not

restricted.

When constructing leakage-resilient signatures, the total amount of leakage can

be bounded as Katz does in [35], focusing on a stateless algorithm, or the amount of

leakage in each invocation can be bounded (but overall can be arbitrarily large) as

Faust et al. do in [27]. Faust et al. achieve leakage-resilience by evolving the key, which

is reminiscent of FWD-CMA-secure signatures as defined in Chapter 4. However, their

construction is not FWD-CMA-secure. Furthermore, they consider stateful signature

schemes and define their notion of security as UF-CMLA (unforgeability under chosen

message/leakage attacks). Their compiler lifts a 3-time signature scheme to an UF-

CMLA-secure signature scheme that can sign a prespecified number of messages.
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1.4 Preliminaries and Security Definitions

Cryptography uses protocols that have been created to deal with information security

issues such as privacy, data integrity, message authentication, signatures, and non-

repudiation. In this section, we define some protocols and state the security goals as in

the Handbook of Applied Cryptography [44] and Introduction to Modern Cryptography

[42].

1.4.1 Basic Terminology

Information Security Objectives

• Privacy means keeping information secret from all but those who are authorized

to see it.

• Data integrity ensures information has not been altered by unauthorized or

unknown means.

• Message authentication corroborates the source of information.

• Signatures bind information to an identity.

• Non-repudiation prevents the denial of previous commitments or actions.

Communication Participants

• An entity or party is someone or something which sends, receives, or manipulates

information.

• A sender is an entity in a two-party communication which is the legitimate

transmitter of information.
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• A receiver is an entity in a two-party communication which is the intended

recipient of information.

• An adversary is an entity in a two-party communication which is neither the

sender nor receiver, and which tries to defeat the information security service

being provided between the sender and receiver.

1.4.2 Symmetric Key Encryption

With the security goal of privacy (as with all encryption schemes), the symmetric

setting considers two parties who share a key and will use the same key to encrypt

and decrypt. An advantage to using symmetric key ciphers is that they can be

designed to encrypt large amounts of data efficiently.

Definition 1.1 (Symmetric Key Encryption Scheme). A symmetric key encryption

scheme S = (K, E ,D) consists of three algorithms, as follows:

• The randomized key generation algorithm K on input of the security parameter

1k returns a string K which we denote by K
$←K(1k).

• The randomized encryption algorithm E takes a key K and a (polynomial length)

plaintext M ∈ {0, 1}∗ to return a ciphertext C ∈ {0, 1}∗. We write C
$←EK(M)

to denote this operation.

• The deterministic decryption algorithm D takes a key K and ciphertext C to

return a message M or an error symbol ⊥. We write M ← DK(C) to denote

this operation.
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1.4.3 Public Key Encryption

Public key encryption involves the creation of a public key, which a party publishes

to the world and a corresponding private key which is kept secret. In order for such a

scheme to be secure, it must be computationally infeasible for an adversary to deduce

the private key from the public key. Given a ciphertext and the public encryption key,

an adversary computationally bounded by polynomial time cannot derive significant

information about the plaintext.

Definition 1.2 (Public Key Encryption Scheme). A public key encryption scheme

E = (K, E ,D) consists of three algorithms, as follows:

• K is a probabilistic key generation algorithm which on input of the security

parameter 1k returns a pair (sk, pk) of keys—a public encryption key pk with

matching secret signing key sk which is used to decrypt.

• The randomized encryption algorithm E takes the public key pk and a (polynomial

length) plaintext M ∈ {0, 1}∗ to return a ciphertext C ∈ {0, 1}∗.

• The deterministic decryption algorithm D takes the secret key sk and a ciphertext

C to return a message M or an error symbol ⊥.

We denote encrypting M with public key pk to get ciphertext C as an output by

C
$←Epk(M). Similarly, decrypting C with secret key sk to get message M is denoted

by M ← Dsk(C).

1.4.4 Digital Signatures

Much like a handwritten signature, a digital signature aims to give a receiver reason

to believe that the message was created by a known sender. A digital signature also
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preserves data integrity and provides non-repudiation. The sender signs message M

with secret key sk and sends the receiver both the message and the signature. The

receiver uses the verification algorithm to check the validity of the signature on the

message with public key pk.

Definition 1.3 (Signature Scheme). A signature scheme S is a triple of polynomial

time algorithms (K,S,V):

• K is a probabilistic key generation algorithm which on input of the security

parameter 1k returns a pair (sk, pk) of keys—a public verification key pk with

matching secret signing key sk. In case of a stateful signer, we interpret sk as

the initial state of the signer; i. e., all secret information of the signer is part of

its state.

• S is a probabilistic signing algorithm which on input a (polynomial length)

message M ∈ {0, 1}∗ and state sk—which in case of a stateless signer is just

the secret key—returns a signature σ ∈ {0, 1}∗ on M or an error symbol ⊥.

Moreover, the state value sk is updated.

• V is a deterministic verification algorithm which on input a public key pk,

a message M , and a candidate signature σ for M returns 1 or 0, indicating

whether σ is a valid signature for M under the public key pk.

For pairs (sk, pk) output by K we require that with overwhelming probability the

obvious correctness condition holds: For all messages M we have Vpk(M,Ssk(M)) = 1.

We denote signing message M with signing key sk and getting the signature σ as

output by σ
$←Ssk(M).

8



Chapter 2

Key-Dependent Message

Encryption

No one can drive us crazy unless we give them the keys. Douglas Horton [25]

2.1 Security Against Chosen-Plaintext Attack

An established notion of security, indistinguishabililty under chosen plaintext attack

(IND-CPA) allows the adversary to get encryptions of adaptively chosen messages

[29]. The adversary Aind wins if it can distinguish between an encryption of its

chosen message and an encryption of a random message. Aind should output a 1 if

it believes that it has participated in experiment Real, otherwise it should output 0.

We define IND-CPA security in both the symmetric and asymmetric settings.

Definition 2.1 (Symmetric IND-CPA). Let the triple E = (K, E ,D) be a symmetric

key encryption scheme and Aind a probabilistic polynomial time algorithm. Consider

the following attack scenario:

• Compute a key K
$←K(1k).
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• Let RealK be the oracle that on input M returns C
$←EK(M).

• Let FakeK be the oracle that on input M returns C
$←EK(0|M |), where |M |

denotes the length of the string M .

The IND-CPA advantage of Aind is defined as

AdvAind :=
∣∣∣Pr[K

$←K : ARealK = 1]− Pr[K
$←K : AFakeK = 1]

∣∣∣
and we call the symmetric key encryption scheme E secure in the sense of IND-CPA

if AdvAind is negligible in the security parameter k (i.e., it vanishes faster than the

inverse of any polynomial [7]).

Definition 2.2 (Negligible Function). ε(k) is negligible if for every c ∈ N, there exists

some N such that ε(k) < 1
kc

for all k > N where ε : N→ R.

Definition 2.3 (Asymmetric IND-CPA). Let the triple E = (K, E ,D) be a public key

encryption scheme and Aind a probabilistic polynomial time algorithm. Consider the

following attack scenario:

• Compute a key pair (sk, pk)
$←K(1k), and hand pk as input to Aind.

• Let Realsk be the oracle that on input M returns C
$←Epk(M).

• Let Fakesk be the oracle that on input M returns C
$←Epk(0|M |), where |M |

denotes the length of the string M .

The IND-CPA advantage of Aind is defined as

AdvAind :=
∣∣∣Pr[(sk, pk)

$←K : ARealsk = 1]− Pr[(sk, pk)
$←K : AFakesk = 1]

∣∣∣
10



and we call the public key encryption scheme E secure in the sense of IND-CPA if

AdvAind is negligible in the security parameter k.

A public key encryption scheme that is secure in the IND-CPA sense can be trivially

modified and still remain IND-CPA secure yet completely insecure, when an adversary

is somehow handed an encryption of the secret key, as pointed out by Black, Rogaway,

and Shrimpton [13]. For example, modify Epk(M) to 0 ‖ Epk(M) if M 6= sk, and

1 ‖ sk otherwise. An encryption of the decryption key is called an encryption cycle

of length one.

Concurrently and independently, Camenisch and Lysyanskaya proposed encryption

schemes for key-dependent messages, which they call circular encryption in [23]. In

their setting, for key pairs (ski, pki) and (skj, pkj), an adversary can get encryptions

such as Epki(skj) and Epkj(ski). As Boneh et al. [19] point out, while using BitLocker

(a disk encryption utility used in Windows Vista), the disk encryption key can end

up on the disk and be encrypted along with the other contents, so encryption cycles

are a real concern.

2.2 KDM Symmetric Key Encryption Security

In encryption security, KDM stands for key-dependent messages. Informally, an

encryption scheme is KDM-CPA secure in the sense of indistinguishability if it is

secure despite an adversary’s ability to obtain encryptions of functions of the secret

key, in particular the identity function, which would be an encryption of the secret

key. The adversary Akdm queries an efficiently computable function g on secret key

K. In the case that Akdm wants to query a particular message M , then g is a constant

function.

Definition 2.4 (Symmetric KDM-CPA). Let the triple E = (K, E ,D) be a symmetric
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key encryption scheme and Akdm a probabilistic polynomial time algorithm. Consider

the following attack scenario:

• Compute a key pair K
$←K(1k).

• Let RealK be the oracle that on input g returns C
$←EK(g(K)).

• Let FakeK be the oracle that on input g returns C
$←EK(0|g(K)|).

The KDM-CPA advantage of Akdm is defined as

AdvAkdm :=
∣∣∣Pr[K

$←K : ARealK = 1]− Pr[K
$←K : AFakeK = 1]

∣∣∣
and we call the symmetric key encryption scheme E secure in the sense of

KDM-CPA if AdvAkdm is negligible in k.

In [13], Black et al. prove that their proposed symmetric encryption scheme ver

is secure in the random oracle model. In the scheme ver, an oracle H ∈ Ω is given

where Ω is the set of all functions from {0, 1}∗ to {0, 1}∞.

Definition 2.5 (The scheme ver). Define the symmetric encryption scheme ver =

(K, E ,D) with security parameter k, message space {0, 1}∗ and key space {0, 1}k

through

• K(1k) outputs a uniform random key K ∈ {0, 1}k.

• EK(M) samples R
$←{0, 1}k and outputs the ciphertext (R,H(K ‖ R)⊕M).

• DK(R,D) outputs the message H(K ‖ R)⊕D.

We will use a similar construction in the next chapter to create a message authenti-

cation code that is secure despite key-dependent messages.
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2.3 KDM Public Key Encryption Security

In this section, the adversary Akdm queries an efficiently computable function g on

secret key sk.

Definition 2.6 (Asymmetric KDM-CPA). Let the triple E = (K, E ,D) be a public

key encryption scheme and Akdm a probabilistic polynomial time algorithm. Consider

the following attack scenario:

• Compute a key pair (sk, pk)
$←K(1k), and hand pk as input to Akdm.

• Let Realsk be the oracle that on input g returns C
$←Epk(g(sk)).

• Let Fakesk be the oracle that on input g returns C
$←Epk(0|g(sk)|).

The KDM-CPA advantage of Akdm is defined as

AdvAkdm :=
∣∣∣Pr[(sk, pk)

$←K : ARealsk(pk) = 1]− Pr[(sk, pk)
$←K : AFakesk(pk) = 1]

∣∣∣
and we call the public key encryption scheme E secure in the sense of KDM-CPA

if AdvAkdm is negligible in k.

In [13], Black et al. propose the asymmetric encryption scheme VER in the

random oracle model as follows. As defined in [9], a family of trapdoor permutations

is a family of permutations such that

• It is easy, given an integer k, to randomly select a permutation f which has

security parameter k, together with some trapdoor information associated with

f .

• f is easy to compute, and, given the trapdoor information, so is f−1; but without

the trapdoor information, f is hard to invert at a random input.
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A function f is easy to compute if there exists a polynomial-time algorithm such

that on input x outputs f(x).

Definition 2.7 (The scheme VER). Define the asymmetric encryption scheme

VER = (K, E ,D) with security parameter k, message space {0, 1}∗ and key space

{0, 1}k through

• F(1k) is a trapdoor permutation generator that returns functions (f, f−1) where

f : {0, 1}k → {0, 1}k and f−1 : {0, 1}k → {0, 1}k is its inverse.

• K(1k) is the same as F(1k).

• Ef (M) samples R
$←{0, 1}k and outputs the ciphertext (f(R), H(R)⊕M).

• Let D = Y ‖ C where |Y | = k then Df−1(D) outputs the message H(f−1(Y ))⊕C

or ⊥ if |D| < k.

In [34], Hofheinz and Unruh explore the KDM security notion in the standard

model (without random oracles). As in [24], one first designs an ideal system in which

all parties (including the adversary) have oracle access to a truly random function,

and proves the security of this ideal system. This is known as the Random Oracle

Model (RO). In [22], Camenisch et al. explore the key-dependent setting in which an

adversary has access to decryptions of chosen ciphertexts, as do Backes et al. in [5].

2.4 Key Privacy

We now consider a security requirement known as key privacy or anonymity. An

eavesdropper in possession of a ciphertext should not be able to tell which specific key,

out of a set of known public keys, is the one under which the ciphertext was created.
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To formalize the property of key privacy, we use the notion of indistinguishability of

keys (IK-CPA) as in [8].

Definition 2.8 (IK-CPA). Let E = (K, E ,D) be an encryption scheme and Aik a

probabilistic polynomial time algorithm. Consider the following experiment, which we

denote by Expik−b
E, Aik:

1. Compute key pairs (sk0, pk0)
$←K(1k) and (sk1, pk1)

$←K(1k), and hand pk0 and

pk1 as input to Aik.

2. Aik outputs a message M of its choice and some state information s.

3. For b
$←{0, 1} compute y

$←Epkb(M).

4. Hand y and s to Aik.

5. Aik returns d.

The IK-CPA advantage of Aik is defined as

AdvAik :=
∣∣∣Pr[Expik−1

E, Aik = 1]− Pr[Expik−0
E, Aik = 1]

∣∣∣
and we call the public key encryption scheme E secure in the sense of IK-CPA, if

AdvAik is negligible in the security parameter k.

Since the scheme VER is KDM-CPA-secure, in order to have key-privacy, we need

a family of trapdoor permutations that is anonymous. We now present an RSA-based

scheme from Bellare et al. in [8] that will do the job. First we note that the standard

RSA encryption does not provide key privacy. The ciphertext is an element y = xe

mod N where x is a random member of Z∗N . The goal of the adversary is to distinguish

between two keys N0, e0, and N1, e1. Now suppose that N0 ≤ N1. If y ≥ N0 then
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the adversary bets that the encryption was created under N1, e1; otherwise, it bets

that it was created under N0, e0.

A family of functions F = (K,S,E) is specified by three algorithms: randomized

key-generation K, sampling algorithm S, and evaluation algorithm E. The following

construction from [8] is a simple RSA-derived anonymous family.

Construction 2.1 (Anonymous Trapdoor Permutation). We define a family F =

(K,S,E) as follows. The key generation algorithm K takes as input a security

parameter k and picks random, distinct primes p, q in the range 2k/2−1 < p, q < 2k/2.

If k is odd, it is incremented by 1 before the primes are picked. It sets N = pq and

picks e, d ∈ Z∗ϕ(N) such that ed ≡ 1 mod ϕ(N) where ϕ(N) = (p − 1)(q − 1). The

public key is (N, e) and the secret key is (N, d). We set the domain and range of F

to {0, 1}k, and viewing Z∗N as a subset, we define

EN,e(x) =

 xe mod N if x ∈ Z∗N ;

x otherwise;

for any x ∈ {0, 1}k. This is a permutation on {0, 1}k. The sampling algorithm S

on input N , e simply returns a random k-bit string.

Using the sampling algorithm S, we can select a random k-bit string in the range

of F . Without the trapdoor information (the secret key), this random element in the

range should be hard to invert. The inversion algorithm is

IN,d(x) =

 xd mod N if x ∈ Z∗N ;

x otherwise.

If x ∈ Z∗N , then we are in the standard RSA family of trapdoor permutations. If

x /∈ Z∗N , the inversion is trivial and occurs with negligible probability in the security
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parameter, as shown by inequality that follows.

Pr[x /∈ Z∗N ] ≤ 1− (p−1)(q−1)
pq

= p+q−1
pq

< 2k/2+1−1
2k

< 2k/2+1

2k
= 1

2k/2−1

As an open problem, the security of key-privacy can be studied where key-dependent

messages are allowed in Step 2 of Definition 2.8.
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Chapter 3

Key Dependence in Message

Authentication Codes

The most authentic thing about us is our capacity to create, to overcome, to endure,

to transform, to love and to be greater than our suffering. Ben Okri [50]

3.1 MACs

Informally, a hash function takes a message of arbitrary finite length as input and

produces a string of fixed length as output (known as a message digest or hash). A

distinct class of hash functions, message authentication codes (MACs) allow message

authentication by symmetric techniques; by symmetric, we mean that there is only

one key which is secret and is used both for the creation of the MAC and verification.

A MAC is an example of a keyed hash function since producing it dictates the use of

a message and a secret key as input. The purpose of a MAC is to provide assurances

regarding both the source of a message and its integrity.
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Definition 3.1 (MAC-Generation Algorithm). A message authentication code algo-

rithm is a family of functions TK parametrized by a secret key K, with the following

properties:

1. ease of computation—for a known function TK, given a value K and an input

M , TK(M) is easy to compute.

2. compression—TK maps an input M of arbitrary finite bit length to an output

TK(M) of fixed bit length n.

Furthermore, given a description of the function family T , for every fixed allow-

able value of K (unknown to an adversary), the following property holds:

3. computation-resistance—given zero or more message/tag pairs (Mi, TK(Mi)), it

is computationally infeasible to compute any message/tag pair (M, TK(M)) for

any new input M 6= Mi (including possibly for TK(M) = TK(Mi) for some i).

The objective of the MAC-generation algorithm adversary is to compute a new

message/tag pair (M, TK(M)) for some message M 6= Mi, given one or more pairs

(Mi, TK(Mi)). We allow an adaptive chosen-message attack in which the Mi may be

chosen by the adversary successively and can be based on the results of prior queries.

The adversary is successful if it is able to produce an existential forgery; that is, a

new message/tag pair, without necessarily controlling the value of the message.

Definition 3.2 (MAC). A message authentication code Π is a triple of polynomial

time algorithms (K, T ,V):

• The randomized key generation algorithm K returns a string K on input of the

security parameter 1k, and we denote it by K
$←K(1k).
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• The MAC-generation algorithm T , which might be randomized or stateful, takes

a key K and a (polynomial length) message M ∈ {0, 1}∗ to return a tag T ∈

{0, 1}∗ ∪ {⊥}, and we denote it by T
$←TK(M).

• The deterministic MAC-verification algorithm V takes a key K, a message M ∈

{0, 1}∗ and a candidate tag T ∈ {0, 1}∗ to return either 1 (Accept) or 0 (Reject).

We write d← VK(M,T ) with d denoting the decision bit returned.

With overwhelming probability, we require that for any key K, any message M ∈

{0, 1}∗, and tag T
$←TK(M), VK(M,T ) = 1.

When the MAC-generation algorithm is deterministic and stateless, the receiver

computes T ′ ← TK(M) for received message M and checks if T ′ = T . An adversary

may repeat a transmission of a valid pair (M,T ) and get the receiver to accept it once

again; this is known as a replay attack. In the definition of security that we present,

we do not consider this a valid forgery.

3.2 Security Definitions

3.2.1 MAC Security

EUF-CMA stands for existential unforgeability against chosen message attacks and we

will use it again in the context of signatures. In the sections that follow, we explore

the consequences of allowing key-dependent queries of a secure MAC. We also propose

a MAC that is secure in the RO Model despite key-dependent queries.

Definition 3.3 (EUF-CMA). Let Π = (K, T ,V) be a message authentication code,

and let Amac be a probabilistic polynomial time algorithm. Consider the following

attack scenario:
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1. Compute a key K
$←K(1k).

2. The adversary Amac is given unrestricted access to a MAC-generation oracle

OT and verification oracle OV to run TK and VK.

3. Eventually, Amac outputs a message/tag pair (M,T ).

Let QueriedEarlier be the event that Amac outputs a message M that has been

queried to the MAC-generation oracle OT already. The success probability Succmac
A =

SuccAmac(k) of Amac is defined as

Succmac
A := Pr[VK(M,T ) = 1 and ¬QueriedEarlier],

and we call the MAC EUF-CMA secure if Succmac
A is negligible for all probabilistic

polynomial time adversaries Amac.

3.2.2 KD-EUF Security

Informally, a MAC Π is KD-EUF (key-dependent MAC) secure if it is secure despite a

forger’s ability to obtain tags on arbitrary (efficiently computable) functions g of the

state K. Unlike a digital signature, the verification of a MAC requires knowledge of

the secret key, so we must provide our adversary Akdeuf with a verification oracle in

addition to the key-dependent MAC-generation (tag) oracle.

Definition 3.4 (KD-EUF). Let Π = (K, T ,V) be a message authentication code, and

let Akdeuf be a probabilistic polynomial time algorithm. Consider the following attack

scenario:

1. Compute a key K
$←K(1k).
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2. The adversary Akdeuf is given unrestricted access to a MAC-generation oracle

ÔT and verification oracle OV to run TK and VK. The oracle ÔT accepts as

input a function g, represented as a boolean circuit of polynomial size, and

executes the MAC-generation algorithm T with the current state K and the

message g(K) as input.1

3. Eventually, Akdeuf outputs a message M ∈ {0, 1}∗ and a tag T .

Let QueriedEarlier be the event that Akdeuf outputs a message M such that one of

Akdeuf ’s queries g to the signing oracle ÔT evaluated to g(K) = M . Then the success

probability SuccAkdeuf = SuccAkdeuf (k) of Akdeuf is defined as

SuccAkdeuf := Pr[VK(M,T ) = 1 and ¬QueriedEarlier],

and we call the MAC Π secure in the sense of KD-EUF if SuccAkdeuf is negligible for

all probabilistic polynomial time adversaries Akdeuf .

3.2.3 Impossibility of Stateless KD-EUF Secure MAC

As a negative result, we note that no MAC with a stateless MAC-generation algorithm

can meet the security goal of KD-EUF with a simple attack.

Remark 3.1. Let Π = (K, T ,V) be a MAC with a stateless MAC-generation algorithm

T ; i.e., the secret state K is not changed by executing T . Then the MAC Π is not

secure in the sense of KD-EUF.

Proof. Let K = b0, . . . , b`−1 ∈ {0, 1}` be the bit representation of the secret key and

fix i ∈ {0, . . . , ` − 1} arbitrary. Then the adversary Akdeuf may query ÔT for a tag

on bi and use the verification oracle OV to determine if the returned tag T satisfies

1In the random oracle model, g may invoke the random oracle.
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VK(0, T ) = 1 or VK(1, T ) = 1. Thus, ` queries to ÔT are sufficient to extract the

complete secret signing key K, and hereafter, creating a forgery is trivial.

Note that only ` queries are necessary, because VK(0, T ) 6= 1 implies that VK(1, T )

= 1. Unlike encryption schemes, MACs and digital signatures have verification

algorithms. As one can see from Remark 3.1, the verification algorithm is a very

powerful tool for the adversaries in MACs and signatures, when functions of the

secret key can be summoned.

3.3 The MAC-ver Construction

In this section, we define a stateful MAC that we prove is KD-EUF-secure in the

random oracle model. Although proving MACs secure in the random oracle model

may seem trivial, the added element of key-dependent messages makes the proof more

involved.

Definition 3.5 (The scheme MAC-ver). Define the stateful MAC scheme

MAC-ver = (K, T ,V) with security parameter k, message space {0, 1}∗, key space

{0, 1}k, and oracle H : {0, 1}∗ → {0, 1}k through

• K(1k) outputs a uniform random key K ∈ {0, 1}k.

• The sender runs TK(M) which samples R
$←{0, 1}k, outputs the tag T := (R,H(0 ‖

M ‖ R ‖ K)), and sets K := H(K ‖ R).

• If the receiver runs VK(M,T ) and verifies that D = H(0 ‖ M ‖ R ‖ K) on

input T = (R,D), it sets K := H(K ‖ R) and outputs 1. Otherwise VK(M,T )

outputs 0.
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We make the assumption that the receiver verifies the tag and updates the secret

key before a new tag is created.

Proposition 3.1. The scheme MAC-ver = (K, T ,V) as in Definition 3.5 is secure

in the sense of KD-EUF in the random oracle model.

Proof. We will create a series of games in which we alter the environment of the

adversary. During each transition, the adversary may only gain a negligible advantage;

hence, the probability of creating a forgery differs negligibly. Suppose that the

adversary Akdeuf can forge with non-negligible probability p, and let q be a polynomial

upper bound on the number of queries that Akdeuf makes to the oracle (tag + direct

RO queries).

Game 0. This is a trivial simulation of the original scheme. All needed oracles for

Akdeuf can be simulated faithfully.

Random oracle: To simulate Akdeuf ’s random oracle, we create an empty list LRO.

Then, whenever Akdeuf queries its random oracle with a message X such that

LRO contains no entry of the form (X, ·), we choose a value H(X) ∈ {0, 1}k

uniformly at random, append the pair (X,H(X)) to LRO and send H(X) to

Akdeuf. In case Akdeuf queries LRO a second time with the same value X, we

return the stored random value H(X). We assume that Akdeuf does not repeat

a direct RO query. We define Domain(H) to be the set of points X where an

entry of the form (X, ·) is in LRO.

Tagging and verification oracle: Knowing the secret key, we can faithfully answer

all tag queries ÔT and verification queriesOV , by executing T and V respectively

with the appropriate input and using the above simulation of the random oracle

H.
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Game 1. Let Collision be the event that during the simulation, the pairs (X,H(X))

and (X ′, H(X ′)) in LRO are stored, where X 6= X ′ and H(X) = H(X ′). Whenever the

event Collision occurs, the simulation is restarted. As Akdeuf is polynomially bounded,

Collision occurs with negligible probability only, and subsequently, we may assume

that the event Collision does not occur.

Game 2. In this game, we pick a value j ∈ {0, . . . , q} uniformly at random, where

Akdeuf may forge. If Akdeuf does not forge during the jth query, we abort. Since the

number of queries is polynomially bounded, Akdeuf can still forge with non-negligible

probability, provided it was non-negligible before.

In simulating the tag oracle ÔT , we claim that providing the adversary with

H(R ‖ K) instead of H(0 ‖ M ‖ R ‖ K) during the jth query does not significantly

change Akdeuf ’s ability to forge. There are two cases to consider during the jth query:

Akdeuf can (Case 1) or cannot (Case 2) predict g(Kj) with non-negligible probability.

Case 1: Suppose that Akdeuf can predict the value of g(Kj) with non-negligible

probability. If the query is key-dependent, we modify Akdeuf and force it to

replace g(Kj) with a key-independent query M . Note that the adversary wins if

the verification algorithm accepts a tag for a message not previously summoned

from the tagging oracle. Therefore, Akdeuf will not be able to forge if it verifies

a message/tag pair returned from the tagging oracle, since this automatically

updates the secret key of the scheme. Thus, without loss of generality, we can

assume that Akdeuf does not verify the tag for message M .

Suppose that Akdeuf can distinguish between H(0 ‖ M ‖ R ‖ Kj) and H(R ‖

Kj) without using the verification oracle. Since the key Kj has not been used

in a previous tag, then Akdeuf could only distinguish between the two values

by using direct RO queries. Although Akdeuf knows M (with non-negligible
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probability) and R, this would also imply that Akdeuf knows Kj. Since Kj is

chosen fresh for each tag, Akdeuf can guess Kj with probability of at most 1/2k,

which is negligible. Since 0 is not prepended in H(R ‖ Kj), the hash value

will never be a valid tag for any M , so we are not creating a collision with any

possible tag by replacing H(0 ‖ M ‖ R ‖ Kj) with H(R ‖ Kj). Hence, the

substitution will not be noticed by Akdeuf .

Case 2: Suppose that Akdeuf has a negligible probability of predicting the value M =

g(Kj). Verifying the tag for message M would contradict Akdeuf being able to

forge during the jth query. Since Akdeuf has a negligible probability of predicting

the value M , Akdeuf ’s probability of verifying the tag for M is also negligible.

Therefore, without loss of generality, we may assume that Akdeuf does not verify

the tag for M . Similar to Case 1, Akdeuf can only distinguish between H(0 ‖M ‖

R ‖ Kj) and H(R ‖ Kj) using direct oracle queries with negligible probability.

Hence, substituting H(0 ‖M ‖ R ‖ Kj) with H(R ‖ Kj) will not be noticed by

Akdeuf .

Game 3. In this game, we claim that there is no need to faithfully simulate the

key update in the scheme. Given a tag T = (R,D), the new key H(K ‖ R) should

be indistinguishable from a random k-bit string. Given (R,H(R ‖ K)) (instead of

H(0 ‖M ‖ R ‖ K), due to Game 2 ), can Akdeuf distinguish between H(K ‖ R) and a

random k-bit string where R is given and |K| = k? Since K = R with probability at

most 1/2k, which is negligible, we can assume that K 6= R (otherwise distinguishing

becomes trivial). Since we assumed from Game 1 that the event Collision does not

occur, we have that H(K ‖ R) is not equal to an element previously output by H.

As a result, Akdeuf cannot distinguish between H(K ‖ R) and a random k-bit string,

so there is no need to faithfully simulate the key update in T or V .
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Game 4. In Figure 3.1, we have the final simulation for the scheme MAC-ver.

The verification algorithm stays the same for i 6= j and we assume from Game 2 that

Akdeuf does not verify the tags received from the tagging oracle. The flag bad gets

set to true when the event Collision occurs either through a direct RO query or a tag

query of which there are at most q altogether. There are
(
q
2

)
= q(q−1)

2
pairs where a

collision can occur for q queries from a set of size 2k. Clearly, q(q−1)
2
≤ q2 for q ≥ 0.

Therefore, Akdeuf can only succeed in distinguishing between a faithful simulation of

the original scheme and the simulation in this game if the flag bad gets set to true,

which occurs with probability less than or equal to q2/2k (which is negligible).

Suppose that Akdeuf creates a forgery (MF , (RF , DF )). If 0 ‖ MF ‖ RF ‖ Kj /∈

Domain(H), then H(0 ‖ MF ‖ RF ‖ Kj)
$←{0, 1}k, and the probability that DF =

H(0 ‖ MF ‖ RF ‖ Kj) is 1/2k, which is negligible. If 0 ‖ MF ‖ RF ‖ Kj ∈

Domain(H), then we need to consider two cases: either 0 ‖ MF ‖ RF ‖ Kj ∈ X or

0 ‖ MF ‖ RF ‖ Kj /∈ X . If 0 ‖ MF ‖ RF ‖ Kj ∈ X ; then the tagging oracle has

already signed this message, which contradicts a forgery.

Therefore, 0 ‖MF ‖ RF ‖ Kj /∈ X which means that the hash value was assigned

through a direct RO query by Akdeuf . In turn, this implies that Akdeuf knows the full

key Kj given (R,H(R ‖ Kj)). Since we assumed that the event Collision does not

occur, then Akdeuf gets Kj by computing the preimage of H(R ‖ Kj). Since H(R ‖

Kj) is a random element and |Kj| = k, then the probability of Akdeuf computing the

preimage of H(R ‖ Kj) is negligible in k. This is a contradiction toAkdeuf forging with

non-negligible probability p. Hence, the scheme MAC-ver is secure in the random

oracle.
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Initialization:

for i← 1 to q do Ki
$←{0, 1}k

bad ← false; X ← ∅

On RO Query Q:

if Q ∈ X then bad←true

if Q /∈ Domain(H) then H(Q)
$←{0, 1}k

return H(Q)

On Tag Query (M, i) for i 6= j:

R
$←{0, 1}k

D
$←{0, 1}k

if 0 ‖M ‖ R ‖ Ki ∈ Domain(H) then bad ← true

D ← H(0 ‖M ‖ R ‖ Ki) (from list LRO)

else

H(0 ‖M ‖ R ‖ Ki)← D

X ← X ∪ {0 ‖M ‖ R ‖ Ki}
return (R,D)

On Tag Query (M, j):

R
$←{0, 1}k

D
$←{0, 1}k

if R ‖ Kj ∈Domain(H) then bad ← true

D ← H(R ‖ Kj) (from list LRO)

else

H(R ‖ Kj)← D

X ← X ∪ {R ‖ Kj}
return (R,D)

Figure 3.1: Simulation of scheme from Game 4.
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3.4 MACs in Mashatan and Stinson’s Message

Recognition Protocol

This section details an attack on a message recognition protocol that has withstood

multiple independent reviews. The execution of the protocol uses a MAC to bind a

message to a password. Since the hash appends the password after the message, the

MAC used is known as the secret suffix method [51].

In [43], Mashatan and Stinson propose a new message recognition protocol for ad

hoc pervasive networks, aiming at scenarios with resource restricted devices. Their

protocol relies on the use of a cryptographic hash function providing suitable guaran-

tees, and the protocol avoids the use of asymmetric cryptography. In informal terms,

the scenario in [43] can be summarized as follows: during an initialization phase,

two parties A and B are connected through an authentic channel of low bandwidth.

While this narrow-band channel can be eavesdropped, the adversary is confined to be

passive; i. e., no messages can be altered, deleted or inserted. Later on, A and B are

connected via a public broadband channel that is completely controlled by the, now

active, adversary. The protocol in [43] tries to make sure that messages sent over this

public insecure channel by A are only accepted by B if they indeed originate from

the party A with which the initialization phase was performed. Further, according

to [43], the proposed protocol provides a practical procedure for resynchronization in

case of any adversarial disruption or communication failure.

Mashatan and Stinson’s proposal can be be seen in the same line of research

as, for instance, Anderson et al.’s Guy Fawkes protocol [3], Stajano and Anderson’s

resurrecting duckling [55], Mitchell’s scheme for remote user authentication [48],

Weimerskirch and Westhoff’s zero common-knowledge authentication [57], and Lucks

et al.’s Jane Doe protocol [40].
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Our contribution. Below, we show that the resynchronization mechanism sugges-

ted by Mashatan and Stinson unfortunately does not work as intended, but actually

enables an attack: an adversary can abuse the resynchronization process to send

forged messages that are accepted as legitimate. The computational effort for the

attack is negligible, and there is no restriction on the contents of the messages that

can be inserted.

3.4.1 The Proposal from CANS 2008

This section recalls Mashatan and Stinson’s proposal from CANS 2008 to the extent

necessary for describing our attack. The protocol splits into three components, which

we discuss in the following three sections. For more details, we refer to the original

paper [43], which elaborates on the underlying assumptions on the hash function H

(pre-image resistance, paired second pre-image resistance, paired collision resistance,

binding pre-image resistance, for instance). We denote passwords2 for party A by xi

and for party B by yi. Writing H for the underlying hash function, we set Xi :=

H(xi), Yi := H(yi) and refer to the Xi and Yi as committing hash values of the

passwords. Finally, the binding hash values are denoted by Xi(i+1) and Yi(i+1) for A

and B respectively, where Xi(i+1) := H(xi, Xi+1) and Yi(i+1) := H(yi, Yi+1).

At any given time, the internal state of A is given by an 8-tuple (xi, xi+1, Xi, Xi+1,

Xi(i+1), y
∗
i−1, Y

∗
i ,Y∗i(i+1)) with y∗i−1, Y ∗i , Y∗i(i+1) beingB’s most recent password, commit-

ting hash value, and binding hash value accepted by A. Likewise, the internal state

of B is given by an 8-tuple (yi, yi+1, Yi, Yi+1,Yi(i+1), x
∗
i−1, X

∗
i ,X ∗i(i+1)) with x∗i−1, X∗i ,

X ∗i(i+1) being A’s most recent password, committing hash value, and binding hash

value accepted by B.

2Here we follow the terminology in [43] and stress that exhausting all possible passwords is
assumed to be infeasible. In particular, this use of the term password differs from the common use
in the context of password authenticated key establishment.
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Adversarial model During the initialization phase of the protocol, the involved

parties A and B exchange information through an authenticated channel which we will

denote by =⇒. The adversary is restricted to passive eavesdropping of this channel; no

delaying, deleting, inserting, or altering of messages is allowed. During the execution

of the protocol and in the resynchronization process, A and B communicate over

an insecure channel which we denote by −→. The adversary has full control over

the insecure channel, and in particular can delete and insert messages. The goal of

the adversary is to create a forgery; i. e., to provoke a situation where B accepts a

message-recipient pair (A,M) where the message M has never been sent by A.

Initialization phase

Figure 3.2 shows the steps performed by A and B in the initialization phase.

A B

Choose random x0 and x1 and
form X0 := H(x0), X1 :=
H(x1), and X01 := H(x0, X1).

X0,X01
====⇒ Receive X0,X01.

Receive Y0,Y01.
Y0,Y01⇐=== Choose random y0 and y1 and

form Y0 := H(y0), Y1 := H(y1),
and Y01 := H(y0, Y1).

Let y∗−1 :=⊥, so A’s initial
state is (x0, x1, X0, X1, X01,⊥
, Y0,Y01).

Let x∗−1 :=⊥ so B’s initial state
is (y0, y1, Y0, Y1, Y01,⊥, X0,X01)

Figure 3.2: Initialization phase of [43]

In summary, during the initialization phase A, does the following:

• Choose random x0 and x1.
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• Compute X0 := H(x0), X1 := H(x1), and X01 := H(x0, X1).

• Send X0, X01 to B over the authenticated channel.

• Receive Y0, and Y01 from B over the authenticated channel.

• Set y∗−1 :=⊥, Y ∗0 := Y0, Y∗0 := Y0.

Similarly, B performs the following steps:

• Choose random y0 and y1.

• Compute Y0 := H(y0), Y1 := H(y1), and Y01 := H(y0, Y1).

• Send Y0, Y01 to A over the authenticated channel.

• Receive X0, and X01 from A over the authenticated channel.

• Set x∗−1 :=⊥, X∗0 := X0, X ∗0 := X0.

The values X0, X01, Y0, Y01 which are interchanged by A and B over the authenticated

channel can be eavesdropped—but not altered—by the adversary.

Execution of the protocol

Once the initialization phase has been completed, the actual protocol execution can

take place as described in Figure 3.3.

Summarizing, on input a message-recipient pair (M,B), A does the following during

a protocol execution:

• Choose a random x2 and form X2 := H(x2), X12 := H(x1, X2).

• Compute h := H(M,x0).
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A’s internal state: B’s internal state:
(x0, x1, X0, X1,X01, y

∗
−1, Y

∗
0 ,Y∗01) (y0, y1, Y0, Y1,Y01, x

∗
−1, X

∗
0 ,X ∗01)

A B

Receive input (M , B). Choose
a random x2 and form X2 :=
H(x2), X12 := H(x1, X2).
Compute h := H(M,x0).

M,h−−→ Receive M ′, h′.

Receive y′0, Y ′1 , Y ′12.
y0,Y1,Y12←−−−−− Choose a random y2 and form

Y2 := H(y2), Y12 := H(y1, Y2).

If H(y′0) = Y ∗0 and
H(y′0, Y

′
1) = Y∗01, then send

x0, X1, X12 and update your
internal state as follows:
(x1, x2, X1, X2,X12, y

′
0, Y

′
1 ,Y ′12)

else initiate resynchronization.

x0,X1,X12−−−−−→ Receive x′0, X ′1, X ′12. If
H(x′0) = X∗0 , H(x′0, X

′
1) = X ∗01,

and h′ = H(m′, x′),
then update your
internal state as follows:
(y1, y2, Y1, Y2,Y12, x

′
0, X

′
1,X ′12)

and output (A, M ′) else
initiate resynchronization.

Figure 3.3: Protocol execution of [43]

• Send (M , h) and wait to receive y′0, Y ′1 , Y ′01 from B. Resend if B does not

respond.

• If H(y′0) = Y ∗0 and H(y′0, Y
′

1) = Y01, send x0, X1, X01 to B and update the

internal state to (x1, x2, X1, X2,X12, y
′
0, Y

′
1 ,Y ′12); else initiate resynchronization.

After receiving (M ′, h′), B does the following:

• Choose a random y2 and compute Y2 := H(y2), Y12 := H(y1, Y2).

• Send y0, Y1, Y12 to A and wait to receive x′0, X ′1, X12. Resend if A does not

respond.
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• If H(x′0) = X∗0 , H(x′0, X
′
1) = X01, and h′ = H(M ′, x′0) then update the internal

state to (y1, y2, Y1, Y2,Y12, x
′
0, X

′
1,X ′12) and output (A,M ′); else initiate

resynchronization.

Note that all messages are sent over an insecure channel, where the adversary can

delete, modify, and insert messages at will. Further, it is possible for A to update its

internal state after sending x0, X1, X12 without B updating its state. Therefore, the

resynchronization process that follows is not symmetric.

Resynchronization process

In the case of adversarial intrusion or communication failure, either A or B can initiate

the resynchronization process in Figure 3.4. As shown in this figure, B has two sets

of conditions that can update its internal state, whereas A has only one.

We can summarize the resynchronization process as follows:

• A and B respectively choose random x2, y2 and form X2 := H(x2), Y2 := H(y2),

X12 := H(x1, X2), and Y12 := H(y1, Y2).

• B sends y0, Y1, Y01 to A.

• A sends x0, X1, X01 to B.

• If y∗−1 = y′0 and Y ∗0 = Y ′1 , then A sets Y∗01 := Y ′12; else A initiates resynchroniza-

tion.

• If x∗−1 = x′0 and X∗0 = X ′1, then B sets X ∗01 := X ′12; else if H(x′0) = X∗0 and

H(x′0, X
′
1) = X ∗01, then B sets x∗−1 := x′0, X∗0 := X ′1, X ∗01 := X ′12; else B initiates

resynchronization.

During resynchronization, A can only refresh the value Y∗01, whereas B can either

refresh the value X ∗01 or update x∗−1, X∗0 , X ∗01.
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A’s internal state: B’s internal state:
(x0, x1, X0, X1,X01, y

∗
−1, Y

∗
0 ,Y∗01) (y0, y1, Y0, Y1,Y01, x

∗
−1, X

∗
0 ,X ∗01)

A B

Choose a random x2 and
form X2 := H(x2), X12 :=
H(x1, X2).

Choose a random y2 and form
Y2 := H(y2), Y12 := H(y1, Y2).

Receive y′0, Y ′1 , Y ′12.
y0,Y1,Y12←−−−−− Send y0, Y1, Y12.

Send x0, X1, X12.
x0,X1,X12−−−−−→ Receive x′0, X ′1, X ′12.

If y∗−1 = y′0 and Y ∗0 = Y ′1 ,
then Y∗01 := Y ′12; else initiate
resynchronization.

If x∗−1 = x′0 and X∗0 = X ′1, then
X ∗01 := X ′12;
otherwise, if H(x′0) = X∗0 and
H(x′0, X

′
1) = X ∗01, then x∗−1 :=

x′0, X∗0 := X ′1, X ∗01 := X ′12;
else initiate resynchronization.

Figure 3.4: Resynchronization process of [43]

3.4.2 Provoking an Unrecoverable Situation

If A or B suspects a communication failure or a possible adversarial intrusion, it can

initiate the resynchronization process. Here we show that

• an adversary can create a situation where A keeps on initiating the

resynchronization process, but the protocol does not recover, and

• an adversary can create a situation where B keeps on initiating the

resynchronization process, but the protocol does not recover.

It is worth noting that in both cases, modification of a single message on the public

channel is sufficient; i. e., the adversary does not have to stay “online” for achieving

this type of denial of service: these attacks are qualitatively different from simply
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blocking communication between A and B. Section 3.4.3 builds on these observations

to create a successful forgery.

Unrecoverability with resynchronization initiated by A

As depicted in Figure 3.5, assume that after a successful initialization phase, A has

internal state (x0, x1, X0, X1, X01,⊥, Y0,Y01), and B has internal state (y0, y1, Y0, Y1,

Y01,⊥, X0,X01). Now A starts executing a protocol as specified in Section 3.4.1,

sending a message M along with matching h-value to B. In response to this, B sends

y0, Y1 and Y12.

The adversary can replace y0 with a (random) value such that A’s validity check

H(y′0) = Y0 and H(y′0, Y
′

1) = Y∗01 fails. Following the protocol specification, now A

initiates the resynchronization process (see upper part of Figure 3.5). Note that so far

A never updated its internal state and still has stored the values y∗−1 =⊥, Y0∗ = Y0,

and Y∗01 = Y01.

Now, in the resynchronization phase, B sends to A the values y′0, Y ′1 , and Y ′12.

These values do not match the values stored by A, however. Consequently, A initiates

resynchronization again. Re-running the resynchronization will not help the situation,

so the protocol becomes unrecoverable. Figure 3.5 summarizes the sequence of events.

Unrecoverability with resynchronization initiated by B

Consider a second scenario as in Figure 3.6. Assume that after a successful initializa-

tion phase A has internal state (x0, x1, X0, X1,X01,⊥, Y0,Y01), and B has internal

state (y0, y1, Y0, Y1,Y01,⊥, X0,X01) as before. As before, A initiates an execution of

the protocol in [43] by sending a message M along with matching h-value to B.

In response, A receives y′0, Y ′1 , and Y ′12 from B. Our adversary faithfully transmits

these messages, so that A’s validity check succeeds, and A updates its internal state to
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A’s internal state: B’s internal state:
(x0, x1, X0, X1,X01,⊥, Y0,Y01) (y0, y1, Y0, Y1,Y01,⊥, X0,X01)

execution of the protocol

A B

Receive input (M,B).
Choose random x2 and
form X2 := H(x2),
X12 := H(x1, X2). Compute
h := H(M,x0).

M,h−−→ Receive M ′, h′.

Receive y′0, Y ′1 , Y ′12.
y0,Y1,Y12←−−−−− Choose a random y2 and

form Y2 := H(y2), Y12 :=
H(y1, Y2).

Suppose that H(y′0) 6= Y ∗0
or H(y′0, Y

′
1) 6= Y∗01; hence,

initiate resynchronization.

A’s internal state: B’s internal state:
(x0, x1, X0, X1,X01,⊥, Y0,Y01) (y0, y1, Y0, Y1,Y01,⊥, X0,X01)

resynchronization process

A B

Choose a random x2 and
form X2 := H(x2), X12 :=
H(x1, X2).

Choose a random y2 and
form Y2 := H(y2), Y12 :=
H(y1, Y2)

Receive y′0, Y ′1 , Y ′12.
y0,Y1,Y12←−−−−− Send y0, Y1, Y12

Send x0, X1, X12.
x0,X1,X12−−−−−→ Receive x′0, X ′1, X ′12.

Since y∗−1 6= y′0 and
Y0∗ 6= Y ′1 , initiate
resynchronization.

Figure 3.5: Unrecoverability after a resynchronization initiated by A

37



(x1, x2, X1, X2, X12, y
′
0, Y

′
1 ,Y ′12). Further, A sends x0, X1 and X12 to B. Our adversary

can replace x0 with a (random) value so that the values x′0, X ′1, and X ′12 received

by B from A do not verify. Consequently, following the protocol specification in

Section 3.4.1, B will initiate the resynchronization process. Note that so far B never

updated its internal state and has stored x∗−1 =⊥, X∗0 = X0, and X ∗01 = X01.

In the resynchronization process, A sends x1, X2, and X23 to B. Even if the

values x′1, X ′2, and X ′23 received by B are identical to the values sent by A, x′1 6=

x∗−1 and H(x′1) 6= X∗0 cause B to initiate resynchronization again. Re-running the

resynchronization will not resolve the situation, and analogously, as in the previous

section, the protocol becomes unrecoverable. Figure 3.6 summarizes the sequence of

events.
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A’s internal state: B’s internal state:
(x0, x1, X0, X1,X01,⊥, Y0,Y01) (y0, y1, Y0, Y1,Y01,⊥, X0,X01)

execution of the protocol

A B

Receive input (M , Bob).
Choose random x2 and
form X2 := H(x2),
X12 := H(x1, X2). Compute
h := H(M,x0).

M,h−−→ Receive M ′, h′.

Receive y′0, Y ′1 , Y ′12.
y0,Y1,Y12←−−−−− Choose a random y2 and form

Y2 := H(y2), Y12 := H(y1, Y2).

Suppose that H(y′0) = Y ∗0
and H(y′0, Y

′
1) = Y∗01.

Then send x0, X1, X12 and
update the internal state to
(x1, x2, X1, X2,X12, y

′
0, Y

′
1 ,Y ′12).

x0,X1,X12−−−−−→ Receive x′0, X ′1, X ′12. Suppose
H(x′0) 6= X∗0 , or H(x′0, X

′
1) 6=

X ∗01, or h′ 6= H(M ′, x′). Then
initiate resynchronization.

A’s internal state: B’s internal state:
(x1, x2, X1, X2,X12, y

′
0, Y

′
1 ,Y ′12) (y0, y1, Y0, Y1,Y01,⊥, X0,X01)

resynchronization process

A B

Choose a random x3 and
form X3 := H(x3), X23 :=
H(x2, X3).

Choose a random y2 and form
Y2 := H(y2), Y12 := H(y1, Y2)

Receive y′0, Y ′1 , Y ′12.
y0,Y1,Y12←−−−−− Send y0, Y1, Y12

Send x1, X2, X23.
x1,X2,X23−−−−−→ Receive x′1, X ′2, X ′23.

Since x∗−1 6= x′1 and H(x′1) 6=
X∗0 , initiate resynchronization.

Figure 3.6: Unrecoverability after a resynchronization initiated by B
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3.4.3 Creating a Forgery

To describe the attack, in subsequent figures we denote the adversary by F . Messages

delivered faithfully by F are denoted by ⇀ and the messages created by F are denoted

by ⇁. To begin our attack, we assume that A and B have successfully completed the

initialization phase of the protocol. From here on, the attack unfolds in four steps:

1. executing the message recognition protocol

2. first resynchronization (unsuccessful)

3. second resynchronization (successful)

4. executing the message recognition protocol a second time

The subsequent four subsections elaborate on each of these steps.

Execution of the recognition protocol

In this first step, the goal of F is to learn the initial password x0 from A. For this, F

proceeds as shown in Figure 3.7.

Summarizing, in this first step of the attack F does the following:

• Forward M , h faithfully from A to B.

• Forward the values y0, Y1, Y12 sent from B faithfully to A.

• Choose a (random) x̃ 6= x0 so that that H(x̃) 6= X0.

• Send x̃, X1, X12 to B; i. e., replace the value x0 sent by A with x̃.

Since H(x̃) 6= X0 , B initiates resynchronization after A has already updated its

internal state to (x1, x2, X1, X2,X12, y0, Y1,Y12), and we are in a similar situation to

that discussed in Section 3.4.2.
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A’s internal state: B’s internal state:
(x0, x1, X0, X1,X01,⊥, Y0,Y01) (y0, y1, Y0, Y1,Y01,⊥, X0,X01)

A F B

Receive (M,B) as input.
Choose a random x2

and form X2 := H(x2),
X12 := H(x1, X2). Compute
h := H(M,x0).

M,h−−⇀ Receive M , h.

Receive y0, Y1, Y12.
y0,Y1,Y12
↼−−−−− Choose a random y2 and

form Y2 := H(x2), Y12 :=
H(y1, Y2).

Since H(y0) = Y ∗0 and
H(y0, Y1) = Y01, send
x0, X1, X12 and update
the internal state to
(x1, x2, X1, X2,X12, y0, Y1,Y12).

x̃,X1,X12−−−−−⇁ Since H(x̃) 6= X0, initiate
resynchronization.

Figure 3.7: First step of the attack: execution of the protocol

First resynchronization (unsuccessful)

In this second step of the attack, F extracts the value x1 from A, using the

resynchronization process as shown in Figure 3.8.

Thus F ’s actions in this step of the attack can be summarized as follows:

• Forward the values y0, Y1, Y12 sent by B faithfully to A.

• Receive x1, X2, X23 from A.

• Send x̃, X1, X12 to B; i. e., the same values as above.

Since y0 and Y1 match what A has stored, A refreshes the value Y12 with the new one

sent by B. Recall that B has two sets of conditions to check, as shown in Figure 3.4.
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A’s internal state: B’s internal state:
(x1, x2, X1, X2,X12, y0, Y1,Y12) (y0, y1, Y0, Y1,Y01,⊥, X0,X01)

A F B

Choose a random x3, and
form X3 := H(x3), X23 :=
H(x2, X3).

Choose a random y2 and
form Y2 := H(y2), Y12 :=
H(y1, Y2).

Receive y0, Y1, Y12.
y0,Y1,Y12
↼−−−−− Send y0, Y1, Y12.

Send x1, X2, X23
x̃,X1,X12−−−−−⇁ Since x∗−1 6= x̃, and

H(x̃) 6= X0, initiate
resynchronization.

Figure 3.8: Second step of the attack: unsuccessful resynchronization

As B has not accepted a password from A yet, we clearly have x−1 6= x̃ and the first

condition is not met. Further, we have H(x̃) 6= X0, so the second condition is not met

either. Hence the resynchronization is unsuccessful and B initiates resynchronization

a second time. Note that at this point, F knows both x0 and x1.

Second resynchronization (successful)

During this second resynchronization, B will update its internal state. In preparation

of the subsequent forgery, F binds the x1-value received from A to F ’s own value x̃.

Figure 3.9 delineates the sequence of events during this second (successful)

resynchronization.

Summarizing, F does the following:

• Forward the values y0, Y1, Y12 sent by B faithfully to A.

• For the random x̃ from the first step of the attack, form X̃ := H(x̃) and

X̃ := H(x1, X̃) .
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A’s internal state: B’s internal state:
(x1, x2, X1, X2,X12, y0, Y1,Y12) (y0, y1, Y0, Y1,Y01,⊥, X0,X01)

A F B

Receive y0, Y1, Y12.
y0,Y1,Y12
↼−−−−− Choose a random y2 and

form Y2 := H(y2), Y12 :=
H(y1, Y2). Send y0, Y1, Y12.

Choose a random x3 and
form X3 := H(x3), X23 :=
H(x2, X3).

x0,X1,X̃−−−−−⇁ Verify that H(x0) = X0,
H(x0, X1) = X01; then update
internal state.

Figure 3.9: Third step of the attack: successful resynchronization

• Send x0, X1, X̃ to B.

Since y0 and Y1 match what A has stored, A refreshes the value Y12 with the new one

sent by B once again. As H(x0) = X0 and H(x0, X1) = X01, the second set of B’s

conditions is met, and B updates its internal state to (y0, y1, Y0, Y1,Y01, x0, X1, X̃ ).

Hence, the second resynchronization is successful, and F can initiate an execution of

the message recognition protocol with B.

Executing the message recognition protocol a second time

In the final step of the attack, F uses x1 and the committing hash value X̃ with the

x̃ chosen earlier. As seen in Figure 3.10, only F is communicating with B at this

stage, and the message M̃ can chosen arbitrarily (with M 6= M̃ to indeed achieve a

forgery).

The actions of F in this last part of the attack can be summarized as follows:

• Choose a message M̃ 6= m and compute h := H(M̃, x1).

• Send M̃ , h to B.

43



B’s internal state:

(y0, y1, Y0, Y1,Y01, x0, X1, X̃ )

F B

Choose a message M̃ 6= M .
Compute h := H(M̃, x1).

M̃,h−−⇁ Receive M̃ , h.

Receive y0, Y1, Y12.
y0,Y1,Y12
↼−−−−− Choose a random y2 and

form Y2 := H(y2), Y12 :=
H(y1, Y2). Send y0, Y1, Y12.

Choose a random x̂ and form
X̂ := H(x̂) and X̂ :=

H(x̃, X̂).

x1,X̃,X̂−−−−⇁ Verify that H(x1) = X1

and H(x1, X̃) = X̃ ; then
update internal state to
(y1, y2, Y1, Y2,Y12, x1, X̃, X̂ )

and output (A, M̃).

Figure 3.10: Fourth step of the attack: inserting a forged message

• Receive y0, Y1, Y12 from B.

• Choose a random x̂ and form X̂ := H(x̂) and X̂ := H(x̃, X̂).

• Send x1, X̃, X̂ to B.

Conclusion The above discussion shows that the message recognition protocol

suggested by Mashatan and Stinson in [43] does not provide the intended security

guarantees: the resynchronization procedure can be abused to provoke a situation

where the protocol does not recover and enables a successful forgery attack. Conse-

quently, the protocol from [43] should not be used in the present form.
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Chapter 4

Forward Security

The longer you can look back, the farther you can look forward. Winston Churchill [38]

In forward security, so-called key-evolving signature schemes are considered, and

compromise of the current secret key does not enable an adversary to forge signatures

pertaining to the past. Signatures for messages signed in the past under a fixed

public key are valid even if the current secret key is exposed. Furthermore, the

adversary cannot forge signatures with a “date” prior to key exposure. In a forward

secure signature, the secret key sk is updated during each time period (not for

each signature). In this chapter, we discuss forward security, which we refer to as

FWD-CMA.

4.1 Key-evolving Signature Schemes

We adopt some terminology from Bellare and Miner [10, 11], starting by defining a

key-evolving signature scheme.

Definition 4.1 (Key-evolving signature scheme). A key-evolving signature scheme

Sf is a quadruple of polynomial time algorithms S = (Kf ,Uf ,Sf ,Vf ):
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1. Kf is a probabilistic key generation algorithm K which on input of the security

parameter 1k, the total number of time periods T ∈ N (and possibly other

parameters) returns a pair (sk0, pk) of keys—a public verification key pk with

matching (base) secret signing key sk0.

2. Uf is a deterministic secret key update algorithm which takes as input of the

secret signing key skj−1 of the previous time period j − 1 and returns the secret

signing key skj for time period j.

3. Sf is a probabilistic signing algorithm that on input of a (polynomial length)

message M ∈ {0, 1}∗ and the secret signing key skj of the current time period j

returns a signature 〈j, ζ〉 $←Sfskj(M) for M for time period j ∈ N or returns an

error symbol ⊥.

4. Vf is a deterministic verification algorithm which on input of a public key pk,

a message M , and a signature 〈j, ζ〉 returns 1 or 0, indicating whether the

signature is accepted or rejected, respectively.

We may assume that skj stores the value j itself for period j ∈ {1, . . . , T} as well

as the total number T of time periods. Further on, we adopt the convention that skT+1

is the empty string and that Uf (skT ) returns skT+1. Both the current time period

j and the total number of time periods T are publicly known and accessible to an

adversary Afwd along with the attacked public key pk. The actual attack game used

to define forward security of a key-evolving signature scheme involves three stages:

the chosen message attack phase (cma), the break-in phase (breakin), and the forgery

phase (forge).
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4.2 FWD-CMA Security

Definition 4.2 (FWD-CMA). Let Sf = (Kf ,Uf ,Sf ,Vf ) be a key-evolving signature

scheme, and let Afwd be a probabilistic polynomial time algorithm. Consider the

following attack scenario:

1. cma phase.

Set j ← 0, and compute a key pair (sk0, pk)
$←Kf (1k, . . . , T ).1

repeat

j ← j + 1; skj ← Uf (skj−1)

d
$←AfwdO

j

Sf (cma, pk)

until (d = breakin) or (j = T )

if d 6= breakin and j = T

then j = T + 1

end if

2. breakin phase.

The adversary Afwd is handed the current secret key skj.

3. forge phase.

Eventually, Afwd outputs a message M and a signature 〈b, ζ〉 with b < j.

Let QueriedEarlier be the event that Afwd outputs a message M that has been queried to

a signing oracle OjSf already. The success probability SuccAfwd = SuccAfwd(1k, . . . , T )

of Afwd is defined as

SuccAfwd := Pr[Vfpk(M, 〈b, ζ〉) = 1 and ¬QueriedEarlier],
1Here,‘. . . ’ indicates that further auxiliary input parameters may be present.
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and we call the signature scheme Sf forward-secure if SuccAfwd is negligible (in k) for

all probabilistic polynomial time adversaries Afwd.

The process in Definition 4.2 is strictly ordered, in that once an adversary gives

up the signing oracle for skj, it cannot obtain access to that oracle again. At some

point, the adversary Afwd decides to use its break-in privilege and is returned the

current secret key skj. To be successful, Afwd must forge a signature under skb for

some b < j and new message M .

Remark 4.1. By definition, a FWD-CMA secure scheme allows an adversary Afwd

to submit a polynomial number of queries to its signing oracle within a single time

period j. Thus, in the presence of key-dependent messages, a similar attack to the

one presented in the proof of Remark 3.1 may reveal the complete secret key, before

an update of the secret key occurs. In other words, security in the sense of FWD-CMA

does not imply strong security guarantees in the presence of key-dependent messages.

Contrasting the above negative statement, after applying some technical modifica-

tions to obtain a syntactically correct key-evolving signature scheme, the compiler in

Chapter 5 can be used to lift an EUF-CMA secure one-time signature scheme S to a

forward secure key-evolving signature scheme Sf .

4.3 Long Signatures

In [11], Bellare and Miner propose a long signature Sl = (Kl,U l,S l,V l) which is

defined in Figure 4.1. We will prove that this scheme is not FWD-CMA. We also

suggest a small modification of Sl that fixes the security gap.

Proposition 4.1. Let Sl = (Kl,U lS l,V l) be the long signature scheme described in

Figure 4.1. Then the signature scheme Sl is not secure in the sense of FWD-CMA.
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Kl: Create a key pair (sk0, pk0)
$←K, return pk := pk0 as public verification

key and use sk := (sk0, []) as initial state, where [] is an empty list.

U l: To update the secret state ski−1 for 1 ≤ i ≤ T proceed as follows:

• Create a fresh key pair (ski, pki)
$←K(1k).

• Compute Certi := (pki, σi), where σi
$←Sski−1

(i ‖ pki).
• Update the internal state sk(= (ski−1, [Certµ]1≤µ≤i−1)) to sk :=

(ski, [Certµ]1≤µ≤i).

S l: To sign during the ith (1 ≤ i ≤ T ) time period a message M ∈ {0, 1}∗,
proceed as follows:

• Compute s
$←Sski(M).

• Return the signature (s, [Certµ]1≤µ≤i).

V l: On input a message M and a candidate signature (s, [Certµ]1≤µ≤i),
output 1 if all of the following conditions hold. Otherwise output 0:

• Vpki(M, s) = 1

• Vpkµ−1(i ‖ pkµ, σµ) = 1 for all 1 ≤ µ ≤ i, where Certµ = (pkµ, σµ).

Figure 4.1: Long signatures.

Proof. An adversary Afwd creates a key pair (sk∗, pk∗) and requests the signature of

i ‖ p∗ during period i − 1. The signature is stored by Afwd as σi where Certi :=

(pki, σi). For an arbitrary message M , Afwd uses ski = sk∗ to compute s
$←Sski(M).

Hence, (s, [Certµ]1≤µ≤i) is a valid forgery as verified by V l.

The adversary Afwd succeeds because the signatures requested can be used later

on as certificates in the forgery. Therefore, we can avoid this attack if we append a 0

in front of any public key pki to be used in a certificate, as well as append a 1 in front

of any message M to be signed. So in Figure 4.1, we write σi
$←Sski−1

(0 ‖ i ‖ pki)

in the secret key update algorithm U l, and s
$←Sski(1 ‖ M) in the signing algorithm

S l. With one-time signatures in Chapter 5, we will use public keys in the positions
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of 0 and 1 to create a different format for signatures of messages versus signatures of

certificates.
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Chapter 5

Key Dependence in One-Time

Signatures

There are no better cosmetics than a severe temperance and purity, modesty and

humility, a gracious temper and calmness of spirit; and there is no true beauty without

the signatures of these graces in the very countenance. Sir Arthur Helps [21]

5.1 Security in the Presence of Key-Dependent

Signatures

The standard security requirement for signature schemes is EUF-CMA, which stands

for existential unforgeability under adaptive chosen message attack (cf. [30]):

Definition 5.1 (EUF-CMA). Let S = (K,S,V) be a signature scheme, and let Aeuf

be a probabilistic polynomial time algorithm. Consider the following attack scenario:

1. Compute a key pair (sk, pk)
$←K(1k), and hand pk as input to Aeuf .
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2. The adversary Aeuf is given unrestricted access to a signing oracle OS to run

Ssk(·).

3. Eventually, Aeuf outputs a message M and a signature σ.

Let QueriedEarlier be the event that Aeuf outputs a message M that has been queried

already to the signing oracle OS . The success probability Succeuf
A = SuccAeuf (k) of

Aeuf is defined as

SuccAeuf := Pr[Vpk(M,σ) = 1 and ¬QueriedEarlier],

and we call the signature scheme S secure in the sense of EUF-CMA if SuccAeuf is

negligible for all probabilistic polynomial time adversaries Aeuf .

Remark 5.1. The above definition of EUF-CMA security carries over to one-time

signature schemes in the obvious way—the only modification being that Aeuf can query

the signing oracle OS only once.

In particular, security in the sense of EUF-CMA does not allow an adversary to

obtain signatures on key-dependent messages—like a signature on the complete secret

key (state) sk. In fact, given an EUF-CMA secure signature scheme, it is easy to come

up with a signature scheme that is still EUF-CMA secure, but where a single key-

dependent message query breaks the security of the scheme.

5.1.1 KDS-CMA Security

Informally, a signature scheme S = (K,S,V) is referred to as KDS-CMA secure if

it is secure despite a forger’s ability to obtain signatures on arbitrary (efficiently

computable) functions g of the signer’s state sk. In particular, g has access to the

secret key stored at the time of signing.
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Definition 5.2 (KDS-CMA). Let the triple S = (K,S,V) be a signature scheme, and

let Akds be a probabilistic polynomial time algorithm. Consider the following attack

scenario:

1. Compute a key pair (sk, pk)
$←K(1k), and hand pk as input to Akds.

2. The adversary Akds is given unrestricted access to a signing oracle ÔS . The

oracle ÔS accepts as input a function g, represented as a boolean circuit of

polynomial size, and executes the signing algorithm S with the current state sk

and the message g(sk) as input.1

3. Eventually, Akds outputs a message M ∈ {0, 1}∗ and a signature σ.

Let QueriedEarlier be the event that Akds outputs a message M such that one of

Akds’s queries g to the signing oracle ÔS evaluated to g(sk) = M . Then the success

probability SuccAkds = SuccAkds(k) of Akds is defined as

SuccAkds := Pr[Vpk(M,σ) = 1 and ¬QueriedEarlier],

and we call the signature scheme S secure in the sense of KDS-CMA if SuccAkds is

negligible for all probabilistic polynomial time adversaries Akds.

By definition, security in the sense of KDS-CMA implies security in the sense of

EUF-CMA, and the question arises whether/how security in the sense of Definition 5.2

can be achieved.

1In the random oracle model, g may invoke the random oracle.
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5.1.2 Impossibility of KDS-CMA with a Stateless Signing

Algorithm

As a first (negative) result, we note that no signature scheme with a stateless signing

algorithm can meet the security goal of KDS-CMA security.

Remark 5.2. Let S = (K,S,V) be a signature scheme with a stateless signing

algorithm S; i. e., the secret signing key sk is not changed by executing S. Then

the signature scheme S is not secure in the sense of KDS-CMA.

Proof. Let sk = b0, . . . , b`−1 ∈ {0, 1}` be the bit representation of the secret key and

fix i ∈ {0, . . . , `−1} arbitrary. Then the adversary A may query ÔS for a signature on

bi and use the public verification algorithm V to determine if the returned signature σ

satisfies Vpk(0, σ) = 1 or Vpk(1, σ) = 1. Thus ` queries to ÔS are sufficient to extract

the complete secret signing key sk, and hereafter creating a forgery is trivial.

Even with a polynomial number of secret keys, the adversary can use the verifica-

tion algorithm to its advantage. For example, ring signatures as proposed by Rivest

et al. in [53] can be signed by one of many users. Suppose that we have a vector

sk = (sk1, sk2, . . . , skn) of secret keys and the adversary A does not know which

of the n keys will be used. A would like to find one of the keys arbitrarily, say

skj = b0, . . . , b`−1, and use it to forge.

A requests a signature of the first two bits of the current signing key sk∗ =

b∗0, . . . , b
∗
`−1 (note that sk∗ can change with each signature request). After at most

three verifications, A sets b0 := b∗0 and b1 := b∗1. Note that the number of bits

requested at the beginning is arbitrary depending on the number of bits that A can

computationally exhaust.

Next, A requests a signature of function g2 of the secret key sk∗ which does the
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following: XOR b0 and b1 with the first two bits of the current key sk∗ and append

the third bit of sk∗. Let σ be the signature on message M = b0 ⊕ b∗0, b1 ⊕ b∗1, b∗2. If

the first two bits of skj and sk∗ coincide, the message M is either 000 or 001. If

Vpk(000, σ) = 1 or Vpk(001, σ) = 1, then set b2 := b∗2; otherwise A requests a signature

of function g2 of the secret key sk∗ again. Eventually A will find the value b2.

In general, to find the mth bit after finding b0, . . . , bm−2, A defines gm to be the

following function: XOR the first m− 1 bits of current key sk∗ with b0, . . . , bm−2 and

append b∗m−1. If the all zero message verifies, A sets bm−1 := 0. Else, if the message

consisting of m − 1 zeros and a 1 in the mth position verifies, A sets bm−1 := 1.

Otherwise A requests a signature of function gm of the secret key sk∗ again. Since

the number of keys is polynomial in the security parameter, eventually A will find

the value bm−1. Using this method, A can recover the key skj with non-negligible

probability.

Despite its simplicity, the attack in the proof of Remark 5.2 is quite devastating,

and it might not be obvious if KDS-CMA security can be achieved at all. In the next

section we show that, in the random oracle model, allowing the signing algorithm to

be stateful enables the derivation of a KDS-CMA secure signature scheme from any

EUF-CMA secure one.

5.1.3 One-Time Signatures

One-time digital signature schemes can be used at most once to sign, since otherwise

signatures can possibly be forged. They were first presented by Lamport in [37] and

Rabin in [52], and constructed from one-way functions. A one-way function (OWF)

is a function f such that for each x in the domain of f , it is easy to compute f(x);

but for essentially all y in the range of f , it is computationally infeasible to find any
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x such that y = f(x). As proven in [54] and [36], secure signature schemes exist if

and only if one-way functions exist.

As explained in [49], one-time signatures can be viewed as public commitments to

a set of secrets chosen by the signer prior to signing a message. The commitments are

elements of the range and the secrets are in the domain of the one-way functions. A

well known scheme is the one proposed by Merkle in [45]. In [46], Merkle introduced

the idea of using a hash tree to authenticate a large number of one-time signatures

using a path. The one-time signature is EUF-CMA secure if an attacker, given a

signature for a chosen message, can provide a valid signature for a different message

with non-negligible probability. In Definition 5.1, Aeuf can query OS only once.

5.1.4 From One-Time EUF-CMA to KDS-CMA: a Compiler

The compiler in Figure 5.1 uses a random oracle H : {0, 1}∗ −→ {0, 1}k to transform

any one-time EUF-CMA secure signature scheme into one that is KDS-CMA secure

(in the random oracle model). While we do not expect this construction to be

optimal from an efficiency point of view, it provides a tool to systematically construct

KDS-CMA secure signature schemes.

Proposition 5.1. Let S = (K,S,V) be a one-time signature scheme that is secure

in the sense of EUF-CMA. Then the signature scheme Ŝ = (K̂, Ŝ, V̂) obtained from

the compiler in Figure 5.1 is secure in the sense of KDS-CMA in the random oracle

model.

Proof. Let Akdm be an adversary in the sense of KDS-CMA, having a non-negligible

success probability in creating a forgery for the signature scheme Ŝ. Then we can

construct an adversary Aeuf that violates EUF-CMA security of the underlying one-

time signature scheme S. For doing so, we start with Aeuf running a simulation
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K̂: Create a key pair (skcrt
0 , pkcrt

0 )
$←K(1k), return pkcrt

0 as public verification key
and use sk := (skcrt

0 , λ, []) as initial state, where [] is an empty list and λ the
empty string.

Ŝ: To sign the ith (1 ≤ i) message M ∈ {0, 1}∗, proceed as follows:

• Create two fresh key pairs (skcrt
i , pkcrt

i )
$←K(1k), (skmsg

i , pkmsg
i )

$←K(1k).

• Compute Certi := pkcrt
i ‖ pk

msg
i ‖ σi with σi

$←Sskcrti−1
(pkcrt

i ‖ pk
msg
i ).

• Update the internal state sk = (skcrt
i−1, sk

msg
i−1 , [Certµ]1≤µ≤i−1)) to sk ←

(skcrt
i , skmsg

i , [Certµ]1≤µ≤i).

• Compute s
$←Sskmsg

i
(r ‖ H(M ‖ r)), where r

$←{0, 1}k is chosen
uniformly at random.

• Return the signature (r, s, [Certµ]1≤µ≤i).

V̂: On input a message M and a candidate signature (r, s, [Certµ]1≤µ≤i), output
1 if all of the following conditions hold. Otherwise output 0:

• Vpkmsg
i

(r ‖ H(M ‖ r), s) = 1.

• Vpkcrtµ−1
(pkcrt

µ ‖ pkmsg
µ , σµ) = 1 for all 1 ≤ µ ≤ i, where Certµ = pkcrt

µ ‖
pkmsg

µ ‖ σµ.

Figure 5.1: Deriving a KDS-CMA secure signature scheme, where it is assumed that
public keys pkcrt

i , pkmsg
i are represented with a fixed length encoding.

of Akds, including a simulation of all oracles. We modify Aeuf’s simulation strategy

through a short sequence of games, the last one yielding an attack on the EUF-CMA

security of the underlying one-time signature scheme S.

Game 0. This is a trivial simulation of the original attack game played by Akds:

The public verification key and initial secret state of the challenge for Akds are fixed

by Aeuf by running the key generation algorithm K̂. From here on, all needed oracles

for Akds can be simulated faithfully:

Random oracle: For simulating Akds’s random oracle, Aeuf creates an empty list
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LRO. Then, whenever Akds queries its random oracle with a message x such

that LRO contains no entry of the form (x, ·) , Aeuf chooses a value rx ∈ {0, 1}k

uniformly at random, appends the pair (x, rx) to LRO and sends rx to Akds. In

case Akds queries LRO a second time with the same value x, Aeuf returns the

stored random value rx.

Signing oracle: Knowing the initial secret key, Aeuf can faithfully answer queries

to ÔS by simply executing Ŝ with the appropriate input and using the above

simulation of the random oracle H.

Game 1. Let Collision be the event that during the simulation, Aeuf stores pairs

(x, rx) and (x′, rx′) in LRO where x 6= x′ and rx = rx′ . Whenever the event Collision

occurs, Aeuf gives up, without creating a successful forgery. As Akds is polynomially

bounded, Collision occurs with negligible probability only, and subsequently we may

assume that the event Collision does not occur.

Game 2. Let qs be a polynomial upper bound for the number of signing queries

made by Akds, and let gi by the ith function/message submitted to ÔS by Akds. By

pk∗, we denote the public key to be attacked by Aeuf in the definition of EUF-CMA

security. In this game, Aeuf chooses an index i∗ ∈ {0, . . . , qs} and then, if i∗ 6= 0, a

flag Γ ∈ {crt,msg} uniformly at random—for i∗ = 0, we always set Γ := crt. Now,

in the simulation Aeuf replaces the public key pkΓ
i∗ with the challenge public key pk∗.

In case that Akds does not submit any signature queries to ÔS , this modification is

not detectable for Akds. Similarly, answering signature queries gi with i < i∗ is still

possible, as the secret key sk∗ associated to the challenge key pk∗ is not needed here.

Moreover, Aeuf can compute Certi∗+1:

• If Γ = crt, then Aeuf can use its signing oracle to compute Certi∗+1.
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• If Γ = msg, then Aeuf knows skcrt
i∗ .

Consequently, Aeuf is able to correctly answer all signature queries gi with i > i∗, too.

For the only “critical” query gi∗ , we consider two cases:

• If the value  gi∗((sk
∗, skmsg

i∗ , [Certµ]1≤µ≤i∗)) , if Γ = crt

gi∗((sk
crt
i∗ , sk

∗, [Certµ]1≤µ≤i∗)) , if Γ = msg
(5.1.1)

can be predicted by Akds with non-negligible probability, we modify Akds to

make such a prediction, therewith replacing the potentially key-dependent query

gi∗ with a key-independent query gi∗ . The success probability of Akds remains

non-negligible, provided it was non-negligible before.

• If the value (5.1.1) can be predicted with negligible probability only, Aeuf creates

a key pair (sk′, pk′)
$←K(1k), a random r′

$←{0, 1}k and queries

m′ ‖ r′ :=

 gi∗((sk
′, skmsg

i∗ , [Certµ]1≤µ≤i∗)) ‖ r′ , if Γ = crt

gi∗((sk
crt
i∗ , sk

′, [Certµ]1≤µ≤i∗)) ‖ r′ , if Γ = msg

to its simulation of the random oracle. The use of sk′ instead of sk∗ in the

evaluation of gi∗ cannot be noticed by Akds unless the event Collision occurs.

The value Ssk∗(r′ ‖ H(m′ ‖ r′)) is handed to Akds as s-component of the signature.

If Γ = msg, this value can be obtained from Aeuf’s signing oracle; otherwise Aeuf can

compute this value itself.

Game 3 Let (M, (r, s, [Certµ]1≤µ≤i)) be a successful forgery returned by Akds. With

probability ≥ 1/(2qs + 1) this forgery includes a signature on a message that can be
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verified successfully with pkΓ
i∗ = pk∗ and one of the following holds—in all other cases

the simulation of Akds needs to be restarted.

• The list [Certµ]1≤µ≤i contains a Certµ = pkcrt
µ ‖ pkmsg

µ ‖ σµ, where Vpk∗(pkcrt
µ ‖

pkmsg
µ , σµ) = 1 and pkcrt

µ ‖ pkmsg
µ has not been submitted to Aeuf’s signing oracle.

Consequently, Aeuf has created a valid forgery.

• We have Vpk∗(r ‖ H(M ‖ r), s) = 1 and r ‖ H(M ‖ r) has, with overwhelming

probability, not been submitted to Aeuf’s signing oracle. Consequently, Aeuf has

created a valid forgery.

Summarizing, we see that if Akds’s forgery is valid with non-negligible probability,

the same holds for Aeuf’s forgery.

5.2 Relation to Forward Security

Figure 5.2 summarizes the necessary small changes to the compiler in Figure 5.1. The

time periods are included in the state, the signature, and the certificates.

Using Definitions 4.1 and 4.2 we can show that the scheme derived in Figure 5.2

is FWD-CMA secure by adapting the proof of Proposition 5.1 accordingly:

Proposition 5.2. Let S = (K,S,V) be a one-time signature scheme that is secure in

the sense of EUF-CMA. Then the key-evolving signature scheme Sf = (Kf ,Uf ,Sf ,Vf )

obtained from the compiler in Figure 5.2 is secure in the sense of FWD-CMA in the

random oracle model.

Proof. Let Afwd be an adversary in the sense of FWD-CMA, having a non-negligible

success probability in creating a forgery for the signature scheme Sf given in Figure 5.2.
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Then we can construct an adversary Aeuf that violates EUF-CMA security of the

underlying one-time signature scheme S.

cma phase We start with Aeuf running a simulation of Afwd, and adapt Game 0

in the proof of Proposition 5.1 in the obvious way: replace adversary Akds with Afwd,

signature scheme Ŝ with Sf , and signing oracle ÔS with OjSf . The public verification

key and initial secret key of the challenge for Afwd are fixed by Aeuf by running

Kf . Likewise, we replace adversary Akds with Afwd in Game 1, and denote by qs

a polynomial upper bound for the number of signing queries made by Afwd and by

Γ ∈ {crt,msg} a randomly chosen flag.

Let Mi be the ith message submitted to OjSf by Afwd. By pk∗ we denote the public

key to be attacked by Aeuf in the definition of EUF-CMA security. Analogously as

in Game 2, Aeuf selects an index i∗ ∈ {−1, . . . , qs} uniformly at random, and in the

simulation replaces the public key pkΓ
i∗ with the challenge public key pk∗. Answering

signature queries Mi with i 6= i∗ is possible, as the relevant secret keys skcrt
i , skmsg

i

are known to Aeuf. Moreover, Aeuf can use its own signing oracle to compute a valid

signature of Mi∗ . This enables Aeuf to correctly answer all signature queries Mi for

all time periods j.

breakin phase At any time interval j, Afwd can output a special value breakin and

obtain the current secret key (j, skcrt
i , skmsg

i , [Certµ]0≤µ≤i), but must create a forgery

using an index b < j to be successful. When i 6= i∗, Aeuf can correctly reveal the

secret key ski. In case i = i∗, however, Aeuf gives up without creating a forgery. The

probability that Afwd chooses pkΓ
i∗ at target of its forgery—and consequently is not

handed skΓ
i∗—is ≥ 1/(2qs + 3), and therefore non-negligible.
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forge phase Since the probability that i = i∗ is at least 1/(2qs + 3), if Afwd can

forge with non-negligible probability p, then p/(2qs+3) is still non-negligible, since qs

is polynomial in the security parameter. If Afwd does not use pkΓ
i∗ in its forgery, the

simulation needs to be restarted. Otherwise, Afwd outputs message M with verifiable

signature 〈b, (r, s, [Certµ]0≤µ≤i)〉 and one of the following cases holds.

• The list [Certµ]0≤µ≤i contains a Certµ = b ‖ pkcrt
µ ‖ pkmsg

µ ‖ σµ, where Vpk∗(b ‖

pkcrt
µ ‖ pkmsg

µ , σµ) = 1 and b ‖ pkcrt
µ ‖ pkmsg

µ has not been submitted to Aeuf’s

signing oracle. Consequently, Aeuf has created a valid forgery.

• We have Vpk∗(r ‖ H(M ‖ r), s) = 1) and r ‖ H(M ‖ r) has, with overwhelming

probability, not been submitted to Aeuf’s signing oracle. Consequently, Aeuf has

created a valid forgery.

Hence, with non-negligible probability, Afwd’s forgery is also valid for Aeuf.
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Kf : Create a key pair (skcrt
−1, pk

crt
−1)

$←K(1k), return pkcrt
−1 as public verification key

and use sk := (0, skcrt
−1, λ, []) as initial state, where [] is an empty list and λ

the empty string.

Uf : On input of the state sk = (j, skcrt
i , skmsg

i , [Certµ]0≤µ≤i), if j = −1, then we

create two fresh key pairs (skcrt
0 , pkcrt

0 )
$←K(1k), (skmsg

0 , pkmsg
0 )

$←K(1k) and
update the internal state to sk ← (0, skcrt

0 , skmsg
0 , [Cert0]). Else, the internal

state becomes sk ← (j + 1, skcrt
i , skmsg

i , [Certµ]0≤µ≤i) leaving the secret keys
and certificates the same.

Sf : To sign the ith (1 ≤ i) message M ∈ {0, 1}∗ proceed as follows:

• Create two fresh key pairs (skcrt
i , pkcrt

i )
$←K(1k), (skmsg

i , pkmsg
i )

$←K(1k).

• Set Certi := j ‖ pkcrt
i ‖ pk

msg
i ‖ ζi with ζi

$←Sskcrti−1
(j ‖ pkcrt

i ‖ pk
msg
i )

where j is the current time period.

• Update the internal state sk = (j, skcrt
i−1, sk

msg
i−1 , [Certµ]0≤µ≤i−1) to sk ←

(j, skcrt
i , skmsg

i , [Certµ]0≤µ≤i).

• Compute s
$←Sskmsg

i
(r ‖ H(M ‖ r)), where r

$←{0, 1}k is chosen
uniformly at random.

• Return the signature 〈j, (r, s, [Certµ]0≤µ≤i)〉.

Vf : On input a message M and a candidate signature 〈j, (r, s, [Certµ]0≤µ≤i)〉,
output 1 if all of the following conditions hold. Otherwise output 0:

• Vpkmsg
i

(r ‖ H(M ‖ r), s) = 1.

• Vpkcrtµ−1
(j ‖ pkcrt

µ ‖ pkmsg
µ , ζµ) = 1 for all 0 ≤ µ ≤ i, where Certµ = j ‖

pkcrt
µ ‖ pkmsg

µ ‖ ζµ.

Figure 5.2: Forward-secure modification of the KDS-CMA compiler from Figure 5.1,
with time periods j ∈ {1, . . . , T} being understood as being represented with a fixed
length encoding.
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Chapter 6

Aggregate Signatures

Science means simply the aggregate of all the recipes that are always successful. All

the rest is literature. Paul Valéry [28]

In Chapter 5, each signature in the compiler from Figure 5.1 contains a certificate

chain in which a pair of public keys is signed with the previous certificate private key.

Each time that a signature is created by the signer, the certificate chain gets appended

with two public keys and a new signature. The KDS-CMA-secure signature quickly

becomes very large in size. In this chapter, we discuss the definition and security

model of an aggregate signature, and how it can make our certificates significantly

smaller by aggregating all signatures in the chain.

6.1 Sequential Aggregate Signatures

In multisignatures (see [12], [15]), a set of users all sign the same message and the

result is a single signature. For certificate chains, each message is different, so we

want to aggregate signatures on distinct messages. In an aggregate signature, a

single short object—called an aggregate—takes the place of n signatures by n signers
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on n messages. Because the signing and verification is ordered, we are interested in

sequential aggregate signatures [39]. Some of the methods by which signatures can

be aggregated include the use of bilinear maps [17], trapdoor permutations [41] , and

identity-based schemes [16].

Definition 6.1 (Sequential Aggregate Signature Scheme). A sequential aggregate

signature scheme SA is a triple of polynomial time algorithms (KA,SA,VA):

• KA is a probabilistic key generation algorithm which on input of the security

parameter 1k returns a pair (sk, pk) of keys—a public verification key pk with

matching secret signing key sk.

• SA is a probabilistic signing algorithm which on input of a (polynomial length)

message M ∈ {0, 1}∗, secret key sk, and aggregate-so-far by a set of l signers

on l corresponding messages folds the new signature into the aggregate, yielding

a new aggregate signature σ ∈ {0, 1}∗ by l + 1 signers on l + 1 messages or an

error symbol ⊥.

• VA is a deterministic verification algorithm which on input of l public keys, l

corresponding messages, and a candidate aggregate signature σ returns 1 or 0,

indicating whether the aggregate σ is a valid signature for the l messages under

the l public keys.

Remark 6.1. Not all authors define aggregate signatures as above. In fact, we will

use the scheme in [17] which has five algorithms: key generation, signing, verification,

aggregation, and aggregate verification.
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6.2 Security Model

We now define the aggregate chosen-key security model as in [18]. Our adversary Aagg

is given a challenge public key and its goal is the existential forgery of an aggregate

signature. The adversary is also given access to a signing oracle on the challenge key

and the power to choose all other public keys.

Definition 6.2 (AGG-CMA). Let the triple SA = (KA,SA,VA) be a sequential aggregate

signature scheme and Aagg a probabilistic polynomial time algorithm. Consider the

following attack scenario:

1. The aggregate forger Aagg is provided with a public key pk1, generated at random.

2. Proceeding adaptively, Aagg requests signatures with pk1 on messages of its

choice.

3. Finally, Aagg outputs l − 1 additional public keys pk2, . . . , pkl. Here l is at

most polynomial in the security parameter. These keys, along with the initial

key pk1 will be included in Aagg’s forged aggregate. Aagg also outputs messages

M1, . . . ,Ml and an aggregate signature σ by the l users, each on his correspon-

ding message.

Let QueriedEarlier be the event that Aagg outputs a message M1 that has been

queried to the signing oracle OSA under pk1 already. The success probability Succagg
A =

SuccAagg(k) of Aagg is defined as

SuccAagg := Pr[VA(pk1, . . . , pkl,M1, . . . ,Ml, σ) = 1 and ¬QueriedEarlier],

and we call the aggregate signature scheme SA secure in the sense of AGG-CMA if

SuccAagg is negligible for all probabilistic polynomial time adversaries Aagg.
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6.3 Aggregate Signatures from Bilinear Maps

Bilinear maps are used in Pairing-Based Cryptography (for example, Weil pairings

as used to create short signatures in [20]). The scheme presented in this section

from [18] would serve our purpose of compressing the certificate chain as presented in

Figure 5.1 and has been proven secure under the Co-Gap Diffie-Hellman assumption.

As a matter of fact, the signature will consist of a single group element. Although

the creation of our certificate chain is done sequentially, the scheme presented in this

section is more general, so verification does not have to occur in order.

6.3.1 Co-Gap Diffie-Hellman

To describe the bilinear aggregate signature, we need to introduce the following

notation:

• G1 and G2 are two multiplicative cyclic groups of prime order p

• g1 is a generator of G1 and g2 is a generator of G2

• ψ is a computable isomorphism from G2 to G1 with ψ(g2) = g1

• e is a computable bilinear map e : G1 ×G2 → GT

We assume that ψ exists and is efficiently computable.

Definition 6.3 (Computational Co-Diffie Hellman). Given g2, g
a
2 ∈ G2 and h ∈ G1

compute ha ∈ G1.

Definition 6.4 (Decision Co-Diffie Hellman). Given g2, g
a
2 ∈ G2 and h, hb ∈ G1

output yes if a = b and no otherwise. When the answer is yes we say that (g2, g
a
2 , h, h

a)

is a co-Diffie-Hellman tuple.
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Definition 6.5 (Decision Group Pair). Two groups (G1, G2) are a decision group

pair for co-Diffie-Hellman if the group action on G1, the group action on G2, and the

map ψ from G2 to G1 can be computed in one time unit, and the Decision co-Diffie-

Hellman on (G1, G2) can be solved in one time unit.

Gap groups have the property that the Decision Co-Diffie-Hellman problem is

easy, but the Computational Co-Diffie-Hellman is hard.

Definition 6.6. The advantage of an algorithm Acdh in solving the Computational

co-Diffie-Hellman problem in groups G1 and G2 is

Adv co-CDHAcdh = Pr
[
Acdh(g2, g

a
2 , h) = ha : a

$←Zp, h
$←G1

]
.

Definition 6.7 (Gap Group Pair). Two groups (G1, G2) are a co-GDH group pair if

they are a decision group pair for co-Diffie-Hellman and no algorithm breaks Computa-

tional co-Diffie-Hellman in at most time t with Adv co-CDHAcdh at least ε.

6.3.2 Bilinear Maps

Let G1 and G2 be two groups as described in Section 6.3.1 with an additional target

group GT such that |G1| = |G2| = |GT |. A bilinear map is a map e : G1 ×G2 → GT

with the following properties:

• Bilinear: for all u ∈ G1, v ∈ G2, and a, b ∈ Z, e(ua, vb) = e(u, v)ab.

• Non-degenerate: e(g1, g2) 6= 1.

These properties imply that for any u1, u2 ∈ G1, v ∈ G2, e(u1u2, v) = e(u1, v) ·

e(u2, v) and for any u, v ∈ G2, e(ψ(u), v) = e(ψ(v), u).
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6.3.3 Bilinear Aggregate Signatures

In this scheme, all messages Mi ∈ {0, 1}∗ must be distinct. We will use groups G1 and

G2 as described above, along with isomorphism ψ, and bilinear map e. The scheme

has five algorithms and employs a random oracle H.

• Key Generation. For a particular user, pick random x
$←Zp, and compute

v ← gx2 . The user’s public key is v ∈ G2. The user’s secret key is x ∈ Zp.

• Signing. For a particular user, given the secret key x and a message M ∈

{0, 1}∗, compute h ← H(M), where h ∈ G1, and σ ← hx. The signature is

σ ∈ G1.

• Verification. Given a user’s public key v, a message M , and a signature σ,

compute h← H(M); accept if e(σ, g2) = e(h, v) holds.

• Aggregation. For the aggregating subset of users U ⊆ U, assign to each user

an index i, ranging from 1 to k = |U |. Each user ui ∈ U provides a signature

σi ∈ G1 on a message Mi ∈ {0, 1}∗ of its choice. The messages Mi must all be

distinct. Compute σ ←
∏k

i=1 σi. The aggregate signature is σ ∈ G1.

• Aggregate Verification. We are given aggregate signature σ ∈ G1 for an

aggregating subset of users U , indexed as before, and are given the original

messages Mi ∈ {0, 1}∗ and public keys vi ∈ G2 for all users ui ∈ U . To verify

the aggregate signature σ,

1. ensure that the messages Mi are all distinct, and reject otherwise;

2. compute hi ← H(Mi) for 1 ≤ i ≤ k = |U |, and accept if e(σ, g2) =∏
i e(hi, vi) holds.
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Using the properties of a bilinear map, one can show that e(σ, g2) =
∏

i e(hi, vi)

as required.

6.4 Application to KDS-CMA Compiler

For the compiler in Figure 5.1, the signing and verification algorithm in Section 6.3.3

can be used for signing key-dependent messages. The aggregation and aggregate

verification can be used to create the certificate chain. However, the adversary Akds

cannot request any signatures with pk∗ when Γ = crt on a message of its choice

during the simulation. Therefore Akds is a passive adversary in the certificates; i.e.,

the aggregate setting. Since the bilinear aggregate signature is AGG-CMA secure, then

the scheme must also be secure against a passive adversary, since it is a weaker attack.

Below, we outline the modifications that can be made to the KDS-CMA compiler using

any secure aggregate signature.

6.4.1 Signature Modification

The creation of the certificates occurs in the signing algorithm of the compiler. The

certificates are modified in the following way after the creation of the two fresh key

pairs:

• Compute aggregate signature σi
$←SA(pkcrt

i ‖ pk
msg
i , skcrt

i−1, σi−1). Note that by

Definition 6.1, the input to the aggregate signature consists of a message, secret

key, and aggregate-so-far.

• Set Certi := pkcrt
i ‖ pk

msg
i ‖ σi.

• Set Certi−1 := pkcrt
i−1 ‖ pk

msg
i−1 .
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From here, the signer updates the internal state, signs the message, and returns

the signature. Since we no longer need σi−1 thanks to our aggregate, we can erase

σi−1 from our internal state. Our certificate chain may contain many public keys but

only one signature.

We can now apply the bilinear aggregate signature. Let xcrt and xmsg be the

secret keys with corresponding public keys vcrt and vmsg in G2. To compute the ith

certificate, the signer does the following:

• Compute hi := H(vcrt
i ‖ v

msg
i ) ∈ G1.

• Set σi := h
xcrti−1

i · σi−1.

• Update the internal state by setting Certi := vcrt
i ‖ v

msg
i ‖ σi and Certi−1 :=

vcrt
i−1 ‖ v

msg
i−1 .

6.4.2 Verification Modification

The compiler verification algorithm will consist of only two verifications (as opposed

to i+1). Let pkcrt = pkcrt
0 ‖ · · · ‖ pkcrt

i and M = (pkcrt
1 ‖ pk

msg
1 ) ‖ · · · ‖ (pkcrt

i ‖ pk
msg
i ).

If both of the following conditions hold output 1, otherwise output 0:

• Vpkimsg(r ‖ H(M ‖ r), s) = 1

• VA(pkcrt ‖M ‖ σi) = 1.

Recall that the aggregate verification algorithm takes as input the public keys,

messages, and aggregate. For the bilinear aggregate signature, the verifier does the

following:

• Check that the messages Mj = vcrt
j ‖ v

msg
j for j = 1 . . . i are distinct.
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• Compute hj := H(Mj) for j = 1 . . . i.

• If e(σi, g2) =
∏i

j=1 e(hj, v
crt
j ), then output 1. Otherwise, output 0.

Using an aggregate signature, the growth of the KDS-CMA-secure compiled signa-

ture is linear in the security parameter k.
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Chapter 7

Key Dependence in Signcryption

Cypher: I know what you’re thinking, ’cause right now I’m thinking the same thing.

Actually, I’ve been thinking it ever since I got here: Why oh why didn’t I take the

BLUE pill? [1]

In 1996, Zheng [58] introduced the concept of signcryption which achieves privacy

and authenticity with one cryptographic primitive rather than two. Traditionally, one

signs a message by attaching to it a digital signature and then encrypts the message by

using an encryption algorithm. Zheng noted that the computational costs for signing

and then encrypting in the public key setting can be quite high and proposed a more

economical approach. Since then, many signcryption schemes have been proposed.

In [2], An et al. explore the generic sequential composition methods of building

signcryption from a signature and an encryption scheme. In this chapter, we will use

their security definitions and state some of their results. Then, we explore the setting

in which we compose KDM-secure encryption schemes with KDS-secure signatures

and provide some partial results.
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7.1 Signcryption in the Two-User Setting

A signcryption scheme SC is a triple of algorithms (G,SE, V D). The algorithmG(1k),

where k is the security parameter, outputs a pair of keys (SDK, V EK). SDK is the

key used to sign and decrypt; V EK is the key used to verify and encrypt. Each

participant must invoke G. We denote the sender’s secret and public key by SDKS

and V EKS; likewise, the receiver’s secret and public key by SDKR and V EKR.

The randomized signcryption algorithm SE takes as input SDKS, V EKR, and a

message m in message space M to output signcryption u. We write U
$←SE(M).

The deterministic de-signcryption algorithm V D takes as input the signcryption U ,

SDKR, and V EKS to output a message M ∈ M ∪ {⊥}. We write M ← V D(U).

We require that V D(SE(M)) = M for any M ∈M.

7.1.1 Outsider Security

Outsider security assumes that the signcryption adversary ASC is neither the sender

nor receiver. That is, ASC only knows the public information pub = [V EKR, V EKS].

We give ASC access to a signcryption oracle.

To break the EUF-CMA security of the signcryption scheme ASC has to come up

with a valid signcryption U of a message M that was not previously queried to the

signcryption oracle (but ASC is not required to know M). The scheme is outsider-

secure in the EUF-CMA sense if any probabilistic polynomial time algorithm ASC has

a negligible probability of creating a valid signcryption.

To break the IND-CPA security of the signcryption scheme, ASC has to come

up with two messages M0 and M1, one of which is signcrypted at random. The

corresponding signcryption U is given to ASC , who must guess which message was

signcrypted. If Pr[ASC succeeds] ≤ 1
2

+ negl(k), then we say that the scheme is

74



outsider-secure in the IND-CPA sense.

7.1.2 Insider Security

Stronger than outsider security, insider security assumes that the adversary ASC is a

legal user of the system (either the sender or receiver). Given any signcryption scheme

SC = (G,SE, V D), we can define an induced signature scheme S = (K,S,V) and

encryption scheme E = (K, E ,D). The signing/verification and encryption/decryption

keys are (SK, V K) and (EK,DK) respectively.

• Signature S. The generation algorithm K runs G(1k) twice to produce two

key pairs (SDKS, V EKS) and (SDKR, V EKR). Let pub = [V EKS, V EKR].

We set the signing key to SK = [SDKS, pub] and the verification key to V K =

[SDKR, pub]. The signing algorithm S outputs U = SE(M) as a signature for

message M . The verification algorithm V outputs a 1 if V D(U) 6= ⊥; otherwise

V outputs 0.

• Encryption E. The generation algorithm K runs G(1k) twice to produce two

key pairs (SDKS, V EKS) and (SDKR, V EKR). Let pub = [V EKS, V EKR].

We set the encryption key to EK = [SDKS, pub] and the decryption key to

DK = [SKDR, pub]. The encryption algorithm E takes a message M as input

and outputs U = SE(M). The decryption algorithm D outputs V D(U).

We say that the signcryption scheme is insider-secure against the coresponding

attack (CPA/CMA) on the privacy/authenticity property, if the corresponding in-

duced encryption/signature is secure against the same attack.
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7.2 Sequential Compositions of Encryption and

Signature

The two methods of constructing signcryption schemes using compositions that we

will discuss are encrypt-then-sign (EtS), and sign-then-encrypt (StE), where the en-

cryption scheme is E = (K, E ,D) and the signature scheme is S = (K,S,V). Both

EtS and StE have the same generation algorithm G(1k). It runs the encryption

key generation algorithm which outputs (EK,DK) and the signing key generation

algorithm which outputs (SK, V K). Again, we use S to denote the sender and R to

denote the receiver.

We define EtS by U ← SE(M ; (SKS, EKR)) = SS(ER(M)). We assume that the

message can be determined by the signature. So let Ũ be the message in signature

U . If VS(U) = 1, then M̃ = DR(Ũ); otherwise M̃ = ⊥. Similarly, we define StE

by U ← SE(M ; (SKS, EKR)) = ER(SS(M)). To de-signcrypt U , let s = DR(U). If

VS(s) = 1, then M̃ is the message corresponding to signature s; otherwise, M̃ = ⊥.

We define V D(U ; (DKR, V KS)) = M̃ in both cases.

Both EtS and StE preserve the security properties of E and S in terms of insider-

security as seen in Theorem 7.1. Theorems 7.2 and 7.3 show that they improve the

security properties of E and S in terms of outsider-security. IND-CCA security means

indistinguishability against adaptively chosen ciphertext attacks and is stronger than

IND-CPA. EUF-NMA security means existential unforgeability against no message

attacks and is weaker than EUF-CMA. Here are some results from [2].

Theorem 7.1. If E is IND-CCA-secure and S is EUF-CMA-secure, then EtS and StE

are both IND-CCA and EUF-CMA secure in the insider-security model.

Theorem 7.2. If E is IND-CPA-secure and S is EUF-CMA-secure, then EtS is
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IND-CCA-secure in the outsider-security model and EUF-CMA-secure in the insider-

security model.

Theorem 7.3. If E is IND-CCA-secure, and S is EUF-NMA-secure, then StE is

IND-CCA-secure in the insider-security model and EUF-CMA-secure in the outsider-

security model.

7.3 Insider Security in the Presence of Key

Dependent Messages

Consider the case where E = (K, E ,D) is KDM-CPA-secure and S = (K,S,V) is

KDS-CMA-secure. We now prove that EtS and StE preserve the security properties

of E and S in the insider-security model.

Theorem 7.4. If E is KDM-CPA-secure, and S is KDS-CMA-secure, then EtS and

StE are both KDM-CPA-secure and KDS-CMA-secure in the insider-security model.

Proof. This is similar to the proof of Theorem 1 given in [2]. We assume that each

signature has the corresponding message appended, except when a function of the

secret key is queried to the signing oracle.

(1) KDS-CMA-Security of EtS. Given any forger A′ for EtS, we can construct

a forger A for S. A views the keys of S as (SKS, V KS), and by itself picks

a pair of encryption keys (EKR, DKR)
$←K(1k). A then gives A′ the public

keys (EKR, DKR, V KS) of the induced signature scheme. A simulates the

signcryption query of A′ for message M ′ by first creating e′ ← ER(M ′) and

then asking the signing oracle for S to sign e′. Note that M ′ can depend on

SKS and the oracle for S can handle such queries. At some point, A′ produces
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a forgery U and message M for EtS. A outputs signature U and message e

(which is an encryption of M) as a forgery.

(2) KDS-CMA-Security of StE. Given any forger A′ for StE , we can construct

a forger A for S. A views the keys of S as (SKS, V KS), and by itself picks

a pair of encryption keys (EKR, DKR)
$←K(1k). A then gives A′ the public

key (EKR, DKR, V KS) of the induced signature scheme. A simulates the

signcryption query of A′ for message M ′ by first asking the oracle for S to

produce the signature s′ for M ′, and then returning U ′ ← ER(s′). Again, the

message M ′ can depend on the secret key SKS, since S has a signing oracle that

can handle key-dependent queries. WhenA′ produces a forged signcryption U of

a new message M (w.r.t. StE), A outputs DR(u) (since A picked the encryption

keys) and M as a forgery.

(3) KDM-CPA-Security of EtS. Assume that EtS is not KDM-CPA-secure and

A′ is a distinguisher. We will use A′ to construct a distinguisher A for E as

follows. A views the keys of E as (EKR, DKR), and creates a pair of signing

keys (SKS, V KS)
$←K(1k). A then gives A′ the public key (EKR, SKS, V KS)

of the induced encryption scheme. To simulate the signcryption query M ′ made

by A′, A computes e′ ← ER(M ′), and then computes the signature s′ ← SS(e′)

when M ′ is not key dependent.

For key-dependent queries, A queries g′(DKR) to its encryption oracle, which

can handle key-dependent messages, and receives signature s′. ThenA computes

the signature s′ ← SS(e′) and hands it over to A′. When A′ outputs a message

M to be signcrypted in either the real or random oracle, A outputs the same

message. When A receives the challenge ciphertext e, A hands U ← SS(e) to

A′. Recall that the adversary outputs a bit b′ which stands for real when it is 1
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and for random when 0. A outputs the same guess b′, which gives A the same

probability of being correct as A′.

(4) KDM-CPA-Security of StE. Assume that StE is not KDM-CPA-secure and

A′ is a distinguisher. We will use A′ to construct a distinguisher A for E as

follows. A views the keys of E as (EKR, DKR), and creates a pair of signing

keys (SKS, V KS)
$←K(1k). A then gives A′ the public key (EKR, SKS, V KS)

of the induced encryption scheme. To simulate the signcryption query M ′ made

by A′, A computes s′ ← SS(M ′), and then computes the encryption e′ ← ER(s′)

when M ′ is not key dependent.

For key-dependent queries, A defines signing as a function g and then requests

an encryption of the composition g′(g(DKR)) to the encryption oracle and hands

the output e to A′. Since signing may be probabilistic, by fixing the secret key

and selecting the random coins, we can define the signing algorithm as a function

g that depends only on the message to be signed. When A′ outputs a message

M to be signcrypted in either the real or random oracle, A outputs s← SS(M).

Then A gives A′ the same challenge that it receives, U . A outputs the same

guess b′ as A, which gives both adversaries the same probability of being correct.

7.4 Outsider Security in the Presence of Key

Dependent Messages

Notice that when it comes to outsider-secure compositions, Theorems 7.2 and 7.3 show

that the encryption and signing security can be relaxed while keeping the compositions

secure. The question that naturally arises is whether one can compose a scheme that
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is secure against key-dependent messages with one that is not, while keeping the

composition secure against key dependence. Here we offer a counterexample in the

composition EtS.

Remark 7.1. Let E be an encryption scheme secure in the sense of IND-CPA and S a

signature scheme secure in the sense of KDS-CMA. Then EtS is not necessary insider-

secure in the sense of KDS-CMA and outsider-secure in the sense of KDM-CPA.

Proof. Suppose that E is an IND-CPA-secure encryption scheme. We modify E as

follows:

• If M 6= DKR, then output ER(M).

• If M = DKR, then output DKR.

The modified encryption algorithm is still IND-CPA-secure.

Now suppose that S is an KDS-CMA-secure signature scheme. We modify S as

follows:

• If M 6= DKR, then output SS(M).

• If M = DKR, then output DKR.

The modified signature algorithm is still KDS-CMA-secure, because the only key

that S protects is SKS, which is independent of DKR. Therefore, a signcryption of

the secret encryption key EtS(DKR) reveals the entire key.

Likewise, we offer a similar counterexample in the composition StE .

Remark 7.2. Let E be an encryption scheme secure in the sense of KDM-CPA and

S a signature scheme secure in the sense of EUF-CMA. Then StE is not necessarily

insider-secure in the sense of KDM-CPA and outsider-secure in the sense of KDS-CMA.
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Proof. Now suppose that S is an EUF-CMA-secure signature scheme. We modify S

as follows:

• If M 6= SKS, then output SS(M).

• If M = SKS, then output SKS.

The modified signature algorithm is still EUF-CMA-secure.

Now suppose that E is an KDM-CPA-secure encryption scheme. We modify E as

follows:

• If M 6= SKS, then output ER(M).

• If M = SKS, then output SKS.

The modified encryption algorithm is still KDM-CPA-secure because the only key

that E protects is DKR which is independent of SKS. Therefore, a signcryption of

the secret signing key StE(SKS) reveals the entire key.
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Chapter 8

Conclusion and Open Problems

A conclusion is the place where you got tired of thinking. Arthur Bloch [14]

8.1 Summary

In this dissertation, we began by discussing the concept of key dependence in the

encryption setting. Then, we explored key dependence in message authentication

codes and signature schemes. Given an existentially unforgeable one-time signature

scheme, the construction we presented yields a signature scheme offering strong

guarantees in the presence of key-dependent messages. This construction used the

concept of evolving the secret key as done in forward secure signature schemes. Since

the compiler created a large signature, we discussed how aggregate signatures can

alleviate the size problem in the certificate chain. In the signcryption setting, we

showed that KDS-CMA security and KDM-CPA security can be achieved in the insider-

security model when encryption and signing are composed.
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8.2 Open Problems

An open problem is whether one can construct a (stateful) constant length signature

scheme with a fixed public key. The challenge is to tie the signer to the public

key without using an increasing sequence of certification chains or expanding trees.

One possible solution could be to create a group signature scheme without a group

manager, where current members can add new members. The adversary will not be

helped by the current state, because it will not include the new member’s secret key

which will be used in the next signature. As we have seen, the verification algorithm

is a very powerful tool for the adversary in MACs and signatures which are key-

dependent. Also, what would a KDS-CMA-secure signature look like in the standard

model? Perhaps some of the tools in leakage-resilience can be used here.

Another open problem is to define the security of key-privacy in the presence

of key-dependent messages and construct a scheme that meets this new definition.

In addition, one would like to construct a signcryption scheme that is KDS-CMA

and KDM-CPA insider-secure that is smaller than the composition of signing then

encrypting or vice versa. As for the message recognition protocol from [43], an open

problem is to provide an alternative construction that avoids the attack in Section 3.4

along with a new security proof.
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