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ABSTRACT
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Appealing features of cloud services such as elasticity, scalability, universal access,
low entry cost, and flexible billing motivatonsumers to migratineir core businesses
into the cloud However, there are challenges about security, privacy, and compliance.
Building compliant systemis difficult because othe complex nature of regulations and
cloud systemslin addition, the lack of complete, precise, vendor neutral, and platform
indepenlent software architectures makes compliance even havedraveattempted to
make regulations clearer and more preuigh patternsand reference architectures (RAS)
We haveanalyzed regulation policies, identifiederlaps, and abstracted them asgpat
to build compliant RAs RAs should be complete, precise, abstract, vendor neutral,
platform independent, and with no implementation details; however, their levels of detall
and abstraction are still debatable and there namonlyaccepted defition about what
an RA should contairExisting approaches$o build RAs lack structured templates and
systematigroceduresin addition, most approaches do taite full advantage of patterns

and best practices that promote architectgpslity. We have developeda five-step
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approachby analyzing feres from available approachast refined and combined them
in a new wayWe consideanRA asabig compound patterthat can improve the ality

of the concrete architectures derived from it and from whighcan derive more
specialized RAdor cloud systemsWe have built an RA for HIPAAa compliance RA
(CRA), and a specialized compliance and security RA (CSRA) for cloud sysibese
RAs take advantage of patterns and best practices that promote sofjuality. We
evaluaté the architecture by creatipgofiles The proposedpproach can hesedto buld
RAs from scratch oto build new RAs by abstractingeal RAs for a given contexWWe
have also described an RA itself as a compound pattern by asmgdified POSA
templateFinally, wehavebuilt a concrete deploymeand availabilityarchitecturelerived

from CSRAthat can be usesik a foundatioto build compliance systems in the cloud
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1. INTRODUCTION

Cloud services have become popular in the last few years. According to the
International Dat&orporation (IDC) [Id¢, public spending on cloud services is estimated
to reach $107 billion by 2017. Cloud service provid€&SPs), brokers, and customers are
increasingly taking advantage of cloud features such as elasticity, scalability, universal
access, low entry cost, flexible billing, easy metering, and convenient monifogspite
the increase in demand and popularithere are major cloud challenges such as
compliance, security, and privacy. By analyzing recent incidents, the impact of a security
breach in a cloud can be catastrophic by all measures. It is evident that more research is
needed inordertobuildcusteer s6 confi dence, and trust su:
their core businesses into the cloud.

Most countries have government, state, or indeisiged regulations. Regulations are
sets of policies to control the usage of sensitive busregsrsonadata. The cost of not
being compliant may result in penalty fees, possible lawsuits, and bad business reputation.
Compliance implies enforcing a set of rules that implement the policies defined in the
regulations. For example, healthcare organizatioisarJS are required to comply with
HIPAA (Healthcare Insurance Portability and Accountability Act) regulations, intended to
protect individual health informatidifip13]. Financial companies are required to comply
with SOX (Sarbane®xley Act)[Sox]. Reguations are written by lawyers and usually are
lengthy, hard to read, at times redungd@erhaps ambiguous, and magven inconsistent

at some placefMas11] reports that most computer science graduate students have trouble
1



understanding regulations. i8e laws state that organizations (i.e. business owners) are
responsible for all compliance related issiBslding regulatioacompliant cloud systems

have challenges because of the complex nature of regulations and cloud systems. In
addition, the lack ofomplete, precise, vendor neutral, and platform independent software
architectures makes compliance even haierhave surveyed@mprehensive range of
compliancerelated challenges and their potential solutions.

References [MirO8][Ferl5a][NetD&dertified compliance overlaps such as security,
privacy, logging, notification, compliance report, and monitoring. These overlaps can be
abstracteds patternso avoid duplicates, promote reusability, and to standardize design
and implementatiorMany recuring problems have been represented as patterns and can
be used to solve new problems with appropriate tailoring. In general, patterns promote
software quality attributes such as accuracy, modularity, reusability, flexibility, and
readability An RA can tak advantage of patterns; in fact, we see an RA as a big compound
pattern.RAs should be complete, precise, abstract, vendor neutral, platform independent,
and with no implementation details; however, their levels of detail and abstraction are still
debatake and there is no accepted definition about what an RA should coht@main
guestion that we need to answer is: Ado we
and pr e cSewral agpragthes bwild RAs have been proposed [AvgEKIO5,
Ferl15,Has00, Pcil1Nak12,Nis, Oas, PaaStr1Q. Identifying the components that make
up the architecture is one of their challenggsme of the existing approaches such as
Reference Models (RMs), viewpoints, and ad hoc approaches do not includespattern
their design process. A PattdBased approach as patterns to build RAs [Fer15tr1d.

In addition, available approaches do not have well defieeplats to describe RAs that



could be used as a common language among architects, developerssbosiners, and
auditors. Our goalsis to make regulations clearer and more precismg patterns and
RAs.

In this work, we make the following contributions:

1. We have surveyedompliance issues in cloud computing (Chapter 3). We
identified majorcomplian@ challenges such as security, privacy, complexity
of regulationsyegulationoverlaps, lack of standaflAs, lack of full control,
and transparency. We also explordde current trends of compliance
approaches, recommendations, patteamailable RA, am best practices.

2. We havepresentd a way towards compliant RAs by finding analogies and
overlaps in compliance regulations (ChapterAtclose examination fathe
policies included inregulations shows that they have analog and common
aspects. Analogpats of regulations can be expressed as Semantic Analysis
Patterns (SAPs)Her0Q, which can lead to building similar parts in other
regulations. Overlapping parts usually correspond to security patterns and can
be used to add security to other regulatidhse collect SAPs and security
patterns in a catalog we can build RAs for existing @& regulations. The
resultant ompliant RAs (CRAs) can be used as guidelines for building
compliant applications.

3. We have identifiedregulationpatternssuch as secity, privacy, compliance
policy management, compliance reporting, and compliance analyzer and
notification patternslerived fromregulation overlap@Chapter 5)In addition,

we havedescribd the rules oHIPAA as patternto makeHIPAA clearer and



more preciseThese patterns are used to build compliance RAhapters 6

and 7

. We have developed a fisstep approacko build RAsby analyzing features
from available approaches but refined and combined them in a new way
(Chapter 6)First,we build a metamodel to make explicit the components that
are required. An RA metamodel includes RA input sources such as functional
requirements, ncfunctional requirements, and stakeholders. We identify
domain components by means of use cas#s)ogiesthred models, policies,

and best practicesWe have used ontologies to identify components,
relationships, and constraintsSecond, we build a conceptual model by
analyzing domain components, stakeholders, and their interactions. Third, we
map identified compnents to patterns by using abstract patterns from a pattern
catalog. Fourth, we build an RA by combining results from steps 1, 2, and 3.
Fifth, we evaluate the architecture by validating its quality attributes such as
accuracycompletenessnodularity, eusability, flexibility, and readability as
well as its compliance requirements.

. We have built an RA for HIPAAChapter 6) a compliance RA (CRA)
(Chapter 6)and a specialized compliance and security RA (CSRA) for cloud
systems(Chapter 7)by using our fivestep approachThese RAs take
advantage of patterns and best practicespimhote software quality. They
can be used tderivemultiple concrete architectures andgasdelines in the
development proces#/e also used these RAs to ma&gulations clearer and

more precisélVe have created a template to describe RAs that can promote the



standardization of describing an architect{@bapter 8) The template can be
used as a common language among architects, developers, business owners,
managers, service providers, and auditors.

6. We have built a concrete deploymemtd availabilityarchitecture for cloud
systemderived froma CSRA (Chapter 9)thatcan be used as a foundation to
build compliance systems in the cloud

This thesisis organized as collection of paperthat correspond to papers we have
already published or sent for publicatidhincludes the followng chapters: Chapter 2
introduces some backgroundn regulations, patterns, RAdpud computingontologies,
and software architectures. Chapter 3 presents a survey of compliance issues in cloud
computing. In Chapter 4, we introdutechniques to build compliarRAs by finding
analogies andverlapsin compliance regulation&hapter 5 identifieregulationpattens
that can be added as part of pattern catdtoGhapter 6, we discuss our figeep approach
to build RAs by using HIPAA as an exampBhapter 7 presents a compliance and security
RA (CSRA) for cloud systems by extenditige approaches discussed in d&pter 6 In
Chapter 8 we describean RA itself as a compound pattern usiagnodified POSA
template. Chapter 9 presents a concrete deployraadtavailabilityarchitecture for cloud
systems derived from CSRM Chapter 10, we discuseme related workVe end with

some conclusions and future workGhapter 11



2. BACKGROUND

2.1Regqulations and Standards

In many countries, business activities h&wdollow government, stajeor industry
based regulation®kegulations are set$ policies to control the usage of sensitive business
or personaldata. The cost of not being compliant may result in penalty fees, possible
lawsuits, and bad business reputation. Compliance implies enforcing a set of rules that
implement the policies diefed in the regulations. For example, healthcare organizations in
the US are required to comply with HIPAA (Healthcare Insurance Portability and
Accountability Act) regulations, intended to protect individual health information [Hip13].
Financial companieare required to comply with SOX (Sarbar@sley Act) [Sox].Some
laws state that organizations are responsible for all compli@teried issuessovernment
and state regulations are mandatory while industry regulations are suggestions. However,
not following industry regulations may hurt the marketing possibilities of a software
product

Many businesses use independemttparty certifying agencies [Fepdnd internal IT
auditors to assure compliance, security, and privacy. In addition, all governyeawtes
that support cloud computing must fulfill the Federal Risk anthéwuzation Program
(FedRAMP) [Fedl The US governm published the list of FedRAMEerified cloud
service providers [Fedland Third Party Asssment Organizations (3PAOs) [F¢d2

Service providers such as Amazon, IBM, Microsoft, Oracle, &felmany others claim



compliance by certifying their cloud services with 3PAOs. We use the most widely used

regulations in the US as a basis to discuss our approach.

2.1.1HIPAA

Healthcare organizains are required to comply witthe Healthcare Insurance
Portability and Accountability Act (HIPAA)Hip13]. HIPAA is afederal regulationThe
main objective of HIPAA is to ensure the security and privacy of Protected Health
Information (PHI). PHI includs patient medical records, personal information, credit card
information, insurance, employment information and any related informatiohetpest to
identify an individual. HIPAA categorizes participating entities as covered entities and
business assates. Covered entities include health care providers, health insurers, and
health care clearinghouses (i.e. entities that manage billing services and process medical
records that come from other systems). Business associates are entities that traesfer, sto
and service protected health information on behalf of covered entities. HIPAA has five
major rules on PHI security, privacy, transactions and code sets, unique identity, and access
to law enforcement officialsTherules are as followfHip13]:

1 Privag rule: describe accurately the policy that prescribes that health providers
must notify individuals of the use of their health information. In additi@alth
providersmust regulate the use and disclosure of PHI.

9 Security rule: regulates the securatfyPHI from breaches, unauthorized access,
deletion, and modification held by covered entities and business assothases.
rule complements the Privaayle by defining ways to protect its information.

1 Transaction and Code Setda: Regulates medicalamsactions, medical coding

standardsand reporting.
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Enforcement ule: it sets civil money penalties for violating HIPAA rules and
establishes procedures for investigations and hearings for HIPAA violations.
regulates the use and disclose of Protectlthlemformation for the law
enforcement officials.

Unique identifier wle: prescribes thaemployers and participating parties are
required to have unique Employer Identification Number (BiNuse for their

transactions. Each medical transaction is megltio have unique ID and code set.

2.1.2PCI-DSS

The Payment Card Industry Data Security Standard (PCl S&)credit card

industry regulationCompanies that handle cardholder information are required to comply

with thePCI DSS Cardholder informatioapples todebit, credit, prepaidATM, and Point

of Sale (POS) cards [RciPCI recommends thainly authorizedusers have access to

manage cardholder data. PCI has twelve major rules to protect cardholder data including

installation of firewalls, resettingefiault password and security parameters, authentication,

authorization, encryption, and othel$s rules are as followgPci]:

il
T

Install and maintain a firewall configuration to protect cardholder data
Do not usadlefault passwords @ecurity parameters

Protect stored cardholder data

Encrypt transmissioof sensitive information acrogaiblic networks

Use and regularly update awtrus and malware protection

Develop and maintain secure systems and applications

Restrict access tata byneedto-know

Identify and authenticate access to system components
8



1 Restrict physical access to cardholder data
1 Track and monitor access to network and cardholder data
1 Regularly test security systems and processes

1 Maintaininformation securityolicy

2.1.3.S0X

The SarbaesOxley Act (SOX) is adderal regulationSOX establishes standards for
all US publiclytraded companies to protect shareholders and the general public from
accounting errors and fraudulent practicé0q. SOX enforces control on user
management, auditj, reporting, security and privacy analysis, authorization,
authentication, system development, program and infrastructure management, monitoring,
backup, and disaster recovelg.rules are as followgSox]:
i1 Establish safeguards against fraudulent financial report. Including data
accuracy and correct timeline.
1 Disclose compliance and security safeguéodisdependent auditorgcluding
security policies, changes, application and system logs, and operations.
1 Establish safeguards to prevent unauthorized data tampering
1 Establish safeguards taack data access and changes
1 Regularly test security systems, policies, and processes
1 Maintain information security policy

1 Detect and notify securityreaches



2.1.4GLBA

The GrammLeachBliley Act (GLBA) is a federal regulationlt requires financial
institutions that offer financial products or services to consumers to develop, implement,
and maintain a comprehensive information security program that {otbe
confidentiality and intgrity of customer records [Gblts rules include [Glb]:

91 Privacy rule- disclose policies and procedureehow consumer 0S
protected and used.

1 Safeguard rulé maintaina comprehensive security policies. Securitirgies
need to be applied to all with no exceptamdneed to be reviewed, tested, and

maintained frequently.

2.1.5FISMA

The Federal Information Security and Management Act (FIPNBA a federal
regulation. FISMAappliesto government agencies and affiliatednganies that collect
and process data on behailigovernmenagencies [Fis It provides guidelines on security
controls, user access, identity management, risk assassauditing, and monitoring.

These regulations and standards are usserince sectors such as healthcare, finance,
retail, communication, energy, and government agencies. Table 1 shows a sumanary of
few service sectors with their corresponding regulations. In most cases, service sectors

needto comply with severalegulations to support government and industygulations.

10



Tablel: Summary of service sectors with their corresponding regulations

Service Sector Regulation
1 | Healthcare HIPAA, PCI
2 Retail PCI, SOX
3 | Financial PCI, SOX, and GLBA
4 | Government agencies FISMA
5 | Education FERPA (Family Educational Rights ar

Privacy Act), SOX, HIPAA, GLBA,
Chil drenos Onl i ng
Act of 1998 (COPPA)Electric
Communications Privacy Act, and mar
others regulations

Utilities SOX, PCI,GLBA, and FISMA
Transportation National Highway Traffic Saty
Administration (NHTSA) regulations
U.S. EnvironmentaProtection Agency|
(EPA) regulations, SOX, PCl, GLBA
and many others

2.2Cloud Service Models

Cloud service delivery modelsan be classifieds Infrastructur@asa Service (laas
Platformasa-Service (PaaS)and Softwareasa-Service (SaaS)The responsibility of
service providers and consumers vary based on the type of their service models. laaS is the
foundation layer ofloud services that abstracts computing infrastructures as services. laaS
virtualizes physical computing resources, storage, and network connectivity. Consumers
using laaS have a full control on managing resources, security, compliance, users, backup,
dynanic scaling, configuration, service usage, and monitofiNgs]. Security and
compliance, except the basic infrastructure, are mainly managed by the corisaSer.
include Virtual Machines (VMs), Virtual Machine Images (VMI), and Virtual Machine
Monitor (VMM). PaaS is the next abstracttualized resourceghat provides computing
platform as services. In the case of PaaS, consumers are expeiged op andun their
applications in preonfigured infrastructures such as databases, development

environmets (IDEs) and application servdidis]. The service provider is responsible for

11



infrastructure security, availability, license, and maintenance of thecomfegured
computing platform. Application and data security as well as user management are
respondbilities of the consumer. Security and compliance are shared responsibilities
between service provider and consumer. SaaS is the top abstract layer that provides
services that are fully managed by the service providers. Consumers are responsible to
proted their own datdut relying on the infrastructure security supgblis]. The service
provider is fully responsible for managing infrastructure, security, compliance, storage,
backup, license, maintenance, and monitoring. New services such as seaisgnase,

domain name as service, data as a service, and many other domain specific services are

appearing.

2.3Cloud DeploymentModels

Cloud services could be deployaspublic, private, hybrid, and community services.
Public clouds are usually managed thyd party service providers. These services are
accessed across the internet or through virtual private networks (VPNs). Thed eost
public cloud isrelatively less expensive than the resttbé cloud deployment models.
Services on the public cloudherit internet security threats such as deoif service,
injection, crosssite scripting, and session hijacking. Private clouds are built for
organizations that require strong data control, security, compliance, and quality of service.
They could be hsted and managed by the organization or by the service provider. The cost
of managing private clouds iislativelyexpensive and requires skilled IT experts. Hybrid
model combines both public and private deployment models. Organizations identify
services ad deploythemto private and public clouds based on their service deployment
policies.Community clouds are built by a group of organizations that share similar services

12



and infrastructureA community cloud can be deployed in public, private or hybrid

deployment models.

2.4Compliance in cloud @mputing

Cloud computing is a style of computing that abstracts infrastructures, platforms, and
software as services. Service providers such as Amazon, Microsoft, IBM, Oracle, Cisco,
Intel, Sales Forceand many othes are publishing cloud services that could potentially
replace the traditional on premise platforms.

Compliance in the cloud is a shared responsibility among service providers and
consumers. The responsibility of service providers and consumers vadydrathe type
of their service models. In the case of 1aaS, consumers are responsible to secure services,
platforms, and data; service providers are responsible to secure infrastructures. In the case
of PaaS, consumers are responsible to secure servidedata; service providers are
responsible to secure platforms and infrastructures. In the case of SaaS, consumers are
responsible to secure data; service providers are responsible to secure services, platforms
and infrastructures.

Service providers usendependent third party certifying agencies and internal IT
auditors to assure cqgiiance, securityand privacy [FedR In addition, all government
agencies that support cloudmaputing must fulfiil FedRAMP [Fgd Consumers have to
review and approve complce reports and certificates before signing the service contract.
Service providers are using 3PAOs and internal auditors to certify compliance. In addition
to third party compliance certification, many service providers use enumeration to claim
their conpleteness. The problem with enumerations is that they do not provide a measure
of completeness and they lack a conceptual model of how the requirements relate to each
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other and to the system. In addition, service providers are often required to comply with
multiple regulations and standards. The cost of implementing individual regulations can
lead to high implementation and maintenance costs, duplication of efforts, and

inconsistencies

2.5Patterns, Reference Models (RMs) and RAs

A pattern is aolution to aecurring problenin a specific context. Patterns can be used
to design and analyze complex systems, to capture design decisions, and to record
assumptions and experiences. Patterns can improve software quality by promoting
reusability, scalability, andomsistency. Patterns are qezed as analysis patterns
[Fer00, Fow9Y, desgn and architectural patterns [Bus96, Gam94], and security patterns
[Fer0G Ferl3]. Patterns are usually described using modeling languages such as UML,
maybe combing with formal languages such as Object Constraint Language (OCL)
[War03. Pattern descriptions usually include class diagrams, sequence diagrams, and state
diagrams. Abstract software architectwean be build withabstract patterns, which can
be standard analysigatterns or Semantic Analysis patterns (SAPs), when they describe
conceptual business aspects, or design patterns without implementation details, or abstract
security patterns (ASPs)khich realizeone or more security policies able to control (stop
or mitigate) a threat or comply with a secusilated regulgon or institutional policy
[Ferl4h. A Semantic Analysis pattern (SAP) is an analysis pattern realizagset of
related use cases [Fej00

Reference Architectures (RASs) are special type ofisciures to understand, analyze,
design and standardize complex systems at the highest level of abstraction. RAs are
reusable, extendable, and configurable; that is, they are kinds of patterns for whole
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architectures anthey can be instantiated into spic software architectures by adding
platform aspects. RAs should not include implementation details or vendor specific
solutions. They can also be used as a common language among stakeholders including
business owners, managers, architects, developstsy and auditors. RAs can be built of
patterns and there is also a possibility of identifying new patterns while building them.

A Domain Model is a conceptual model of an area of knowledge, e.g. finance, and has
no software concepts. A Reference Mo(lRM) is a conceptual model that describes
components, interactions and relationships of parts of a given domain in abstract form.
This model is used to understand the domain and serves as a basis to bulic&#sete
software architecture represents architecture with design assumptions, constraints,
platforms, design patterns, hardware, deployment environments, and dependencies.
Multiple concrete software architectures can be derived from an abstract RA at the same

level.

2.6Software architectures

Reference[Mic09] categorizesoftware architectusein three levels ofabstraction:
domain RA, platforindependent architecture, and platform/technoldgyendent
architecture. A domain RA is an abstract level architecture that capture domain specific
requirements and specificationgMic09]. Platformindependent is also an abstract
architecture that contain application specific requirements and congiwic@9]. The
platform/technology architecture is a concrete architecture that implerpkttsrm:
independent architecture [Mic09]. The same kind of abstracian be defined with
RAs: abstract RAs, domaspecific RAs, and platform specific RAs. Abstract RA s a
architecture that can besed across multiple domains under the same cajegor
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exampleacompliance RA is an abstract R&describeegulations such as HIPAA, SOX,
and PCI. A domain specific RA is an RA specific to the given domain; for example, an
RA for HIPAA is specific to HIPAAPlatformspecific RA is an RAo describeplatform

and vendor specificomponentsfor example, [Pcill is an RA for PCI using VMware

specific platforms.

2.70ntologies

One of the main use of ontologies is to model domain know]ecigecepts and
relationships Helk09]. It also includesreasoning rids to analyzehe knowledge An
ontology document contains ontolodneader,clas®s individuals,and poperties An
ontology headercontainsontology version, imports, and commemsclass isa set of
resourcesvith similar characteristicsAn individual is an instance of a cla§here are
two types of ontology propertiege describeand define relationships amowtasses or
individuals.An object data type property & property tdink two classes or individuals.

A data type property ia property to link a class or individual with data valusere are
languages such as RDF (Resource Description Framework), RDFS (RDF Schema), and
OWL (Web Ontology Language) that can be used to construct ontolQ@yés.rules are
defined withadescripive language called Semantic Web Rule Language (SWRL) just like
UML constraints are defined with OClHeb09] [Kal10][Mil] used REWERSE Rule
Markup Language (R2ML) for Hiirectional transformation between OWL/SWRL and
UML/OCL. We can alsoextend this teenique to build regulationmtologiesthat could

help toanalyze concepts, relationships, andhtadel regulatiorcomplaint RAs.
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3. ASURVEY OF COMPLIANCE ISSUES IN CLOUD COMPUTING

Overviewd Cloud services such as elasticity, scigh universal access, low entry
cost, and flexible billing motivate consumers to migrate their core businesses into the
cloud. However, there are challenges about security, privacy, and compliance. Businesses
are subjected to comply with regulations dxhon their service types. For example,
government agencies are required to comply with FISMA, healthcare organizations are
required to comply with HIPAA; public retail companies are subjected to comply with
SOX and PCIlL.We have surveyedompliance challeges such as security, privacy,
complexity of regulations, overlaps, lack of standard compli&#c lack of full control,
and transparency. We also expbbrthe current trends of compliance approaches,

recommendations, patteri®As, and best practices.

3.1Compliance issues in cloud computing

In this section, we review approaches related to compliance in cloud computing. There
are onlyafew papers that haadirect relationship to our survey. We also reveel\papers
that include individual compliance with regulations such as HIPAA, PCI, SOX, GLBA
and FISMA

[Nis11] identified a number privacy and security related issues that could have an
impact on cloud computing. Tlp@percovers issues and recommendationgovernance,
compliance, trust, architecture, identity, access managersaftware isolation, data

protection, availability, and incident report. The paper pointed out that compliance in cloud
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computing is one of the complex issues to deal with agipslivary from country to

country. As per [Nisll], understanding and enforcing regulations are also the major
challenges in cloud computing. They analyzed the impact of data location, loss of control,

and transparency in public cloud compliance. The issuelectronic discovery that

involves identification, collection, processing, analysis, and production of stored
information is also covered. The authors d
into available best practices and patterns. They mksotioned that most cloud service
providers use third party certification to confirm their compliance. As per our survey, third

party auditors are using proprietary solutions that lack vendor neutral models or
architectures that can be used abecklistby all stakeholders.

[Mir08] compared GLBA, HIPAA, PCl and SOX standards on the basis of generating
reports for auditors. Their findings are very interesting; they showed that some reports and
services share common features including user logon repertiogeff report, user failure
report and logs access report as shown in Table 2. They concluded that SOX compliance
with respect to reports also covers GLBA, HIPAAandBPG3 S reports. The au
cover other features of compliance such as privaegurity, user management, and
notification. The comparison table would have been more precise if it was backed by

standard models, architectures, best practices and patterns.
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Table2: GLBA, HIPAA, PCI DSS and SOXeport comparison table [Mir08]

Reports GLBA HIPAA PCI-DSS SOX
User Logon / Logoff \% \% \% Vv
Logon Failure \% \% \% Vv
Audit Logs Access \% \Y \% \%
Object Access \% Y Y,
System Events \% \%
Host Session Status \% \Y
Security Log Archiving \% \% Y,
Track Account Management and use group \%
changes
Track Audit Policy Changes \% Vv
Successful User Account Validation \% Y,
Unsuccessful Use Account Validation \% \Y
Track Individual User Actions Report \% Vv
Track Application Access Y,

[Sil13] analyzed the topeven threats and their possible impacts on cloud compliance.
They mapped threats with applicable regulations. The mapping could be used as a reference
to analyze security threats and compliance. The paper lacks the explicit mapping between
compliance andecurity threats. For example, threat # 2 and #3 are not mapped to any
compliance standards as shown in Table 3. The paper also lacks precise definition of
threats and their corresponding correlations with compliance. For example, they
considered threat2 and #3 as threats instead of vulnerabilities. The authors left out other

regulations such as SOX and GLBA
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Table3: Threats to compliance mapping

Threats

Remarks

Abuse and Nefarious Use of Cloud Computing
threats relatedto abusing cloud network an
services by using Denial of Service (Do§
malicious file upload, and malware

The authors mapped this threat to ISO 27001 compliang
We believe that this threat can also be mapped to other
regulations

Insecure Interfacesnd APIs

This is not a threat. We believe that iaigenerability.

Malicious Insiders

Not a threat. It is not mapped to any regulation

Shared Technology Issues

The authors mapped the threat to ISO 2720002 and PCI
DSS compliance. We beliewbat this threat can also b
mapped to other regulations

Data Loss or Leakage

The authors mapped this threat to ISO 17826 and HIPA|
compliance. We believe that this threat can also be mag
to other regulations

Account or Service Hijacking

There isno clear map between this threat and availg
regulations

Unknown Risk Profilé it includes transparency
maintenance responsibility, software version, ¢

The mapping between regulations and this threat is not
clear. It requires more research.

fixes

[Ruil0] reviewed privacy regulations in the cloud. They pointed out that there are still
many uncertainties with respect to compliance and privacy in clomguting. As a result,
it is becoming very difficult to analyze security, privacy and compliance among cloud
service providers. In addition, they indicated that many regulations share common
requirements such as privacy, integrity, security and enfordemiérey mentioned that
organizations are liable in the case of security breach and lawsuit. They also reviewed the
use of independent third parties to certify compliance.

[Net08] analyzed HIPAA and COBIT with NIST guidelines. According to [Net08],
health@re organizations that adopt COBIT as their standard will immediately satisfy 50%
of the NIST standard. They concluded that an increase in security threats, regulations, lack
of qualified security experts, and high implementation and maintenance cais arest
common challenges in the healthcare industry. In addition, the authors pointed out that

company compliance can be improved by analyzing regulation overlaps and best practices.
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The overlap was presented in block diagrams which do not show clearlype and the
nature of compliance overlaps.

[HamQ9] builta citation graph that could be used by analysts to navigate through the
various interrelated compliance laws, to uncover overlaps and possible conflicts or to
understand compliance documents. &bthors used a decision support system to identify
compliance similarities and differences. They used citation graph to understand
regulations, to uncover overlaps and possible conflicts. They also use the citation graph to
detect important provisions bgnking, to assess the impact of change in a particular act,
and to validate consistency. The overlaps include security, notification, reporting, and user
management. The authors focused only on HIPAA, SOX and GLBA regulations. The
approach could be preeidf they use standard models and architectures. We can also assert
that [Mir08] findings confirms [HamQ9] conclusions.

[BralO] developed a compliant cloud computing (C3) framework to address part of
security, compliance, privacy, and trust issues. Astlperauthors, C3 can be used to
address data privacy by enforcing data storage in specific regions and by applying data
fragmentation. They claim that the framework can be used as a broker to integrate multiple
service providers. The authors proposed dorspétific language (DSL), metaodel and
activity diagram to analyze regulations such as HIPAA, PCIl and SOX.

Security and compliance tools could help organizations to certify compliance as per
[Das12]. They reviewed compliance tools such as WatchGuartrastiWave to analyze,
and generate compliance coverage reports. The depth and scope of the reports vary from

vendor to vendor. The authors categorized service models and define a compliance

mapping matrix based on i whondB5 dnetdefiotiorss what
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in Tables 4 and 5 are not precise enough to show the roles between service providers and
consumers. For example, access control is shared responsibility but it is indicated as
vendor responsibility in Table 4. In Table 4, requiratBand 5 are the same by definition.
However, the authors provide different roles for laaS responsibility. They covered HIPAA
and PCI standards that may not reflect the same conclusion for other standards such as
SOX, GLBA and FISMA. The authors suggestthat more research needs to be done in
order to build consumerso6 confidence and

Table4: Vendor responsibility for HIPAA Requirement Mapping matrix [Das12]

Vendor responsibility in
SaaS | PaaS | laaS

1 | Security Management Process: Review permission setting and correct access right| Yes No No

HIPAA Requirement

2 | Assigned Security Responsibility: Identify the security official who is responfibléne | Yes No No
development and implementation of the policies and procedures.

3 | Workforce Security: Ensure that only authorized workforce members have acc({ Yes Yes No
Electronic Protected Health Information

4 | Information Access Management: Implement policies and procedures for acc{ Yes Yes No
Electronic Protected Health Information

5 | Access Control: Allow access only to the authorized workforce Yes Yes Yes

6 | Audit Control: Record and examine activities for Electronic Protected Health Informg Yes Yes Yes

Table5: Vendor responsibility for PCI DSS Requirement Mapping matrix [Das12]

PCI Requirement

Vendor responsibility in

SaaS | PaaS| laaS
1 | Install and maintain a firewall configuration to protect cardholder data Yes Yes | Yes
2 Do not use vendesupplied defaults for system passwords and other security paramel Yes Yes | No
3 Protect stored cardholder data Yes Yes | No
4 | Encrypt transmission of cardholder data across open, public networks Yes Yes | No
5 Use and regularly update antrus software Yes Yes | No
6 Develop and maintain secure systems and applications Yes No No
7 Restrict access to cardholder data by businesstodatbw Yes Yes | Yes
8 | Assign a unique ID to each person with computer access Yes Yes | No
9 Restrict physical access to cardholder data Yes Yes | No
10 | Track and monitor all access to network resources and cardholder data Yes Yes | Yes
11 | Regularly test security systems and processes Yes Yes | Yes
12 | Maintain a policy that addresses information security Yes No No
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[Dasll] developed a framework called MEGHNAD [Dasll] that uses a- Muti
Objective Genetic Algorithm (MOGA) to determine @ptimal security toolset that could
meet security and compliance requirements. The authors claim that the framework can be
used to generate compliance checklists and Service Level Agreement (SLA). They also
used the framework to analyze security leveld eloud insurances for laaS, PaaS and
SaaS.

[Ngu09] published PCI compliance challenges and solutions to reach PCI compliance.
The authors reviewed PCI compliance challenges such as costs, overlaps, legal
uncertainties, security, maintenance, complexitydec quality, and new technologies.
Their proposed solutions are based on best practices. The solution includes authentication,
aut horization, encryption, and monitoring.
regulation complexities and overlaps.

[Gik14] analyzed security overlaps among FISMA, HIPAA, PCIl and ISO. The author
identified 31 technical security features that are common to FISMA, HIPAA, PCIl and ISO
and suggested that by implementing compliance guidelines of FISMA could cover
compliance of HIPAA PCI, and ISO with the exception of privacy. The paper also
confirms regulation overlaps and the need for systematic approaches proposed by [Mir08]
[Sil13] [Net08].

In summary, we can conclude that many of the proposed solutions are not approaching
compiance challenges at the architectural level. As a result, the solutions lack
comprehensive compliance in both functional and -fumctional requirements. In

addition, the proposed solutions could have been more readable and precise if they use
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standard moels, patterns, and architectures. In some cases, the comparison was done for

a limited set of standards that may not reflect the same conclusion for other regulations

3.2Compliance approaches in industry

Most businesses use independent third party certjfiggencies and internal IT auditors
to assure compliance, security, and privacy [Fedl1]. The US government published the list
of FedRAMP certified cloud service providers and Third Party Assessment Organizations
(3PAOs) that can be used as a referencelémd service providers and consumers [Fed1,
Fed?2]. [Fed1] recommends that consumers have to review and approve compliance reports
and certificates before signing the service contract. Service providers are using 3PAOs and
internal auditors to certify contipnce. In addition to third party compliance certification,
many service providers use enumeration to claim their completeness. The problem with
enumerations is that they do not provide measure of completeness and lacks a conceptual
model of how the requements relate to each other and to the system.

Service providers such as Amazon, IBM, Microsoft, Oracle, HP, Cisco, Hitachi, and
many others claim compliance for HIPAA, PCI, FISMA, SOX, and GLBA. [Ora, Ibm]
built an RA for clouds with conceptual and lagjiziews that include security management
and compliance. The architecture uses models and enumeration to describe components
and their interactions. [Pcill] published an RA for &S using specific products such
as VMware, Cisco, Trend Micro, and HyTtus he architecture maps PCI rules to
hardware and software products. [Vmw] built compliance Reference Architecture
Framework (RAF) to address requirements at infrastructure, application, and end user
computing layers. Infrastructure layer complianceudek network security, configation
management, log management, and platform security. Application layer includes
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permissions and governance, service level agreement, and data security. End user
computing layer includes identity management, end pointrisgcauthentication, and
authorization. [Vmw] mapped regulation policies to corresponding layers and VMware
products. [Cis2] built regulatory compliant architecture using risk management framework
to address functional capabilities, operational relidsl, regulatory compliance, and
security. The framework uses standard enterprise layer architecture (i.e. web layer,
application layer, service layer, business, and data layers) to identify components, map
compliance policies to corresponding cisco patdu[\Wal] proposed a complianB&\ by
abstracting regulations and corporate policies. [Wal] used SOX and Microsoft products to
identify components, build the architecture, map compliance policies and corresponding
Microsoft products. [Hit] proposed a ceitance architecture derived from regulation
overlaps among corporate governance and regulations. [Hit] enumerates policies from
regulations and map them with proprietary identity and access management.product
Compliance in the cloud is a shared respalisibamong servie providers and
consumers [Pcif3 The responsibility of service providers and consumers vary based on
the type of their service models. In the case of laaS, consumers are responsible to secure
services, platforms, and data. Service @iexs are responsible to secure infrastructures.
In the case of PaaS, consumers are responsible to secure services and data. Service
providers are responsible to secure platforms and infrastructures. In the case of SaaS,
consumers are responsible to secdata. Service providers are responsible to secure
services, platforms and infrastructures. As a result, the lack of full cod&tal location,

and transparency create compliance challenges in cloud.
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In summary, most service providers published compéaarchitectures, designs, and
implementations are based on their own proprietor cloud platforms, infrastructures, and
solutions. Many of them have published vendor specific proprietary hardware and software
solutions. The available RAs published by sexicoviders are either vendor specific or
do not follow standard models, patterns or architectures. As a result, it is very difficult to
analyze the level and the scopes of compliances among service providers. Consumers are
also challenged to evaluate seevproviders without having standard RAs and models that

could be used as a common reference and checklist

3.3Summary of compliance issues and recommendations

There are a number of compliance issues identified in this survey. We summarize five

majorcompliances issues in this sections

3.3.1.Complexity of Regulations

Regulations are written by lawyers and often lengthy and hard to read. In some cases,
the rules are redundant, ambiguous, and inconsistent. Regulations vary from country to
country.There have been attempts to make regulations clearer and more precise by using
block diagrams, citation graphs, and reference models. However, there has been no attempt
to make software architecture more precise in order to understand and analyze giolicies
a higher level and eventually guide the design and implementation eiféethave
attempted to make regulations clearer and more precise using patterns and RAs in the

following Chapters.
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3.3.2.Regulation Overlaps

Our survey reveals that there are overlapsng regulations such as HIPAA, PCI,
SOX, GLBA and FISMA [HamQ9, Mir08, Net08, Ferl5a]. Most cloud service providers
are required to support multiple regulatio
of implementing individual regulations can éeto high implementation and maintenance
costs, duplication of efforts, and inconsistency. [Ham09, Mir08.Net08] attempted to
identify overlapping features such as security, user management, notification, and
reporting. [HamO09] used a citation graph to idlgnoverlaps. [Ferl5a] used Semantic
Analysis Patterns (SAP) to identify regulation overlaps. These overlaps could incur
unnecessary cost and inconsistency. There has been no attempt to identify these overlaps

at the architectural levélVe have identifid regulationpatterns in Chapter 5.

3.3.3.Lack of standard Reference Architectures (RAS)

As per our survey, there is no accepted definition about what an RA should contain;
[Avg03] provide ways to describe, initiate and evaluate RAs by using IEEE recommended
architectural description practice [lee00], Rational Unified Process (RUP) artifacts [Kru03]
and UML [Boo05]. [Str10] build an RA for service based systems with a pditesed
approach. [Ferl5] built an RA for cloud systems with use cases and pattermanWe
clearly observe that there are different levels of understanding and approaches to build
RAs. In addition, the style and the depth of the architectures are different among service
providers. On the other hand, consumers are challenged to evaluatecserv pr ovi der
compliance without having a standard checklist. We can conclude that available

approaches donot use comprehensive metamoc
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functional requirements. As a result, many RAs are either incomplete or dolloat f
standard mdels or architectures. We budt five-step approach to build RAs using
metamodels, patterns, and best practices [Yim15]. We identify components by building an
RA metamodeluse cases, and ontologi®¥$e propose a five-step approach bysing this

metamodel as a framework.

3.3.4.Lack of full control and transparency

The lack of full control and transparency are also one of the compliance challenges in
the public cloud [Nis11]. The data stored in the public cloud could be replicated in different
regions and / or countries that could viol:
and transparency once the data is uploaded in the cloud. In addition, service providers are
required to ensure the confidentiality, integrity, availability andantability (CIAA) of
consumersd6 data as per the government and
framework that can control data location while maintaining compliance. [Das12] suggested

more research to build.consumerso6 trust an

3.3.5.Sewrity threats

Cloud services like any IT platforms are subjected to internet security threats. The
complexity and shared responsibilities of cloud computing are also another security threat
that could affect the overall compliance. Cloud computing isivelgt new and still
changing. More research is needed to build
potential security and compliance threats. [Ferl5] developed security reference
architecture to enforce cloud security. The architecture can temded to support

compliance by addingegulationpatterns and best practices. We proposed a five step
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approach to build compliance and security architecture by @smgtamodel, patterns,

and best practices [Yim15]

3.4Conclusiors

Regulations and standardese complex, redundant and inconsistent in some cases. One
possible approach to clear compliance complexities, uncertainties, and overlaps is by using
industry standard models, patterns, architectures, and best practices. There have been
attempts to anafe regulation policies and overlaps. However, there has been no attempt
to make software architecture more precise at a higher level and eventually guide the design
and implementation efforts. These kind of standard approaches could improve compliance,
sealrity, privacy and the overall software quality.

Cloud compliancerequiresshared responsibilities in the public cloud. It involves
service providers, service brokers, customers, and auditors. There are ongoing
compliance, security, and privacy challespecause of the complexity of cloud platforms,
lack of full control and transparency, and involves multiple participating entities. In most
development processes, compliance and security are not considered at the early stages of
software development. Asrasult, compliance and security are getting addressed either at
testing stage or at the last stage of development that could potential create more compliance
and security threats. In order to build good quality and compliant systems, it is critical to
andyze regulations at all development phases including requirement, design,
implementation, and testing phases. The quality of software, compliance and security can
also be improved by using available patterns, R#d best practices

The surveyreveals that more research is need to overcome these compliance

challengesWe developda complete and precise RAs that can be used to analyze complex
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regulations, avoid overlaps, mitigate security threats, and promote the usage of,patterns
models, andemplates [Yim15].We have attempted to address these challenges with

patterns and RAs in the following Chapters.
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4. TOWARDS COMPLIANT REFERENCE ARCHITECTURES BY FINDING

ANALOGIES AND OVERLAPS IN COMPLIANCE REGULATIONS

Overviewd Business softare is subject to a variety of regulations depending on the
type of application. For example, software handling of medical records must follow
HIPAA; software for financial applications must comply wBl®X, and so on. A close
examination of the policiescluded in those regulations shows that they have analut)
common aspects. Analggarts of regulations can be expressed as Semantic Analysis
Patterns (SAPs), which can lead to building similar parts in other regulations. Overlapping
parts usually corspond to security patterns and can be used to add security to other
regulations. If we collect SAPs and security patterns in a catalog we can builtbRAs
existing and new regulations. The resultant Compliant RAs (CRASs) can be used as

guidelines for builthg compliant applications.

4.1 Introduction

In many countries, business activities have government, state, or indasey
regulations. Some laws state that organizations are responsible for all compliance related
issues. The cost of not being compliantymesult in penalty fees, possible lawsuits, and
bad business reputatidn.the opinion of [Mas11]egal compliance may become thest
important NorFunctiond Requirement (NFR) for a largaumber of software systems.
Government and state regulatiomse mandatory while industry regulations are

suggestions.However, not following idustry regulations may hurt thearketing
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possibilities of a software systerRegulations are witen by lawyers and usually are
lengthy, hard to read, at timeedundant, peaps ambiguousnd maybe even inconsiate
at some places. Incorrectiorprecise implementations aégulations may lead to lawsuits
and may harm people. [Ma1] reports that most compusaience graduate stewlts have
trouble understandingegulationsTo make regulations clearer and more prettisee has
been attempts tanalyze them to understand tiights and obligations of the participants
[Bre08, Lam09].However, therenave been few attempts to make clear sb&ware
architecturerequiredfor the implementation of thpolicies in the regulations. We are
attempting to do this bexpressing the regulations in the form of patte®everal
methodologies exist for buildinsecure systems using pattefzul?], including one
proposed by us [F86, Ferl3Uzulj; these methodologies can also handle compliance.
The specific regulations to be followddpend on the typef application. For example,
software handling medicakcords must follow HIPAA [Hif3]; software for financial
applications mustomply with SOX, and socon. Some applications may need to follow
more than oneegulation. A close examirah of the policies included ithose regulations
shows that they have analogies. By thatmean that portions of the regulations handle
information in asimilar way. Differentregulations also have straigttmmonalities, e.g.,
they speify the same enforcementechanism. We show hereatlby identifying analogies
andcommonalities we can rka regulations much clearer aedsier to implement. If we
collectthese aspects as patterns catalog we can buil®As for existingas well as new
regulations. Tie resultant RAs can be used gsidelines for building compliant
applications. We can alagse this catalog to complement secure or compliant sa&twar

development methodogies. We can make the softwadeveloped using one of éh
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methodologies mentioned abomet just secure but also congoit if we add to them a
catalog of patterns that describe the région(s). In addition, we havehown that
incorporating regulabns described as patterns into RAecan generate applications that
comply with these reguli@ns [Ferl4q We describe oumodels using thdJnified
Modeling Language (UML)Rum99], at times enlmged using OCI[War03].

Specifically, our ontributions include a demonstratidimat regulations have analog
and common aspects that can lbeeraged to build or enhance RAs compliant with
differentregulations and we sthoan example of how to do this.

Section4.2 describesome regulationperformsimilar actions with their data and we
can deduc@atterns by analogy. Section 4.3 indicates commonaétiesngregulations.

We summarizehis chapter with some conclusions in Section 4.4.

4.2 Analogy

Typically, regulations refer to four aspects: data witlications or classifications of
their sensitivity; the entitiestakeholders) involved in hala this data, usually defined
by their roles; the rights of these roles with respect to the diaththe obligations of the
roles when they access dakeeging in mind these four aspects we can see that some
regulations have parallel concepts. We used analogy to discover new SAPs in [Fer00].
Analogy implies the realization that the information in a specific model is handled in a
similar way in another modele., the other model has the same concepts (possibly with
different names) related in a similar way. Figure 1 shows this idea, starting from a pattern
pl in application A we can find a pattern p2 in application B either by direct observation
or by firstgeneralizing the pattern into a more abstract form, followed by specialization
[Fer0Q.
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Figure 2 shows a UML class model showing parts of the HIPAA rules. The role Patient
has a Medical Record for which the role has the right to read it and authonme its
Medical Records include Treatment Histories. The role Doctor has the right to read and
modify the records of his own patients. Medical records are related to each other based on
some Medical Relationship that relates records of contact for infedimesses or genetic
relationships. Reading of medical records by external entities requires patient notification.
The left side of Figure 2 can be considered a SAP describing the rights of patients and
doctors as well as a system obligation. The classakiH&are Provider arfdatient on the
right side of Figure 2 are in fact part of another pattern describing two of the stakeholders
of the regulation [Sor04].

Figure 3 shows a SOX model obtained by making the following analogies:
Patienf Investor, Medical Recowy Financial Record, DoctéyBroker, Treatment
HistoryA Financial Account. Again, the left side of the figure is the analog of the medical
record SAP and can be derived directly from it. As in all patterns, it is not arphug it
need to be tailored. A type of tailoring is shown in Figure 3 where the OCL constraints of
Figure 2 have been expressed in words and the class names reflect the different context.
We can carry this analogy to any regulation that requires handling of sonw tygoerds

that belong to individuals.
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The model of Figure 2 requires a platform that can apply cedegendent restrictions
and by using again analogy we know that this type of restr&tigihalso be needed in the
model of Figure 3. As indicated in Figure 1, we can generalize the patterns of Figures 2
and 3 and define an abstract Record Protection pattern from which we can derive patterns

specific to new regulations.
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4.30verlap

Reading the descriptions of the regulations in Section 4.2 we can see that specific
security mechanisms appear in most tbem because they require protection of
information. Compliance requires attributes such as confidentiality, integrity, availability,
reliability, and accountability. As a result, there are a number of commonalities among
regulations and standards thatikcbbe abstracted as patterns. Some of the commonalities
are described belaw

For example, privacy requirements are pregemhany regulations. Privacyqaires
the use of security mechanisms that can be described by security patterns. For example, a
pivacy policy that indicates that Ahospital
requires contenrtlependent access control, which can be enforced by a corresponding
security patternfer144. Obligations can be realized as part of authorization huealso
can be defined as separate rules. All regulations require participants to be uniquely
identified. [Fer13]written a set of identity patterns which include: The Identity Provider
pattern centralizes the admisiheCircdeaftTruggn of
pattern represents a federation of service providers that share trust relationships. The
Identity Federation pattern allows the federation multiple identities across multiple
organizations under a common identity. Most of the regulatdescribed here show the
following requirements:

1) Security: policies and procedures to regulate the security of data, systems, applications
and configurations. Security implies authentication, authorization, and encryption which

provide confidentiaty and integrity. Security management focuses on policies and
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procedures to create, modify, delete, and review user access control, security settings and
configurations. Security enforcement policies and procedures are ways to enforce security.
2) Privacy: policies and procedures to regulate the use and the disclosure of sensitive
information that uniquely identify an individual or client. Some of the sensitive information
includes social security numbers, address, credit card number, age, and medigsl reco

3) Logging and Audit control: policies and procedures to record and examine activities

of users (data accessed, time), configurations of systems and applications.

4) Secure data transmission and storagepolicies and procedures to secure data
transmision and storage (cryptography and digital signatures for transmission,
authentication and authorization for storage).

5) Notification: when information is accessed by entities not specifically entitled to do so,
users must be notified.

6) Reporting: policies and procedures to generate an incident report to assure compliance.
The report includes security breaches and compliance on user activities, system activities,
and configurations changes.

7) Compliance Monitoring: Monitors and enforceomplianceby applying compliance

rules and regulations.

8) Compliance Analysis Analyze the overall activitiesand trends on users, data,
configurations, systems amagplications by auditing logs and records.

9) Backup: policies ancprocedures to archive protectaata.

10) Disaster recovery policies and procedures to recoggstems, applications, data and

configurations.
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11) Sanitation: policies andorocedures to sanitize storagevices when they are out of

use.

12) Emergency accesspolicies and procedure to @essprotected data in the case of
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Figure4: A model for secured SOX

We have patterns for mst of these. For those aspeetsere there are no patterns, we
list them agpotential candidate for patterns aindlude in he list reporting, compliance
monitoring,compliance analysis, disaster recovery, stinitaand emergency access.

In spite of the fact that reations explicitly indicate théypes of security mechanisms
they require for their protectedformation, thetruth is that the system must be secure as a
whol e. |t doesndt informaionlisdisciosed threugh ai path motr i v a't
considered in the correspondiragulation, the record keeper is still legally responsible. In

other words, the list of theecurity mechanisms indicated ltlye regulation should be
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interpreted mostly as a suggestion antlas a complete set of requirements, what matters
is avoiding misuse of the information.

If we catalogthesepatterns, we can build models for other regatet starting from
the models we have. For example, we can build an RA for SOX starting from the HIPAA
RA. Using analogy we could have deduced the model of Figure 3 and using the table of
commonalities we can add corresponding mechanisms in the formtefmgat-igure 4
shows the model of Figure 3 with the addition of mechanisms for Encryption,
Authentication, and Reporting. Note that Figure 3 already had Authorization in the form

of RBAC [Fer13]

4.4 Condusions

Companies thatevelopsoftware to be used bgstitutions that must follow a variety
of regulations can benefit by first building a catalog of patterns that can be used as building
blocks to build complete regulation models. These patterns can describe specific policies
or security mechanisms that &ap in several of the regulations. We can also build a
catalog of patterns based on making analogies across regulations as the ones shown in
Section 43, which can be used for building support for new regulations. The use of these
catalogs leads to a facyofor RAs from where we can derive applications that comply with
one or several regulations. In spite of the fact that regulations explicitly indicate the type
of protection they require for their information, the truth is that the system must be secure
as a whole; we cannot in generagparate the regulatioelated information from other
information needed in the appid i o n . | t d o etkeni®ptivate iefarhation mat t

is disclosed through a path reminsidered in the corresponding regulation, the data keeper
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is still legally responsible. That implies the need for a holistcure development

mettodology as the one describedurzuly.
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5. REGULATION PATTERNS

Overviewd thereare a number oftommonalitiesamongregulations that can be
describd as patterns (Chapter./egulation pattermealizespoliciesfrom regulationgo
makethemmore precise and reusabferegulation pattern is similar to a security pattern.
The main diference is that a security pattern intends to neutralize a threat while a
regulation pattern realizes one or more policies from a reguldtlwere has beeafew
attempts t@nalyzeregulation policiess patterndSor05] developed a pattern for medical
charts that describes patient treatment information. [Bre08] developed a methodology to
extract access rights and obligations from regulatibnghis chapter, waavedescribe
HIPAA rules (policies)as patterns. In addition, weave identifiedpatternsfor policy
managementreporting, and compliance analyzé/e follow a standardPOSA template

[Bus96]to describehesepatterns

5.1HIPAA privacy rule

Intent

Describe accurately the policy that prescribes that health providers must notify
individuals of theuse of their health information. In addition, they must regulate the use
and disclosure of PHI.
Example

A software house decided to market software to help private medical clinics and health

providers comply with HIPAA regulations. They found that thgulationsthemselves
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were not clear and it was hard for their developers to implement the rules in the regulation.
The developers read the regulations and interpreted them in their own way. The final
product was a failure because some of the regulatvens not correctly implemented and
resulted in lawsuits and misunderstandings that violated the regulations.
Context

Covered entities are defined as health care clearinghouses, employer sponsored health
plans, health insurers, and medical service provith&sengage in certain transactions.
The Privacy Rule of HIPAA establishes that covered entities should notify individuals of
uses of their PHI, i.e., health providers should notify patients of the uses of their medical
information. PHI is any informatiombout health status, provision of health care, or
payment for health care that can be linked to a specific individual. The PHI includes any
part of a patient's medical record or payment history. Covered entities must appoint a
Privacy Official and a conta person responsible for receiving complaints and train all
members of their workforce in procedures regarding PHI [Hip]. HIPAA applies
specifically in the USA but other countries have similar regulations to protect health
information.
Problem

Regulatims are legal documents and must be faithfully followed. HIPAA must be
followed in the US to handle medical records. A patient who has a problem because this
regulation is not properly applied to his medical information may sue the company
handling his recals. We need to be sure that any software we use implements the

regulations precisely and faithfully.
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The solution to the problem of accurate representation of regulations is affected by the
following forces:
A Notificationd there must be an automatic wayntify users
A Completeness the rule applies to all the héalinformation kept by a
healthprovider.
A Document realizatiah any documents prescribed by the rule must have an
explicit representation.
A Overseeind there must be a role in charge of verifying ttie rules are
applied
Solution
The notification obligation is intended to protect the privacy of patients by informing
them of who has accessed their PHI. Explicit representation of the PHI for patients and its
handling also helps prevent fraud and hehgslical research.
Structure
Figure5 shows the representation in UML of the Privacy rule. A Patient has a Protected
Health Information (PHI), which includes information such as her visits to a doctor and her
payments. The PHI also includéstMedical Record of the patient. A Covered Entity can
access the PHI (in different ways depending on the Covered Entity functions). Privacy
Official represents an interface for this role such that a person in this role can verify that
this regulation is eing followed. Privacy Information includes additional or specific
policies and procedures to enforce this regulation. Class Obligation reifies the policy of

notification.
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Implementation

There are no prescribed system implementations of this rule. However, there are
exceptions to the rule:
Permitted Uses and Disclosures. A covered entity is permitted to use and disclose PHI,
without an individual 6s authorization, for
the Individual (unless required for access or accounting of disclosu2gshreatment,
Payment, and Health Care Operations; (3) Opportunity to Agree or Object; (4) Incident to
an otherwise permitted use and disclosure; (5) Public Interest and Benefit Activities; and
(6) Limited Data Set for the purposes of research, publictheahealth care operations.
Known uses

The Florida Department of Health (FDOH) is implementing a system following
HIPAA rules [Hil13].
Example resolved

Now the software house has a precise description of the information and procedures
that must be incided in their software products.
Consequences

This pattern has the following advantages:

A Completeness the pattern describes explicitly all the requirements of the
rule.
A Document realizatiah every document memned in the rule has an

explicit representatin (a class) in the model.

A Notificationd the model includes an obligation to notify users
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A Overseeind the Privacy Official is a role in chargd verifying that the
rules areapplied to the Privacy Information.
Liabilities include some extra overhead to kea&lp the extra information and for
notification.
See also

[Sor05] describes a common form of medical records.

5.2HIPAA security rule

Intent

Define a set of security mechanisms to PHI that is held or transferred in electronic form.
This rule complements thei?acy Rule by defining ways to protect its information.
Example

A software house decided to market software to help private medical clinics and health
providers comply with HIPAA regulations. Using the previous pattern they were able to
get a goodlescription of the requirements of the Privacy Rule. However, they need to build
in their products appropriate security mechanisms or the privacy recommendations will not
be able to be enforced when their product is deployed.
Context

Today, providers are using clinical applications such as computerized physician order
entry (CPOE) systems, electronic health records (EHR), and radiology, pharmacy, and
laboratory systems. Health plans are providing access to claims and care management, a
well as member seBervice applications. While this means that the medical workforce can

be more mobile and efficient (i.e., physicians can check patient records and test results
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from wherever they are), the rise in the adoption rate of these teclelogieases the

potential security risks for the PHI.

Problem

Regulations are legal documents and must be faithfully followed. HIPAA must be

followed in the US to handle medical records. A patient who has a problem because this

regulation is not properhapplied to his medical information may sue the company

handling his records. We need to protect the medical information of all patients. It has the

following forces

A

Solution

Completeness the rule applies to all the health information kept by a
health provider.

Securityd there must be a security mechanism that controls the proper use
of this information; otherwise, illegal accesses cannot be stopped.
Document protectiah any documents prescribed by the rule must have an
appropriate protection of its contents.

Notificationd there must be an automatic way to notify users

Overseeind there must be a role in charge of auditing that this rule is
being applied.

Extensibilityd an institution following HIPAA rules may want to combine

each rule with other policies of its own.

The Security Rule requires covered entities to maintain reasonable and appropriate

administrative, technical, and physical safeguards for protectifgile Specifically,

covered entities must;
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A Ensure the confidentiality, integrity, and duaaility of all ePHI they
create, receive, maintain or transmit;
A Identify and protect against reasonably anticipated threats to the security or

integrity of the information;

A Protect against reasonably anticipated, impermissible uses or disclosures;
and
A Ensure compliance by their workforce.

The covered entities must perform risk analysis and apply the appropriate defenses. A
method such as [Bra08] could be used to enumerate threats and define the corresponding
defenses.

Structure

Figure 7 showsthe representation in UML of the Security Rule. A Patient has a
Protected Health Information (PHI), which includes information such as her visits to a
doctor and her payments. The PHI also includes the Medical Record of the patient. A
Covered Entity can @ess the PHI (in different ways depending on the Covered Entity
functions). The model shows two instantiations of the falsed Access control pattern
to define rights of Covered Entities with respect to PHIs and rights of Patients with respect
to their RHIs. A Security Logger/Auditor pattern keeps track of all the PHIs accesses so

that patients can be properly notified of accesses bycowvered entities.
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Implementation

The Office for Civil Rights HHS has responsibility for enforcing the Privacy and
Security Rules with voluntary compliance activities and civil money penalties. Given that
the health care marketgla is diverse, the Security Rule is designed to be flexible and
scalable so a covered entity can implement policies, procedures, and technologies that are
appropriate for the entityods particular si:
e-PHI. Therefore, when a covered entity is deciding which security measures to use, the

Rule does not dictate those measures but requires the covered entity to consider:

A Its size, complexity, and capabilities
A Its technical, hardware, and software infrastructure
A The costs of security measures

A The likelihood and possible impact of potential risks-tH.
A covered entity must adopt reasonable and appropriate policies and procedures to

comply with the provisions of the Security Rule. A covered entity must majniaiil Six
years after the later of the date of their creation or last effective date, written security
policies and procedures and written records of required actions, activities or assessments.
Known uses

A The Florida Department of Health (FDOH) is iraplenting a system

following HIPAA rules [Hil13].
A Modernizing Medicine is a clodbdased company that handles medical

records for medical practices and follows these regulations [Mod].
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Example resolved

This pattern provides the company develsparguide about where to add security

mechanisms in their products so that the privacy requirements are always enforced.

Consequences

The advantages of this pattern include:

A

Completeness the pattern describes explicitly all the requirements of the
rule.

Securityy Authentication and RBAC Authorization control access to the
PHI.

Document protectioh every document mentioned in the rule has an
explicit representation (a class) in the model and it has a corresponding
protection of its content.

Notificationd themodel includes an obligation to notify users

Overseeing the solution defines a role in charge of verifying that the rules
are applied.

Extensibilityd rules expressed as UML models can be easily extended with

other policies or functions.

Liabilities include the extra complexity and overhead of the security mechanisms as well

as their acquisition and operational costs.

See also

A
A

Authenticator [Ferl13]
Authorizer [Fer13}-Describe who is authorized to access specific resources

in a system, iran environment in which we have resources whose access
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needs to be controlled. It indicates for each active entity, which resources it
can access, and what it can do with them.

A Security Logger/Auditor [Ferl13How can we keep track ¢
in order to determine who did what and when? Log all secaatsitive
actions performed by users and provide controlled access to records for
Audit purposes.

A Secure Channel [Fer13].

5.3HIPAA t ransactions and Code Sets Rule

Intent

Define standardized health caransactions, medical coding, and procedures.
Context

HIPAA applies to health care systems handling medical information about patients in
both electronic and paper modes. Covered entities are defined as health care
clearinghouses, employer sponsored heplans, health insurers, and medical service
providers that engage in certain transactions. The Privacy Rule of HIPAA establishes that
covered entities should notify individuals of uses of their Protected Health Information
(PHI). PHI is any informationkmout health status, provision of health care, or payment for
health care that can be linked to a specific individual. The PHI includes any part of a
patient's medical record or payment history [Hip]. HIPAA applies specifically in the USA
but other countrig have similar regulations to protect health information.
Problem

There must be a way to identify each transaction from a covered entity with respect to
a given patient. If health care providers are allowed to use their own codes and formats to
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describe thir transactions, a patient who receives a hospital bill where several health care

providers participated will be very confused. In order to process a payment, her insurance

company will need to translate all the transactions to a common format, which exéan

time and expenses. Portability would also be hurt if transactions are not standardized. The

following forces will affect the solution to these problems:

A
A

Solution

Transaction structu@e each transaction should have a predefined structure.
Enforcemend the prescribed format for transactions must be followed by
all health care providers.

Completeness the rule applies to all the health information kept or
produced by a health provider and to all covered entities.

Document realizatiah any documents prescribed the rule must have an
explicit representation.

Overseeind there must be a role in charge of auditing that this rule is
being applied.

Extensibilityd an institution following HIPAA rules may want to combine
each rule with other policies of its own.

Usabilityd the identification method should not be cumbersome or hard to

use.

Define a set of identifiers for covered entities and a set of transaction codes to be used

by all health providers. Define a set of medical codes to identify procedures and treatments.

Appoint an overseer role who is in charge of verifying that theseifidéestand codes are

used.
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Structure

As shown in Figured, a Patient treatment results in a set of Transactions (TX)
performed by different Covered Entities. Each transaction is logged by a
SecurityLogger/Auditor pattern and later all the transactiorstaelto this and other

treatments can be audited by an Overseer who verifies the proper use of identifiers and

codes.
<<role>> <<role->
Patient o * > * 1| CoveredEntity
erforms id
name code P name
charges
payments
[
|
|
I
|
I
— <<role>
SecLogger |1 1
Audit%gr] audits Overseer
udi

Figure9: Class model fofransactions and Code Sets Rule

Implementation

One of the objectives diIPAA was intended to make the health care system in the
United States more efficient by standardizing health care transactions. HIPAA transactions
are specific and distinct activities involving the electronic transfer of health care
information for partialar purposes. HIPAA added a new Part C titled "Administrative
Simplification" to Title XI of the Social Security Act. This requires all health plans to
perform transactions in a standardized way. Some of the specific types of transactions used

for HIPAA compliance include:
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A The Health Care Claim Transaction set is used to submit health care claim
billing information, encounter information, or both. It can be sent from
providers of health care services to payers, either directly or via
intermediary billers ad claims clearinghouses.

A Retail Pharmacy Claim Transaction is used to submit retail pharmacy
claims to payers by health care professionals who dispense medications,
either directly or via intermediary billers and claims clearinghouses.

A The Health Care @im Payment/Advice Transaction Set can be used to
make a payment, send an Explanation of Benefits (EOB), send an
Explanation of Payments (EOP), or make a payment and send an EOP
remittance advice only from a health insurer to a health care provider either
directly or via a financial institution.

A The Benefit Enrollment and Maintenance Set can be used by employers,
unions, government agencies, associations or insurance agencies to enroll
members to a payer. The payer is a healthcare organization that jpags cla
administers insurance or benefit or product.

A A Health Care Claim Status Request can be used by a provider, recipient of
health care products or services or their authorized agent to request the
status of a health care claim.

In addition, medical codsets are used in transactions to identify what procedures,
services and diagnoses pertain to a patient encounter. The codes characterize a medical

condition or treatment and are usually maintained by professional societies and public
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health organizationsThe codes identify diseases, drugs, dental procedures, and similar.
There are also claim status codes.
Known Uses

Most health providers in the US have implemented these rules. Examples include the
Florida Dept. of Health [Hil13], Beverly Hospital [Bewanderbilt University [Van], and
Stanford University [LamO09].
Consequences

The use of this pattern has the following advantages:

A Structur® Transaction classes can define a uniform structure for all
transactions.

A Enforcemend the prescribed format for trardBons can be enforced by
rejecting transactions in naronforming formats.

A Completeness we can assure that the rule applies to all the health
information kept by a health provider. There should be enough distinct
identifiers to give to all covered entisietransactions, and medical codes.

A Document realizatioh classes Transaction and Identifier describe the

required information.

A Overseeind the solution defines a role in charge of verifying that the rules
are applied.
A Extensibilityd rules expressed as UMLadels can be easily extended with

other policies or functions.
A Usabilityd There are simple and convenient identification methods that can

be used to implement this solution.
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Disadvantages include: Enforcement may be complex.
Related patterns

A Authenticator{Fer13}-When a user or system (subject) identifies itself to
the system, how do we verify that the subject intending to access the system
is who it says it is?

A Authorizer [Ferl13}-Describe who is authorized to access specific resources
in a system, in aenvironment in which we have resources whose access
needs to be controlled. It indicates for each active entity, which resources it
can access, and what it can do with them.

A Security Logger/Auditor [Ferl13How can we keep track ¢
in orderto determine who did what and when? Log all secig@ysitive
actions performed by users and provide controlled access to records for
Audit purposes.

A Secure Channel [BraO®]provide a connection between two endpoints

with confidentiality protection.

5.4HIP AA unique Identifiers Rule (National Provider Identifier (NPI))

Intent

All covered entities using electronic communications (e.g., physicians, hospitals, health
insurance companies, and so forth) must use a single NPI. The NPI replaces all other local
idertifiers.
Context

HIPAA applies to health care systems handling medical information about patients in
both electronic and paper modes. Covered entities are defined as health care
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clearinghouses, employer sponsored health plans, health insurers, and sedical
providers that engage in certain transactions. The Privacy Rule of HIPAA establishes that
covered entities should notify individuals of uses of their Protected Health Information
(PHI). PHI is any information about health status, provision otheale, or payment for
health care that can be linked to a specific individual. The PHI includes any part of a
patient's medical record or payment history [Hip]. HIPAA applies specifically in the USA
but other countries have similar regulations to prdteeith information.
Problem
If we have to deal with transactions that come from several covered entities and they
use arbitrary identifiers it would be very hard to decide how much to pay to every health
provider.The solution is affected by the followirigrces:
A Commonality-We need a way to have a common identifier across states or
counties. Otherwise it would be very hard to deal with transactions that

cover several locations or health providers.

A Uniquenesd each covered entity must have a unique idientif
A Multiplicity d a health provider cannot have more than one identifier.
Solution

Specialize some generic identity model such as the one in [Del07]. In particular, the
l denti ty Provider pattern, which centrald.i
information for a security domain.
Implementation

HIPAA covered entities such as providers completing electronic transactions,

healthcare clearinghouses, and large health plans, must use only the National Provider
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Identifier (NPI) to identify covered heattare providers in standard transactions. The NPI
replaces all other identifiers used by health plans, Medicare, Medicaid, and other
government programs. However, the NPI does not replace a provider's DEA number, state
license number, or tax identificatiommber. The NP1 is 10 digits (may be alphanumeric),
with the last digit being a checksum. The NPI is just a number that does not itself have any
additional meaning. The NPI is unique and national, nevarsed, and except for
institutions, a provider usilly can have only one. An institution may obtain multiple NPIs
for different "subparts” such as a freganding cancer center.
Known Uses
By early 2014 all states in the USA have implemented a national id system.
Consequences
This pattern has thellowing advantages:
A Commonality-We can define a common identifier across states or counties.
A Uniguenesd each covered entity id can be forced to be unique using an
appropriate generation method.
A Multiplicity & we can assign only one id to each health joiev
Disadvantages include: Cost of changing old identifiers.
Related patterns
Identity Provider [Del07, Ferl3}he Identity Provider pattern allows the centralization

of the administration of subjamtsod identi
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5.5HIPAA enforcement Rule

Intent

The Enforcement Rule sets civil money penalties for violating HIPAA rules and
establishes procedures for investigations and hearings for HIPAA violations.
Context

Health care systems handling medical information abdigrga in both electronic and
paper modes. Covered entities are defined as health care clearinghouses, employer
sponsored health plans, health insurers, and medical service providers that engage in
certain transactions. The Privacy Rule of HIPAA estabkstinat covered entities should
notify individuals of uses of their PHI. PHI is any information about health status, provision
of health care, or payment for health care that can be linked to a specific individual. The
PHI includes any part of a patientisedical record or payment history [Hip]. HIPAA
applies specifically in the USA but other countries have similar regulations to protect health
information.
Problem

The Security Rule defines access restrictions to protect health information. However,

it is useless unless there is a way to enforce these rules. The forces affecting the solution

include:
A Violationsd there should be a convenient way to detect rule violations;
otherwise the rules have no practical value.
A Expressiordecisions about rule violationsan be complex and may

include amounts for fines and other punishments. We need to be able to
express policies for rule violations.
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Solution

Use the Reified Reference Monitor (RRM) pattern [Ferl3] to detect violations and
generate fines and investigatioropedures against the entities which violate the rules.
Enforce authorizations when a subject requests a protection object and provide the subject
with a decision.

In a computational environment in which users or processes make requests for data or
resoures, the RRM enforces declared access restrictions when an active entity requests
resources. It describes how to define an abstract process that intercepts all requests for
resources and checks them for compliance with authorizations.

Implementation

The Enbrcement Rule sets civil money penalties for violating HIPAA rules and
establishes procedures for investigations and hearings for HIPAA violations. For many
years there have been few prosecutions for violatibims.U.S. Department of Health and
Human Serv c e s recently i ssued final regul ar
implementing changes to HIPAA mandated by the HITECH Act. The Omnibus Final Rule
greatly increased the potential penalties for violations of the HIPAA privacy, security and
data breach ndication rules. The Omnibus Final Rule, took effect on March 26, 2013,
and provides for varying penalties for violations, depending on the degree of care exercised
by the covered entity or business associate.

Known uses
There are now few casegere this enforcement was performed but the situation is

changing [NahO08].
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Consequences

A Violationsd the overseer using the Security Logger/Auditor Pattern can
monitor compliance of the rules.

A Expressiod The Reified Reference Monitor can include decisibtias can
be of arbitrary complexity and can, for example, indicate fines or other
punishment for violators.

Related patterns

A Authenticator [Fer13]

A Authorizer [Fer13}-Describe who is authorized to access specific resources
in a system, in an environmentwhich we have resources whose access
needs to be controlled. It indicates for each active entity, which resources it
can access, and what it can do with them.

A Security Logger/Auditor [Ferl13How can we keep track ¢
in order to determine o did what and when? Log all securggnsitive
actions performed by users and provide controlled access to records for
Audit purposes.

A Secure Channel [Bra00].

A RRM. See Solution Section.

5.6 Compliance policy management point

Intent

Add, read, modify, and dete regulation policies.
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Context
In many countries, business activities have government, state, or indasey
regulations.Regulations are setsf policiesthat needs to upp-datein a regular basis
Organization that owns the serviceresponsible tanaintaincompliance and security
policies Systemadministrators have permissions ¢ceate, read, update, and delete
policies. Auditors have reaatcess to comply with regulations. These policies are used to
maintin confidentiality andntegrityof consumer so0 dat a.
Problem
Regulation changes based on security threats, new standards)aaddtes from
government/industry. Compliance and securitgolicies need to be upo-date and
accuraten orderto be compliant. Theost of not beingompliant may result in penalty
fees, possible lawsuits, and bad business reputafidre forces affecting the solution
include:
1 Accuracyd we should faithfully update compliancand securitypoliciesto
comply withthe corresponding government or industgulations.
1 Securityd policies must be protected from unauthorized changes. Any
changes in the policies need to be recorded for auditing.
1 Complianced we need to verify that we have complied witthe
corresponding governmeat industry regulations
Solution
System administrators with the right permissishouldhave a way to createead,

updateanddeletecompliance and securipplicies. Wecanuse available security patterns

64



to authenticate useand authorize&hanges. Wean alsausea Secuty Logger /Auditor
pattern to log changee comply withauditing.
Structure

Figure 10 shows theclass diagram focompliance policy management popdttern
Authorized system administrat@an create, readmodify, and delete compliance and
securitypolicies Auditors have read access to review implemented policies and to verify
that the implemented policies ame line with the corresponding regulationk. uses
available security patterns to authenticate and authorize users and sgstaumisy Loger

andAuditor patterns used to recordew policiesor change$o existing policies.

Security Pattern(s)
. PolicyManagementPoint PolicyManagement
User
-id +r gePolicy() 1| * addPoIif:yO
+ validatePolicy() |@—— + readPolicy()
+ validateUserPermission () + updatePolicy()
+ deletePolicy()

readPolicy

SystemAdministrator Auditor

*
PolicyEntry
| -id
- policy
SeclLoggerAuditor - effectiveDate

- createdDate

FigurelQ: Class diagram for compliance policy management point
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i i i
i i i i
i i i N
i i i
| | |
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e
| i i 1
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status

Figurell: Sequence diagram to add a new policy

Dynamics

Figure 11 shows the sequence diagram for a use casel@onew policy Authorized
system administratercancreate new policies. Each new policy hab¢ovalidatedefore
it gets added to the systeamavoid possible conflicts
Implementation

The class diagram shown in Figut@ provides a guideline for implementation. We
can use secured file system or database to store polideeseed to enforce security to
avoid unauthorized changds addition,we need to enforce policy validatiavhen we
add new policies or chang#oexisting policiedo maintain the integrity of the system.
Known uses

ILOG JRules [bm2] and Drool Pro] have implemented a ruengine thaallows

policy management and apply policetsruntime

66



Consequences

The policy management point pattern offers the following benefits:

1 Accuracyd the pattern can be usaalprevent conflicts by verifying new policies
or changes before it gets added to the system.

1 Security itis possible to addppropriate securifyatterns to preveninauthoried
changes.

1 Compliancé maintaining transparenand protected policiesis one of the
requirement for complianceNe needto use compliance policy management,
SecLoggerAuditgrand security patterns to comply with the required regulation.

Related patterns

1 File Access Control [Ferl3]

1 Reified Reference MonitdFerl3]

1 Policy-BasedAccess ControlFer13]

1 SecLoggerAuditofFerl3]

1 Authenticator [Fer1B

1 Authorizer[Ferl3]

5.7Compliancereport management point

Intent

Generatecompliance and incident reports as per regulation guidelines.
Context

Organizatios are required to generate appropriate reports to prove their compliance.
Auditorsshould be able tgenerate and analyze compliance repasigartof auditing In

addition, organizations are required to generate incident repotite taseof security
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breaches.Only authorized gstem administratorand auditors are able to generate reports
Compliance reports vary among regulatioflse main input sources to generate reports
includessystemlogs, applicatiors logs, user activitiescompliancepolicies,and security
policies.
Problem

The type and content cbmpliancereports vary among regulationghe report needs
to be accurate and should comply with regulation requirements. The accuracy of the report
is based on thievel loggingandthe accuracy of thestoreddata Only authorized users
such as auditors and system administragbmild beable to generate reportsThe forces
affecting the solution include:

1 Accuracyd we should faithfulllog appropriate information and be able

generateeports as per the regulatigaideline
1 Securityd only authorized users should be able to generate and review reports
1 Complianced we need generate accuradportto prove that we have complied
with the corresponding regulations.
Solution

Authorized auditors and system administratoeed tohave ways to generate reports
as per the regulatiaguidelines The accuracy of the report is based on the levels of logging
from systems, applications, and user activiti@gganizations should be able denerate
reports based atype of reportandcompliance timelineRepors should only be accessed

by authorized users.
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Structure

Figure 12 shows the class diagram for report management pumattern The
ReportManagementPoint class is responsible toeatittate, authorizeaccept report
generation requestand shargeneratedeportsfor authorized user3he ReportGenerator
classis responsible to generatport usingecords from logs, user activities, and policies.

The ReportDataLoader is responsible to load system logs, application logs, and user

activities.
Dynamics
Figure 13 shows sequence diagram to generate user activities report. Authorized system

administrator generate compliance report. The report getsageden accordance with

compliance and security policies for a given timeline.

Security Pattern(s)

use

ReportGenerator

ReportManagementPoint

User -reports Report
-id
-id + generateReport() . | - report
+ generateReport() 1 po
+ getReport() >+ DetReRPOI‘tgo —— - reportType
+ encryptAndShareReport() + saveRepol - reportStartDate
A \ + deleteReport() - reportEndDate

[ createdDate
SystemAdministrator Auditor
SecLoggerAudilor 1

ReportDataloader

+ getSystemLogs()
+ getApplicationLogs()
+ getUserActivities()

load logs

Figurel2: Class diagram for compliance report management point
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Figure13: Sequace diagram to generate user activities report
Implementation

The class diagrarshown inFigure12 can be used as a guideline to implenrepbrt
generatopattern We need to identifthe requirednput sources for the repatata source
anduseReportDataLoadeio map andoad the required datdhe generatedeportneeds
to be securedWe can enforcsecurityto generate and review repowsh one or more
security patterns such as access control list, authenticator, and encryption.

Known uses
There are many report generatiogls such as Jaspelag, BIRT [Bir], Splunk[Spl],

and manyothers araising report patterrt® comply with regulations and customer needs
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Consequences

Thereportmanagement point pattern offers the follog/benefits:

1 Accuracyd the pattern can be usdd generate accurate report pyoperly
mapping logsaind actiongo the corresponding complianceport

1 Securityy it is possible to add appropriate securfigitterns toenforce the
confidentiality and integrity of generated reports.

1 Compliancé generating transpareanhdaccurate report isne of the requiremest
for complianceWe needaccurate logging, loading, and mapping to comply with
the required reports.

Related patterns

1 File Access Control [Ferl3]

1 Reified Reference MonitdFerl3]

1 Policy-Based Access Contr{fferl3]

1 SecLoggerAuditofFerl3]

1 Authenticator [Fer1B

1 Authorizer[Ferl3]

5.8 Complianceanalyzer management point

Intent
Analyze syeems logsapplicationlogs,user activities, security breaches, and compliance
as per compliance and security policies
Context
We analyzdogs and user activities to identify security threats, to determine resource

usage, to monitor availability, and to understand user trer@smpliance analysisanbe
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doneat realtime or on a need basi®nly authorized users can access and share analysis
results.
Problem

Organizations need to have a way to analyze and mayisbems, application&gs,
and userso protect o n s u gam andodespond quickly in the case of security breaches
The forces affecting the solution include:

1 Securityy ways to analyze security thregbseachesand user trends

1 Availability 8 ways to monitor systes and applications availabilities

1 Resarce usagé we need to be able to determine resource usagdeallocation.

1 Complianced we needo be able to analyze overall activities @ssess

compliance

Solution

The complianceanalyzer can be &d to analyze security threats and breaches,
compliance, anavailabilities The main data sources for compliance analysis are system
logs, application logs, ugsystemactivities, and system/application statlife solution
canalsobe used to determine resource usaget@madhalyzaiser trendsWe need to make
surethatonly authorized users aable toaccesanalysis result The solution needs to be
flexible to support new analysis requirements.
Structure

Figure 14 shows the class diagram for compliance analyzer managemenpatbarh
Authorized system administrators and auditors can access analysis results through
AnalyzerManagementPoint. AnalyzerManagementRdagsis also used to activate and

deactivate compliance analyzeComplianceAnalyzer is used to generate reports from
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logs users/system activities, arapplication/system statu€omplianceAnalyzer uses
DataLoader to load and map logactivities, and status It uses compliance policy
management patterto load compliance policies and report management pattern to
generate eports. Both application and system anatyzclasses are used to analyze
activities and logs.
Dynamics

Figure 15 shows a use case to access analysis results. Authorized system administrator
or auditor can access results after the compliance analyagleted its analysis. The
analysis is done based on compliance and organization policies. The analysigl snbase

user/system activities, logs, and regulation policies.

SecurityPattern(s) PolicyManag oint p

generate incident report

——

. use AnalysisEntry
AnalyzerManagementPoint ComplianceAnalyzer
User + activateComplianceAnalyzer () -id
wd +di ianceAnalyzer() H -lype
+ getAnalysisResult() - UB§CYIDIIOH
+ publishAnalysisResult() + analyzel ogEntries() - acl!un
+ analyzeUserActivitities() L acl!onTnggeredBy
+ getHealthStatus() - actionDate
SystemAdminisirator Auditor + saveAnalysisResult() - status
+ getAnaly ult() - alertLevel
- recommendation
N T
load logs Datal oader
SecLoggerAuditor [~~~ 7~ 7 7 7
+ loadLogs()
ApplicationAnalyzer SystemAnalyzer
+ analyzelogEntries() + analyzeLogEntries()
+ analyzeUserActivitities() + analyzeUserActivitities()
+ getHealthStatus() + getHealthStatus()
+ saveAnalysisResult() + saveAnalysisResult()
+ getAnalysisResult() + getAnalysisResult()

Figurel4: Class diagram for compliance anaymanagement point
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Implementation

The class diagram shown ffigure 14 can be used as a guidelib@ implement
compliance analyzgrattern. We need to identify the requidatafrom logs, users/system
activities, and application/system statliseDatal.oadercan be usetb map and load the
required data. We can apply available patterns such as access control and encryption to
secure the analysis resultsuses the complianaeport pattern to generatempliance
reportbased on the analysigsult It also useshe compliancg@olicy management pattern
to analyze and validate logs and activities in accordance wittothespondingegulation
guidelines.
Known uses

There are many analysis tools such as IBM SmartCloud Analytes3], AWS
CloudWatch [Ama2], AWS CloudTrail [AmaB Microsoft Azure HDInsight Mic2],
Splunk Bpl], and many otherare usinganalysis patterng® comply with regulations and

customer needs
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getAnalysisResult() validateUser()
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getAnalysisResult()
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analyzeData()

createAnalysisEntry

analysisEntries 1

saveAnalysisResulk()

analysisEntries 11

analysisEntries

Figurel5: A sequence diagram to access compliance analysis results
Consequences

The report management point pattern offers the following benefits:

1 Security List of security threatislentified from the analysis can be addredby
applying securitypattern(s).We can &0 enforce more security and privaby
analyzing trends frorasers and systesn

1 Availability 8 the status of the application and system cambeitored fromhe
analyer using live or offline analysis

1 Resource usag® organization can project the resource usage based on previous
usage.

1 Conplianced theresults fromcompliance analyzeran be used tevaluatehe

overallcomplianceof the system.
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Related patterns

T
T
T

File Access Control [Ferl3]
Reified Reference MonitdFerl13]
Policy-Based Access Contr{ffer13]
SecLoggerAuditofFer13]
Authenticator [Fer1B

Authorizer[Fer13]
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6. AN APPROACH TO BUILD REFERENCE ARCHITECTURES (RASs)

Overviewd Building regulationcompliant systems is difficutiecause of the complex
nature of regulations and systems. In addition, the lack of complete, precise, vendor neutral,
and platform independent software architectures makes compliance even harder. RAs
should be complete, precise, abstract, vendor neutaéloqm independent, and with no
implementation details; however, their levels of detail and abstraction are still debatable
and there is naommonlyaccepted definition about what an RA should contain. Existing
approaches to build RAs laslystematic proadures to identifyequired components and
ways to define the structure of the architectdmeaddition, most approaches do not take
full advantage of patterns and best practices that promote architectural qualities such as
modularity, reusability, flexillity, and usability. Wénaveproposd a five-step approach
to build RAsby analyzing features from available approaches but refined and combined
them in a new way We have developed a procedure to b&Ws that can improve the
quality of the concrete ahitectures derived from it and from which we can deriveemo
specialized RAs such &Asfor cloud systems. We evaludtie architecture by creating

completeness and industinased usagerofiles.

6.1Introduction

RAs should be complete, precise, abstraefjdor neutral, platform independent, and
with no implementation details; however, their levels of detail and abstraction are still

debatable and there is no accepted definition about what an RA should c@h&in.
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solutions to many recurring problems héezn represented as patterns and can be used to

solve new problems with appropriate tailoring. In general, patterns promote software
quality attributes such as accuracy, modularity, reusability, flexibility, and readability. An

RA can take advantage oftgens; in fact, we see an RA as a big compound pattern. The
main question that we need to answer i s: f
complete and precise RA?0 Some of the exi ¢
(RMs), viewpoints, and aldoc approaches do not include patterns in their design process.

A PatternBased approach uses patterns to build R#&s15 Str1d.

Several approaches to build RAs have been propdsegDb, EkIO5, Ferl5, Has00,
Pcill, Nak12, Nis, Oas, Paa, Strl@enifying therequiredcomponents that make up the
architecture is one of their challenges. We idgntdbmponents by building an RA
metamodel use cases, and ontologid&e propose a fivsetep approaclby analyzing
features from available approaches butnediand combined them in a new whyst, we
analyze RA input sources from functional requirements-fooational requirements,
stakeholders, regulations and standasdssing RA metamodel as framewoYke identify
components from use caseamtologies,threat modeling, policies and best practices.
Second, we build a conceptual model (RM) by analyzing domain components, stakeholders
and theirinteractions. We usentologyandUML to analyze the static and dynamic nature
of the identified components. THi we map the identified components to patterns using
abstract patterns. Fourth, we build RAs by combining results from steps 1, 2 and 3. Fifth,
we evaluate the architecture by validating its quality attributes such as accuracy,

modularity, reusabilityflexibility, performance, and readability. Our metamodel et
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step approactextend some of the steps we used in building a Security Reference
Architecture(SRA) for cloud systemsHer13.

This chapternis organized as follows: In SectionZ we discas available apprches
to build RAs. In Section 8, we discuss our fivetep appoach to build RAdDy using
HIPAA as an exampleln Section 6.4, wbuild compliance RA (CRA)py extending our
five-step approach to build RAs froavailablereal RAs. We erd this chapter with our

conclusiosin Section 6.5

6.2 Available approaches to build RAs

We group the approaches into four categories based on the methods they use to build
RAs. They include the RM method, the viewpoint method, the pattesad method, and

others which use aldoc approaches.

6.2.1.Reference Model (RM) approach

[Nak12] developea threestep process to build an RM for RAs, named the RAModel.
First, they identifiedinformation sources from functional requirements, -farctional
requirements, bespractices, existing frameworks and atebtures. Second, they
identifiedcomponents from identified sources basedomain, infrastructure, appétion
and crosscuttg elements. Third, they butlie RAModel by using steps 1 and 2. In many
cases, an K is consideredsan RA; however, an RA may also include stakeholders, best
practces, design decisions, and mesis data[Tral2] presented an approach to address
compliance related concerns in servizented architectures (SOA) with a modieiven
ard viewbased approach. They proposed dorsaiecific language (DSL) to build

compliance metadata model by using ViBased modeling Framework (VbMF).
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6.2.2.Viewpoint approach

Viewpoint approactuses Rational Unified Process (RUP) artifacts suckieass,
viewponts, and4+1 view mode[Kru95]. The approach usésgical view, procesview,
developmentview, infrastructureview, and scenar® [Oas] built an RA for Service
Oriented Architecture (SOA) by using views, viewpojrdad use cases. [AvgO8kal
IEEE reconmended architeégral description practice [lee00], RUP artifacts [KruO3[ an
UML [B0oo005]. [Avg03] describd RAs by using stakeholders, viewpoints, anews.
[Avg03] also identifiedusers, components, and dependencies by analyzing functional

requiremerg. Norfunctional requirementserenot considereth the architecture

6.2.3.Pattern-based approach

[Str10] built an RA for servicebased systems using a pattbased approach. The
architecture contains tepvel patterns, abstract pattermd implement&in paterns.
They propose to include a component catal@gd an RM as part of the artdgture.
However, [Str10]did not include a methotb map identified components into atast
patterns. [Ferl5] developadsecurity reference architect8RA)for cloud systems from
use cases, threat modeling, and patterns; it maps identified components into abstract

patterns using a catalog.

6.2.4.0ther approaches

[Has00] developed RAs for web servers by analyzing existing code and available de
sign documents. [@05] used reverse engineering to build an RA for web browsers. [Paa]

identified common components and patterns used in industry to create RAs. This type of
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approach is intended to address specific problems and may be applicable for other domains,
but it dees not address ndanctional requirements at the architectural level.

In summary, the available approaches lag&tematic procedures to identify required
commnents anavays to define the structure of the architectdeapproaches, except the
patternbased approach, do not take full advantage of patterns. We develop below a five

step approach to address these limitations

6.3 An approach to build RAs

We develop here a fivetep approach by analyzing features from available approaches
but refined and combined them in a new ywayd considering the use of patteive build
first a metamodel to make expliché components that are requirdsh RA metamodel
includes RA input sources such as functional requirementsfumational requirenents,
and stakeholders. We identify domain components by means of use cases, threat models,
ontologies,policies, and best practices. Second, we build a conceptual model (RM) by
analyzing domain components, stakeholders, and their interactions. Thirdpawe
identified components to patterns by using abstract patterns including APs, ASPs, SAPs,
and abstract design/architectural patterns from a pattern catalog. Fourth, we build an RA
by combining results from steps 1, 2, and 3. Fifth, we evaluate thé&satane by validating
and verifyits quality attributes such as accuracgmpletenessnodularity, reusability,
flexibility, and readability as well as its compliance requirements. Since compliance rules
often implysecurity constraints we also evaluasedegree of security. We use HIPAA as

an exarple to build the architecture.
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6.3.1.A metamodel for RAs

Table 6shows the components ofmn@etamodel to build RAdt includes functional
and nonfunctional requirements, RMabstract patterns (APs),akeholders, RA, and
concrete RAFigure 16shows a UML activity diagram showing the sequence of tasks
needed to produce the RA. Several data items are produced along the workflow, including
lists of stakeholders, lists of patterns, the RM, and the Rdgure 17 shows its class
diagram, indicating that functional and rfumctional requirements are components of the
RM. Abstract patterns are derived from the RM by mapping to a pattern cataldmalhe
RA includes abstract patterns, stakeholders;patten components (portions of the RM
that could not be apped to any patternfigure 18hows sequence diagram to build RAs.
Techniques such as direct analogy or abstract@nO[] can be used to map identified
components into abstract patterns. Identified abstract patterns get refined and specialized
based on the architecture to produce conaaetbitecture The analysis and mapping
process could also reveal new patterns. Comaptenthat are not mapped in abstract

patterns are directly mapped to the architecture as software components
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Table6: RA metamodel components

RA metamodelcomponents

Description

Functional requirements

In most cases, use casand storiesare used tg
identify components and stakeholdevge can alsg
use ontologies to identifyomponents frorfunctional
requirements.

Non-Functional requirement

Nonfunctiond requirements such as securi
regulations and standards can bensidered as a
input source by analyzing security threatecurity
andregulationspolicies We can also use ontologig
to identify nonfunctional requirementsnladdition,
we need to consider controls and constrains to ad(
both safety and security.

Stakeholders

Represent participating entities.

Reference Model (RM)

Conceptual model to identify components &g
interactions for a given context at the abstract leve

Abstract Patterns (APS)

Patterns extracted from RM using a catalog

Reference Architecture (RA

The architecture is built by using the metamodel
the RM as a basis. RA includes abstract pattg
domain specific components, and stakeholders.

Concrete Architecture

An architecture that is derived from an RA. It h
concrete design, implementation and deployn
details for a given context
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Figure16: Workflow to build RAs
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Figurel8 Sequence diagram to build RAs
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6.3.2.Steps to build RAs

Step 1: Analyze the RAOGsS input sources

Input sources include functional and rAmomctional requirements. Functional
requirements can be analyzed through use cag®ges, and ontologie®Nonfunctional
requirements are found by analyzing threatdnerabilities andby analyzingsecurity and
regulationpolicies.[Youl3, Youl4 suggested to identify constraints and corstiad part
of mission critical system modaljthat could eventually address both safety and security
concernsWe can extendYjoul3, Youl4 suggestionsto identify constraints and controls
as part ofunctional and no+functionalrequirement analysisVe also identify the list of
stakeholders. In ase of regulations, we analyze both functional and-fapational
requirements by analyzing their rul€ar example, HIPAA has five major rules:

1 Privacy rule: @scribe accurately the policy that prescribes that health providers

must notify individuals othe use of their health information. In addition, health

providers must regulate the use and disclosure of PHI.

9 Security rule: regulates the security of PHI from breaches, unauthorized access,

deletion, and modification held by covered entities and lssimssociate3his

rule complements the Privacy Rule by defining ways to protect its information.

1 Transaction and Code Sets Rule: Regulates medical transactions, medical coding

standards and reporting.
1 Enforcement Rule: isets civil money penalties fatiolating HIPAA rules and

establishes procedures for investigations and hearings for HIPAA violations.

regulates the use and disclose of Protect Health Information for the law

enforcement officials.
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1 Unique Identifier Rule: regulates employers and pidiing parties are required
to have unique Employer Identification Number (EIN) in any transactions. Each
medical transaction is required to have unique ID and code set.
HIPAA rules include the following stakeholders:
1 Covered Entity: covered entities inde doctors, nurses, managers, system
administrators, and internal auditors. Covered entities are responsible for managing
PHI, security, privacy, services, deployment, infrastructure, and monitoring.
i1 Patient: patients have full access to create, modifg, read access to their own
PHI.
1 Law enforcement officer. officers have read access to PHI in case of legal
proceedings.
1 Business associate: entities such as service providers, researchers, and data analysts
that uses PHI.
1 Auditor: entities that are sponsible to audit PHI, logs, activities, events, breaches,
and verify compliance with HIPAA rules
Figure 19shows the use case diagram to comply with HIPAA rules. The use cases
include reading and modifying patient information, report geieraperform payment

transactions, and others
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Figure19: HIPAA use cases

<<extend>>

Create PHI: allow patients and covered entities to create PHIs.

Read PHI: allow patients and covessttities to read PHIs.

Update PHI: allow patients and covered entities to update PHIs.

Perform payment transaction: Patients usgmmmt transaction to pay bills.
Covered entities use the service to review patient balances.

Manage HIPAA policies: system administrators from covered entities add and

modify system policies.
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1 Notify PHI changes/access: Patients and covered entities get notifications when
there is a change on a PHI as well as when there is an authorized aoesshg
law officers or researchers.
1 Perform monitoring: System administrators from covered entities can monitor
security breaches, unusual user activities, events, and system health status.
1 Generate report: auditors and covered entities can genemgbéanace and incident
reports as needed.
1 Perform compliance analysis: auditors and system administrators can analyze logs,
users, events, and system activities as per HIPAA compliance guidelines
Step 2: Build an RM
The main intent of the RM is to identitomponents and their relationships in an
abstract form. It can be considered as a blueprint to build the architecture. We build an
abdract RM by analyzing use cases, storiestologies,and actors fsim step 1; dr
example, Figur@0 showsa snippet ofHIPAA ontologywith OWL class, subclass, object
property, data property, and range propéypendix A for a complete HIPAA ontology)
We can identify RA componentmnd attributes by analyzing classes and properties. A
sampleOWL code snippets are adlaws:

Classsnippetfrom HIPAA ontology

<Declaration>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Stakeholder"/>
</Declaration>
<Declaration>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_agp#ComplianceManagement"/>
</Declaration>
<Declaration>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Data"/>
</Declaration>
<Declaration>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Cokzetés'"/>
</Declaration>
<Declaration>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Patient"/>
</Declaration>
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<Declaration>
<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/>
</Declaration>

SubclassOf snippet from HIPAA ontology:

<SubClassOf>

<Class IRI="http://mww.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Patient"/>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology&Bizder"/>
</SubClassOf>
<SubClassOf>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Doctor"/>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#CoveredEntity"/>
</SubClassOf>
<SubClassOf>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#RuleManagement"/>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#ComplianceManagement"/>
</SubClassOf>
<SubClass®

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/>

<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Data"/>
</SubClassOf>

Object propertysnippetfrom HIPAA ontology
<Declaraton>
<ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#create"/>
</Declaration>
<Declaration>
<ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#read"/>
</Declaration>
<Declaration>
<ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#update"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#manageRule"/>
</Declaration>

Data poperty snippet from HIPAA ontology:
<Declaration>

<DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#SSN"/>
</Declaration>
<Declaration>

<DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/AR#atology#address"/>
</Declaration>
<Declaration>

<DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#age"/>
</Declaration>
<Declaration>

<DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontoleié® AA_ontology#firstName"/>
</Declaration>
<Declaration>

<DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#lastName"/>
</Declaration>

Range property snippet from HIPAA ontology:

<ObjectPropertyRange>
<ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#create"/>
<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/>

</ObjectPropertyRange>

<ObjectPropertyRange>
<ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#update"/>
<Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/>

</ObjectPropertyRange>

<DataPropertyDomain>
<DataPropertyRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#SSN"/>
<Class IRI="http://mww.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Patient"/>

</DataPropertyDomain>
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Figure 21shows an RM derived from HIPAA ontology by analyzing the three

component®f architectural elements; processing, data, and connecting elements [Mic09].

The toplevel HIPAA ontology has three classes; stakeholders, compliance management,

and data.

Stakeholder

C Patient ) @vered Enti@ C

Business
Associate

)

Law Enforcement :
Officer ] CA“""‘”}

Compliance management

PHI management C HIPAA rules ) (HIPAA security) (HIPAA privacy)
< > management management management

HIPAA Transaction HIPAA report HIPAA compliance Notification
management management analysis management management

HIPAA unique HIPAA compliance
management monitor

Data
. S
PHI < HIPAA policies > <

ecurity and privac
policies

)

Figure21: RM for

Step 3 Identify Abstract Patterns (APS)

HIPAA

In this section, wédentify abstract patterns for the components identified in steps 2 by

using analogy and abstraction. Identifying abstract patterns requires knowledge of patterns

and pattern cataleg[Bus9q is a book on patteroriented software architecty which

has a list of architectural patterns tltain be used in RAs. [F&]Lhasa collection of

security patterns; security aspects can be addressed by abstract security paifieiols [

HIPAA privacy can be addressed by abstract patterreuttientication, authorizatipand

encryption Chapter % The HIPAA identity rule can baddressed by authentication and

authorization patternfChapter . Table 7shows the mapping for HIPAA rules with

abstract patterns. In addition, we are ablentap identified regulatiorpatterns such as

compliance policy management, compliance report, compliance analydarotification

patterndChapter 5]
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Table7: HIPAA rules to abstract patterns

HIPAA regulation

Analysis

Patterns

1 HIPAA security

HIPAA security can be considered
specialized rules of IT security for consum
in the healthcare industry to protect P
confidentiality, integrity, and accountability.

Abstract security: HIPAA security
[Chapter 5] authorization,
authenicator, Role baskaccess
control, policy based access
control, circle of trus security
logger and auditodDS, Firewall,
Symmetric and Asymmetric
encryption, identity provider and
federation [Ferl3 Bus96

2 HIPAA privacy

HIPAA privacy can be considered as
specialized version of privacy for consume
in healthcare industry to protect PH
confidentiality, integrityand accountability.

Abstract privacypatterns: HIPAA
privacy pattern [Chapter 5]
identity management patter
policy based accss control,
authorization, authenticatol
Symmetric and  Asymmetri
encryption[Fer13,Bus96

3 HIPAA unique identity

HIPAA unique identity can be considered
unique identity id for consumers ar
transactions

Abstract privacy patterns: Uniqu
identifiersrule patterrjChapter 5]
It is covered by Abstract securit]
pattern[Fer148

4 HIPAA transaction
management

Verify and enforce transaction codes, identi
customer bill information and amount

Abstract pattern: Transaoti and
code set rule patterfChapter 5]

Transaction Authentication patter
[ Bral3]

5 HIPAA rules management

Manage actions to add, modify and dele
rules based on new policies and guidelines

New pattern- Compliance policy
management  qint pattern
[Chapter 5. Regulationcanuse it

to manageompliancepolicies.

6 HIPAA report management| HIPAA compliance report can be consider| New pattern- Compliance eport
as specialized form of IT report in th management point patte
healthcare industry. [Chapter 5] Regulationganuse it

to generate compliance repd
based on customers data

7 HIPAA compliance analysi§ HIPAA compliance analyzer can K New pattern - Compliance

management considered as specialized form of IT syst{ analyzer = manageent point

analyzer in the healthcare industry.

pattern [Chapter 5]Regulations
canuse it to analyze risks, usq
activities and logs

8 HIPAA notification
Management

HIPAA compliance notification can by
considered as specialized form of
notification in the healthcare industry.

Covered m compliance analyze
management point [Chapter. 5]

9 HIPAA compliance monitor

HIPAA compliance monitor can be consider
as specialized form of IT monitor in th
healthcare industry to monitor and protect A

by enforcing HIPAA compliance

Abstract  Reified
monitor pattern:
Reified Reference Monitor Patte
[Ferl3]

Reference

Step 4 Build the RA

At this stage, we are ready to build the RA by using results from the previous steps.
The architecture is built with the identified components from stéiRPAA ontology,and
abstract patterns from step 3.
architecture. Components that are not mapped as patterns are mapped totdotuaecas

software components. [Kall0][MilproposedR2ML for bi-directional transfornation
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betweenOWL/SWRL andUML/OCL. Table8 shows the mappingf elements between
OWL andUML elements Single or multiple OWL feature(s) are transthte a single or
multiple UML feature(s)Bro0Og. Reference [Bro06] uselletaObjed Facility (MOF)
and Query/Views/Transformations (QVT) for mapping OWL and UML metamodels.
Reference [Gas09%uggesteda transformation approach usirExtensible Stylesheet
Language TransformatiofXSLT).

Table8: Mapping betweeOWL andUML elementgBro06] [Kal10]

OWL elements UML elements

Class Class type

Individual Instance

property, inverseOf attribute, binary association
SubdasgOf, subproperty generalization, subproperty
class, property N-ary associatiorgssociation clas
one of Enumeration

disjointWith, unionOf disjoint, cover

minCardinality, maxCardinality] multiplicity
FunctionalProperty,
InverseFunctionalProperty

Ontology Package
Documentation Comment
OWL/SWRL constraint UML/OCL constraint

We convert HIPAA ontologyo UML/OCL with one of theavailabletransformation
techniques such as R2ML, MOF/QVar, XSLT. For examplewe cantransform part o&

HIPAA security and privac@WL descriptionto UML as follows[Figure 22]

<Declaration><ClasiRI="#ComplianceReferenceMonitor"/></Declaration>

<Declaration><ObjectPperty IRI="#enforcePrivacy"&/Declaration> <Declarationx<ObjectPoperty IRI="#enforceSecurity"/>
</Declaration><ObjectPropertyDomain><ObjectProperty IRI="#enforcePrivacy"/><Claks'#€omplianceReferenceMonitor"/>
</ObjectPropertyDomain><ObjectPropertyRang&bjectProperty IRI="#emfrcePrivacy"/>xClass IRI="#PrivacyManagement"/>
</ObjectPropertyRange><ObjectPropertyDomai@bjectPoperty IRI="#enforceSecurity"/><ClasdRI="#CompliarceReference
Monitor"/></ObjectPropertyDomin><ObjectPropertyRange®bjectPoperty IRI="#enforceSecurity"&Class IRI="#
SecurityManagement"£#ObjectPropertyRange>
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enforcePrivacy enforceSecurity
PrivacyPattern(s) ComplianceReferenceMonitor SecurityPattern(s)
T T T
| | |
| | |
| | |
| | |
I 1 —D}
HIPAA pri .
Privacypgtrtlgﬁc();)T:i’:]’;e:tég 3 Compliance management mapped to HIPAA security mapped to
ComplianceReferenceMonitor using SecurityPattern(s) using step 3
step 3

Figure22. HIPAA security and privacy components derived from ontology.
We can buildRA stakeholders componenteom section ofHIPAA stakeholder

ontologyas shown in Figur23. The snippet for stakeholders are as follows:

<Declaration><Class IRI="%takeholde¥></Declaraion><Declaration><Class IRI=@overedEntit}/></Declaration>
<Declaration><Class IRI="Batient/></Declaration>xDeclaration><Class IRI="#uditor"/></Declaration>

<Declaration><Class IRI="BusinessAssociaté></DeclarationxDeclaration><Class IRI="lawEnforcementOfficet/>
</DeclarationxSubClassOf><Class IRI="#Patient"/><Class IRI="#Stakeholder"/></SubClassOf><SubClassGflass
IRI="#CoveredEntity/><Class  IRI="#Stakeholder"/></SubClassOf><SubClassOf><Class IBSiessAssociate-<Class
IRI="#Stakeholder"/></SubClassOf><SubClassOf><Class IRIaWENforcmentOfficel/> <Class
IRI="#Stakeholder"/></SubClass®f

Stakeholder

7N
| | j |

Patient Covered Entity| [Law enforcement]| [Business associate Auditor

Figure23. HIPAA RA stakeholder components derived from HIPAA ontology

By the same tokenye can build th@verall architectureby transfornmg an ontology
to UML/OCL and by applying lastract patterns frorStep 3as shown irFigure 24 As an
example, we develop a sequence diagram to reaciHipdatePHI in Figure25 and 26
respectively.The architecture can be used to derive multiple concrete architectures on a
given context. In addition, identified abstract patterns may require a few changes to fit a
given context. A concrete architecture derived from an RA for HIRA#ncludeone or

more abstract padtns based othe company compliance and security policies
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Step 5 Evaluatethe RA

Architecture evaluation can done with validation and verificati@idation is defined
as a process of evaluating the architecture or component if it satisfies the business
requirementMic09]. On the other hand, verification is a process of evaluating each
software development phasggh imposed conditions aonstrants[Mic09]. In the case
of evaluating RA, we can use validation and verification at design level. We can apply full
scope ofvalidation and verification process for concrete architectures derived from RAs
that could also partially evaluate RAs.

RA validaion can be addressed many ways by considering quality attributes
[AvgO03]. Reference [Matd&ummarize software architecturealidationmethods in four
categories: simulatichased, mathematical modelling, experiebesed, and scenario
based. Simuladin-based evaluation measures quality attributes by developing a prototype.
This method requires experience in design and coMiaghematical modeling evaluates
quality attributes by developing mathematical models and proofs; which requires advanced
analyical skills and modeling. The experiersased evaluation technique is based on the
knowledge and experience of the architect, which is a rather subjective approach. The
scenariebased evaluation method creates a scenario profile for each quality aandute
evaluates the architecture based on the proRleference [Mic09]pointed out that
scenariebased validationis useful for validating non-quantifiable norfunctional
requirements (e.g.,security, regulation, safety, faultolerances). Simulation and
experienceébasedcannot be used for abstract modeisthematicaimodel checking is
possible but tediouand long, so wechoosescenariebasedapproachas best approach to

evaluate RAsWe evaluate an RA byreating completenesand industrybased usage
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profile. We can verify the completeness of the architecture with the functional and non
functional requirements; for example, the RA for HIPAA addresses the five Ri&énr

rules as shown in Tald& and 9 We can also verify that all the features of irtdubased

RAs are properly representgdma, Ibm, Mic, Ora,Cis] support security and privaty
offering identity and access management that has direct map to the architecture
Configurationand policymanagement, monitoringeporting,and notificationare also
supportedn theindustrywhich hasadirect mapto thearchitecture.

Table9: HIPAA RA validation

HIPAA rules Components from Industry-based EAs
HIFPAARA {Amazon, Microsoft, IEM, and
, oracle and others )

1 Sacumty rule Abstract secunty pattem(s) Uza Identity and Access hanagemant
(LAN), securs communication and
encryvption, firewall, authentication

2 | Prvacy rule Abstract privacy pattern(z) Uza [AM, rule bazed accesz control,
authenzation
1 | Umgus [denhifier Abstract saourtye pattern(s) Usza LANT
4 | Transachons and Mapped a5 software Propristary solution
Coda Sets component
5| Accessto law Abstract privacy patternz) Apcess control is used
enforcement officers

RA verification can be done at the design level as there are no coding at this stage to
verify the system behavior. [Mic09] suggest&@ult-line” model for architectural
verificationby analyzingthree general categories: syntacemantic, and interopability.

The syntacticcategory is to verify topology of the architectuvigh available architecture
styles The semantic category ito verify component associationslependencies

generalizationand constraints. The third category is interoperabdftyhe architecture
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with available and future architectures and systems.bWwle anRA for HIPAA with
patterns that automaticallyatisfiesinteroperability and changes in the futuréoth
semantic and syntactic categories are subjective to evaluate and we need theraafy
per the domain contextVe havealsoadded data analyzer, event analyggstemanalyzer,
monitoling, notification,and reporting components in the architeetthat could be used

to monitorand verifyruntimeviolationsof constraints

6.4 Building compliance RA (CRA)

A compliance RA (CRA) is an abstract RA that can be used to derive domain specific
regulation RAs.One way to build CRAs to usethe proposedive-step approactvy
analyzingidentified regulation overlapss an input sourc&he second approadhk an
extension ofthe five-step approach bgonsideringan RA as abig pattern and get its
structure from abstractingal RAs for a gven contextWe summarize here the stefus
build RAs from available R#as follows:

1) Identify components andtructuresdrom availableRAs for a given context.For
examplewe canidentify components anthe structureof CRA from HIPAA RA
and security RA (SRA) This stg is a combination of Step 1 and Step 2 fribw
five-step approach.

2) ldentify abstract patterfisit includes identifying bstracttcomponentsnd patterns.

3) Build RA T It includes liilding an RA with identified components and selected
structure

4) Evaluatethe architecture.

Building an RA from available RA can pomote reusability of RAssolve new and
exising problems for a given contexOur first step is to identify componentand
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structures from available RAB Section 6.3, whaveidentified RA compments and the
structureof an RA for HIPAA. In Chapter 4 we have identified common components
among regulationsuch as security, privacy, logging, monitoring, reporting, analyzer, and
notification. The second step i abstract common components gratterns We can
make analogyf protected datasPHI ->HIPAA, financial records> SOX, cardholder
information-> PCI, customer records GLBA, and government recordsFISMA. In
addition, we have already identified commamponents for regulations [@pter 4. The

third sep is to build the architecture with identified componentssahelctedstructure.n

this case, we have the structure from HIPAA and the abstract components and patterns
from Chapter 4 and 5.Figure R7] showsa CRA built out of identified common
components and structuimm HIPAA RA. CRA can be used to derive regulation RAs
for existing and new regulationSourth, we evaluate the architectimgusing scenario
based evaluation techniques proposed inthe five-step approachWe have already

evaluated HIPAA in Table 9 and we also evaluate-P8$ in Table 10.

6.5 Conclusiors

We can build precise, complete, and platfangependent RAs by using our fagtep
approach that take full advantage of patterns. From an RA we can also rdatiyse
concrete architectures based on their context. The architecture can be used as a common
language among architects, developers, business owners, managers, service providers and
auditors. Building an RA could also reveal new patterns that couddded as part of the
pattern catalog.

We developdan approach that could be applied to any domain. We use HIPAA as an
example to build compliance and security RA; however it can easily be extended to other
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regulations with a few adjustments. We need ftitdbuore RAs to refine and evaluate our

five-step approach in the area of services, platforms, regulations, andipadieg systems.

We canextend this approach to build RAs for policy based systems such as wireless and

power systems.

1
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Policy Repository

use
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Security Policy Repository
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notify
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1

Analyze data

Compliance
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Compliance Report
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manage protected data
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Management Point
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PHI -> HIPAA
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Cardholder information -> PCI
Consumer Data -> GLBA
Government Records -> FISMA

Figure27: Compliance RA (CRA)
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Table10: MappingPCl policies with (RA components

PCI DSS rule Abstract patterns

1 Install and maintain a firewall configuration to protect cardholder ¢ Compliance configuration manageme
pattern and security pattern(s)

2 Do not use default passwords or security parameters Security pattern(s)

3 Protect stored cardholder data Security pattern(s)

4 Encrypt transmission of sensitive information across public netwol Security pattern(s)

5 Use and regularly update awnirus and malware protection Security pattern(sAnd manual action

6 Develop and maintain secure systems and applications Security pattern(s) and manual action

7 Restrict access to data by ndeeknow Security pattern(s)

8 Identify and authenticate access to system components Security pattern(s)

9 Restrict physical ecess to cardholder data Manual action and Security pattern(s)

10 Track and monitor access to network and cardholder data LoggerAuditor pattern, System
Analyzer pattern

11 Regularly test security systems and processes Manual action, System Analyzer
pattern, compliance report pattern

12 Maintain information security policy Compliance configuration manageme

pattern
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7. BUILDING COMPLIANCE AND SECURITY REFERENCE

ARCHITECTURE S (CSRA) FOR CLOUD SYSTEMS

Overviewd Appealing features of cloud services such as elasticity, scalability,
universal access, low entry cost, and flexible billing motivate consumers to migrate their
core businesses to them. However, there are challenges about security, privacy, and
compliance.Building compliant systems is difficult because of the complex nature of
regulations and cloud systenhs.this chapter, w&avebuilt compliance and security RA
(CSRA) by extending ourrpposed fivestep approacto build RAs from available RAs

such aszompliance RA (CRARNd security RA (SRA) for cloud systems.

7.1Introduction

Cloud services have become popular in the last few years. According to the
International Data Corporation (IDAYE], public spending on cloud services is estimated
to reach $107 ibion by 2017. Cloud service providers (CSPsgrvicebrokers, and
customers are increasingly taking advantage of cloud features such as elasticity, scalability,
universal access, low entry cost, flexible billing, easy metering, and convenient mgnitorin
Despite the increase in demand and popularity, there are major concerns such as
compliance, governance, trust, identity, and others

Compliance in the cloud is a shared responsiblié&gween service provideand
consumers. The responsibility of seeviproviders and consumers vary based on the type

of their service models. In the case of laaS, consumers are responsible to secure services,
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platforms, and data. Service providers are responsible to secure infrastructures. In the case
of PaaS, consumersearesponsible to secure services and data. Service providers are
responsible to secure platforms and infrastructures. In the case of SaaS, consumers are
responsible to secure data.

Building compliant systems is difficult because of the complex naturegofiations
and cloudsystemsThe lack of complete, precise, vendor neutral, and platform independent
software architectures makes compliance even hafdeailable complianceRAs are
either vendor specific or do not follow standard models, patterascbitectures. As a
result, it is very difficult to analyze the level and the scopes of compliances among service
providers.

We consider RAs as a big compound patt&As built out of patterns can bbstracted
to build new RAswith a few adjustmentdVe built compliance RA (CRA) bextending
our five-step approacto build RAs from available RA®r a given contexfChapter 6]
[Ferl5] built a security RA (SRA) for cloud systenWe can build CSRA for cloud
systems bybstractinddIPAA RA [Chapter 6]CRA [Chapter 6] SRA[Fer15], and cloud
RA [Nis]. First, we analyze components from available RAs. Second, we abstract
componentand patternfrom available RAs. Third, wiglentify thestructure andbuild the
architecture with identified components. Fourthe evaluate the architecture. The
resultant architecturean be used tderive concrete architecturdsat can fit any platform
and contextith afew adjustmentdn addition, we can use the architecture as a common
language among developers, architesgsyice providers, consumers, and auditBath
consumers and service providers could ukes architecture to define business service

contracs.
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7.2 Steps to build CSRAfor cloud systems

There areseveralways to build CSRA for cloud systems. One way toldothe
architecture is by using the propose{step approach [Chapter 6The second approach
is to extendour five-step approach to build RAsy abstracting several RAsr a given
context. The second optiaan be used we have available RAs fa given context. In
this case, we already hai#PAA RA, CRA, SRA, anctloud RAto identify components
anddefine the structure dhe architecture First, we analyze components from available
RAs. Second, we abstract compondris available RAsand defne the structure of the
architecture. Third, we build the architecture with identified components and structure.
Fourth, we evaluate the architecture.
Step 1: Analyzecomponents from available RAs
Componentsor HIPAA RA and CRA have been identified @hapter6. In addition,

componentsor cloudRA havebeen identified by [Nis] [Fer1§Pcill]. Figure P8 shows
compliance and security use casedioudsystemsilt includes:

1 Create service: system administrators are responsible to create cloud services

1 Consume service: covered entities, patients, and business associates use cloud

services tareateread and updat®HI data.

1 Modify services: system administrator are responsible to modify cloud services.

91 Delete servicesystem administrators are resgible to delete cloud services.

1 Create and delete users (manage users): system administrators and patients are

responsible to create user. System administers can delete users based on

security and privacy policies.
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Figure28: Compliance and security use case for cloud systems
Create and delete roles (manage roles): system administrators are responsible
to create and delete roles.
Assign roles: system administragaaire responsible to assign roles to a user

based on security, privacy, and compliance policies.
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Definesecurity policiesand mechanismsystem administrators are responsible
to create, read, modify, and delete security poli@es define security
mechanismbased on regulations and company policies.

Define privacy policiesand mechanismsSystem administrators can create,
read, modify, and delete privacy policeasd defingprivacy mechanismisased
on regulations and compapyivacy policies.

Definecompliance policieand mechanism$&ystem administrators can create,
read, modify, and delete compliance policiemd define compliance
mechanisméased on regulations guidelines.
Definedeploymenenvironments and mechanisn®/dem administratorsan
create, modify, and delete development environment, éesironment and
deployment environments.

Define configurationsand mechanismsSystem administrators can create,
modify, and delete configurationsorf development, test andrqgaudion
environment.

Defineoperationpolicies and mechanismSystem administrators monitor and
evaluate performance, billingnd metering.

Generate reporfauditors and system administrateen geneate compliance
and incident rport as needed.

Peform compliance analysistuditors and system administratoemn analyze
logs, users, events, and system activities to assepeurity, privacy and

complianceguidelines.
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Regulation compliance is applied to laaS and SaasS layers. There is no sigdifeszn
effect on PaaS layer. Figug9 shows cloud layers that are in scope for complidnce

using the same ontology approach discussed in Chapter 6

Stakeholder |SaaS

Cloud Management

Saas Application SaaSService
ooooooo

— — Security and
Privacy Compliance

laaS

Service M MI VMM
Provider

Configuration
Management Service management

Hardware

Auditor Operation

Storage ‘ Network ‘ Server Management Infrastructure Management

. . |

Hic

Figure29: Compliant model for cloud systems
Step 2: Abstract identified componentsand patterns

Table11 shows identifieccomponents from HIPARA, CRA, Cloud RA,andSRA
by using analogy and abstraction techniqude Stakeholdecomponentn cloud RA
includepatientscovered entitiedyusinessassociates, and law enforcement officers.

Security and Privacgomponent in cloud RAs responsible to manage users, assign
roles and permissions, select encryption types, identify storage locations, manage security
policies, and manage peuy policiesThesecurity and privacgomponent of HIPAA RA
and CRAcan be addressed in the cloud security and privacy management sattitaw

adjustment
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Tablell: CSRA componentsnd patterns

Components

Description

Patterns

Stakeholders

Entities using the cloud systems; servi
provider, consumer, auditor

Security and Privacy
management

Support regulation security and priva
requirement with few adjustments.
Support cloud securitgnd privacy

Abstract security: HIPAA securiffChapter
5], authorization, authenticator, Role basg
access control, policy based access con
circle of trust, security logger and auditq
IDS, Firewall, Symmetric and Asymmetri
encryption, identity provider and federatig
[Ferl3 Bus96

Compliance management| -

Support adding, modifying and upda|
regulation and company policies that w|
be used to enforce a security and privg
in a cloud system.

Support protected data management
Support incident and compliance report
Support logs, event, and systems analy

Compliance policy management oipt
pattern Chapter 5, Compliance repor
management point [Chapter 5], Complian
analyzer management point [Chapter 5]

Configuration managemern -

Used to add, modify, and archivq
configurations foservices, serversirtual
machines (VMs)and usesettings

Candidate for new pattern

Service management

Manage cloud services dluding add,
modify, delete, start and steprvices

Candidate for new pattern

Infrastructure managemen -

Manage cloud infrastructure includin
add, modify, delete, star@nd stop VMs

Candidate for new pattern

Operation management

Managemonitoring, performance, billing
and metering
Notification

Compliance analyzer management point

Reference Monitor

Enforce security and privacy

Reified Reference Monitor [Ferl13]

Cloud Management

Main component to manage componel
such security and privacy manageme
compliance management, configurati
management, service and infrastruct

management, and operation managemsg

The compliancecomponentin cloud RAis responsible to add, modify, and delete
regulation and company policies. In addition, the compliance management section
generates compliance @nncident reportsHIPAA rule managementanalysis,and
reportingcomponents oHIPAA RA and CRAcan be addssed in the cloud compliance
management sectiomith few adjustment

The onfigurationcomponent of cloud RAs responsible to add, modify, and archive
services, servers, and user configurations. Operation management is responsible for
monitoring, performance, billing, and meterifidhe monitoring and billingcomponerg of

HIPAA RA and CRAcan be addressed iroald operation monitowith few adjustment.
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Cloud serviceomponent is cloud R& a component to register, unregister, start, stop,
and delete services. Cloud infrastructure management is a component to manage available
infrastructure services to registanregister, start, stop, and delete infrastructures.

Step 3 Build the RA

At this stage, ware ready tduild CSRA byusingidentifiedcomponent$rom step 2.
We can choose the structure of trehitecturebased on the contexVe are building for
cloud systems and the structure need to satisfy cloud architecture and best phathites
case, e abstracthe structure oBRA [Ferl5]and CRA[Chapter 6]to build theCSRA
architectureby considering both architectures are built with patteviie pregnt te
architecture in SaaS andaS perspectives to highlight the requilmnpliance and
securitycomponents respectivellfigure 30 shows components amdbstract patternthat
are requiredo build the architecture foBaaSservice provider perspectivis an example,
we havedevelogda sequence diagram to reRid| from theSaaSayeras shown idFigure
31. Figure 32 shows components and abstract patterns that are requitegildothe
architecturefor laaScovered entityperspective. As an example, mave develogd a

sequence diagram tweate PHI from theaaS layer as shown in Figu3a.
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Step 4 Evaluate the RA

The evaluation technique is the same as thedigp approachNe usel scenariebased
completeness and industpasecdevaluationtechnique Completeness evaluatishownin

[Table 9] and [Table 1Qjrealsousedto evaluatea CSRA We haveverified that Amazon

AWS, Oracle cloudand IBM cloud support components idéetl in CSRA; security and
privacy management, compliance management, configuration management, infrastructure

and service managemenfperation, andompliance management.

7.3Compliance deployment, storage, and availability

Many regulations requiretésor e consumer s6 data in certa
compliance, security, and legal reasons. For example, HIPAA recommends PHI data to be
stored in the United States; the European |
to be stored only iEU countries. A RA for regulations can be used as a guideline to deploy
services, servers, and storage by clustering VMs in multiple zones and regions as shown in
architecture Figure80 and32. On the other hand, service availability is one of the cloud
and regulation requirements to ensure the continuity of services and to enforce security in
the case of breaches and natural disasters CBRAarchitecture can provide availability

by clustering services based on compliance zones and regich®wn irFigure 34

7.4Conclusions

We havebuilt CSRA by using a method to build an RA from available RAs for a given
context. Wehaveextraced common features and structures from CRA, cloud RA, and

SRA to build the architecture. This approach only works if we laaadable RAs for a

116



given contextThe sam@pproach can be used to build new RAs from exisBatRAS to

address newr existingproblems.

Region
*
Y * . store
Zone Protected Dataf-—-—--
|
|
|
T * |
|
Cluster PHI -> HIPAA
Financial Records i > SOX
Cardholder information -> PCI
Consumer Data -> GLBA
* Government Records -> FISMA
*
VM
r .
Storage

Figure34: Regulations cloud deployment, storage, and availability
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8. REFERENCE ARCHITECTURE AS COMPOUND PATTERN

We considean RAas a big compound pattstrMs per our survey, we
template that describe RAs in a structui@that. In thischapter, wéave use@ modified
POSAtemplate]Bus96]to describe RAs in a systematic w&ye gain many advantages
when we describ®As in a systematic way including standardizati@monsistency, and
readability of the architecturelhemodified POSAtenplate contains the following
Intent: Describe the summary of the problem solved by the architecture.

Example: Give an example of a problem where the architecture may provide a solution.
Context. Define possible context of the architecture.

Problem: Defne generic problem if we donot use
architecture will satisfy.

Solution: Build an RA and explain how it is used to solve the defined problem. The
architecture include static and dynamic views of the architecture sushssgsience, and

state diagrams. We need to evaluate the architecture to confirm its accuracy and
completeness by using software architecture evalutg@miques

Implementation: Describe possible considerations of RAs to design concrete architectures

for a given contextin this section, descrid@ow RAs can be used to guide the design and

implementation of concrete architectures.

118



Example resolved Describe the architecture lemg the problem mentioned in the
example section.
Consequences: Describe the benefits of the architecture by addressing the forces
described in the problem section.
Known uses List possible full or partial usage of the architecture in the industry.
See alsoRelate the architecture to other known architectures.

We havebuilt a template for HIPAA RA to discuss each section of the template in the

following section.

8.1A template to describe an RA forHIPAA

Intent

The intent for HIPAA RA is to preciselynderstand and address HIPAA regulations
so that covered entities could use it as a reference to design, implement, audit, and verify
HIPAA compliance.
Example

Baptist hospital is managing and hosting Electronic Medical Records (EMR). The
company is requed to be 100% compliant in order to compete in the market and to build
customer trust. The consequence of being not compliant will result in penalty fees, bad
business reputation, and lawsuits. The company has the following requirements:

1 Ability to clealy understand HIPAA rules and regulations in a systematic way

1 Be able to be HIPAA compliant

1 Be able to map HIPAA rules into available best practices and patterns so that the

hospital could use the best available solutions.
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1 Identify an architecture thabald be used as a reference to design, implement and
verify HIPAA compliance
1 Be able to adopt vendor neutral and platform independent solutions so that the
hospital could transfer their services from one platform to another.

Context

An RA for HIPAA includesHIPAA rules, patternsand best practices tegulate
HIPAA compliance in any platform. It covers HIPAA security rules, privacysyule
medical transactigand code sstrule, law enforcement ruleandunique identity rule
The architecture uséHI that includes patient medical record, paymefarmation SSN
age, first name, last name, age, addressirance information, employment information
and any information that is used to iden@fyindividual. The architecture can be used in
the tiaditional or cloud platform.
Problem

HIPAA focuses on the security and privacy of the PHI. Covered entities and business
associates are having compliance challenges because of a number of reasons. The lack of
clear understanding and implementation is drite@major challenges in the industry. The
complexity and advancement of security breaches is another major security challenge for
IT and compliance. The lack of precise and systematic mapping of rules into best practice
and patterngremajor challenggin the industry. The advancement of new technologies
such as cloud, smart phones, and IPad are also introducing new challenges for IT and
compliance. The cost of compliance maintenance and update is also a major challenge in
compliance. The lack of vendaeutral, platform independent and widely accepted RAs

that could be used by covered entities and business associates is another major challenge
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