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Appealing features of cloud services such as elasticity, scalability, universal access, 

low entry cost, and flexible billing motivate consumers to migrate their core businesses 

into the cloud. However, there are challenges about security, privacy, and compliance. 

Building compliant systems is difficult because of the complex nature of regulations and 

cloud systems. In addition, the lack of complete, precise, vendor neutral, and platform 

independent software architectures makes compliance even harder. We have attempted to 

make regulations clearer and more precise with patterns and reference architectures (RAs).  

We have analyzed regulation policies, identified overlaps, and abstracted them as patterns 

to build compliant RAs.  RAs should be complete, precise, abstract, vendor neutral, 

platform independent, and with no implementation details; however, their levels of detail 

and abstraction are still debatable and there is no commonly accepted definition about what 

an RA should contain. Existing approaches to build RAs lack structured templates and 

systematic procedures. In addition, most approaches do not take full advantage of patterns 

and best practices that promote architectural quality. We have developed a five-step 
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approach by analyzing features from available approaches but refined and combined them 

in a new way. We consider an RA as a big compound pattern that can improve the quality 

of the concrete architectures derived from it and from which we can derive more 

specialized RAs for cloud systems. We have built an RA for HIPAA, a compliance RA 

(CRA), and a specialized compliance and security RA (CSRA) for cloud systems. These 

RAs take advantage of patterns and best practices that promote software quality. We 

evaluated the architecture by creating profiles. The proposed approach can be used to build 

RAs from scratch or to build new RAs by abstracting real RAs for a given context. We 

have also described an RA itself as a compound pattern by using a modified POSA 

template. Finally, we have built a concrete deployment and availability architecture derived 

from CSRA that can be used as a foundation to build compliance systems in the cloud. 
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1. INTRODUCTION

Cloud services have become popular in the last few years. According to the 

International Data Corporation (IDC) [Idc], public spending on cloud services is estimated 

to reach $107 billion by 2017.  Cloud service providers (CSPs), brokers, and customers are 

increasingly taking advantage of cloud features such as elasticity, scalability, universal 

access, low entry cost, flexible billing, easy metering, and convenient monitoring. Despite 

the increase in demand and popularity, there are major cloud challenges such as 

compliance, security, and privacy.  By analyzing recent incidents, the impact of a security 

breach in a cloud can be catastrophic by all measures. It is evident that more research is 

needed in order to build customersô confidence, and trust such that companies can migrate 

their core businesses into the cloud.   

Most countries have government, state, or industry-based regulations. Regulations are 

sets of policies to control the usage of sensitive business or personal data. The cost of not 

being compliant may result in penalty fees, possible lawsuits, and bad business reputation. 

Compliance implies enforcing a set of rules that implement the policies defined in the 

regulations. For example, healthcare organizations in the US are required to comply with 

HIPAA (Healthcare Insurance Portability and Accountability Act) regulations, intended to 

protect individual health information [Hip13]. Financial companies are required to comply 

with SOX (Sarbanes-Oxley Act) [Sox]. Regulations are written by lawyers and usually are 

lengthy, hard to read, at times redundant, perhaps ambiguous, and maybe even inconsistent 

at some places. [Mas11] reports that most computer science graduate students have trouble 
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understanding regulations. Some laws state that organizations (i.e. business owners) are 

responsible for all compliance related issues. Building regulation-compliant cloud systems 

have challenges because of the complex nature of regulations and cloud systems. In 

addition, the lack of complete, precise, vendor neutral, and platform independent software 

architectures makes compliance even harder. We have surveyed a comprehensive range of 

compliance-related challenges and their potential solutions.   

References [Mir08][Fer15a][Net08] identified compliance overlaps such as security, 

privacy, logging, notification, compliance report, and monitoring. These overlaps can be 

abstracted as patterns to avoid duplicates, promote reusability, and to standardize design 

and implementation. Many recurring problems have been represented as patterns and can 

be used to solve new problems with appropriate tailoring. In general, patterns promote 

software quality attributes such as accuracy, modularity, reusability, flexibility, and 

readability. An RA can take advantage of patterns; in fact, we see an RA as a big compound 

pattern. RAs should be complete, precise, abstract, vendor neutral, platform independent, 

and with no implementation details; however, their levels of detail and abstraction are still 

debatable and there is no accepted definition about what an RA should contain. The main 

question that we need to answer is: ñdo we have a systematic approach to build a complete 

and precise RA?ò Several approaches to build RAs have been proposed [Avg05, Ekl05, 

Fer15, Has00, Pci11, Nak12, Nis, Oas, Paa, Str10]. Identifying the components that make 

up the architecture is one of their challenges. Some of the existing approaches such as 

Reference Models (RMs), viewpoints, and ad hoc approaches do not include patterns in 

their design process. A Pattern-Based approach uses patterns to build RAs [Fer15, Str10]. 

In addition, available approaches do not have well defined templates to describe RAs that 
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could be used as a common language among architects, developers, business owners, and 

auditors.  Our goals is to make regulations clearer and more precise using patterns and 

RAs.  

In this work, we make the following contributions: 

1. We have surveyed compliance issues in cloud computing (Chapter 3). We 

identified major compliance challenges such as security, privacy, complexity 

of regulations, regulation overlaps, lack of standard RAs, lack of full control, 

and transparency. We also explored the current trends of compliance 

approaches, recommendations, patterns, available RAs, and best practices. 

2.  We have presented a way towards compliant RAs by finding analogies and 

overlaps in compliance regulations (Chapter 4). A close examination of the 

policies included in regulations shows that they have analog and common 

aspects. Analogy parts of regulations can be expressed as Semantic Analysis 

Patterns (SAPs) [Fer00], which can lead to building similar parts in other 

regulations. Overlapping parts usually correspond to security patterns and can 

be used to add security to other regulations. If we collect SAPs and security 

patterns in a catalog we can build RAs for existing and new regulations. The 

resultant compliant RAs (CRAs) can be used as guidelines for building 

compliant applications. 

3.  We have identified regulation patterns such as security, privacy, compliance 

policy management, compliance reporting, and compliance analyzer and 

notification patterns derived from regulation overlaps (Chapter 5). In addition, 

we have described the rules of HIPAA as patterns to make HIPAA clearer and 



4 

more precise. These patterns are used to build compliance RAs in Chapters 6 

and 7.   

4. We have developed a five-step approach to build RAs by analyzing features 

from available approaches but refined and combined them in a new way 

(Chapter 6). First, we build a metamodel to make explicit the components that 

are required. An RA metamodel includes RA input sources such as functional 

requirements, non-functional requirements, and stakeholders. We identify 

domain components by means of use cases, ontologies, threat models, policies, 

and best practices. We have used ontologies to identify components, 

relationships, and constraints.  Second, we build a conceptual model by 

analyzing domain components, stakeholders, and their interactions. Third, we 

map identified components to patterns by using abstract patterns from a pattern 

catalog. Fourth, we build an RA by combining results from steps 1, 2, and 3. 

Fifth, we evaluate the architecture by validating its quality attributes such as 

accuracy, completeness, modularity, reusability, flexibility, and readability as 

well as its compliance requirements.   

5. We have built an RA for HIPAA (Chapter 6), a compliance RA (CRA) 

(Chapter 6), and a specialized compliance and security RA (CSRA) for cloud 

systems (Chapter 7) by using our five-step approach. These RAs take 

advantage of patterns and best practices that promote software quality. They 

can be used to derive multiple concrete architectures and as guidelines in the 

development process. We also used these RAs to make regulations clearer and 

more precise. We have created a template to describe RAs that can promote the 
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standardization of describing an architecture (Chapter 8). The template can be 

used as a common language among architects, developers, business owners, 

managers, service providers, and auditors. 

6. We have built a concrete deployment and availability architecture for cloud 

systems derived from a CSRA (Chapter 9), that can be used as a foundation to 

build compliance systems in the cloud.  

This thesis is organized as a collection of papers that correspond to papers we have 

already published or sent for publication. It includes the following chapters: Chapter 2 

introduces some background on regulations, patterns, RAs, cloud computing, ontologies, 

and software architectures. Chapter 3 presents a survey of compliance issues in cloud 

computing. In Chapter 4, we introduce techniques to build compliant RAs by finding 

analogies and overlaps in compliance regulations. Chapter 5 identifies regulation patterns 

that can be added as part of pattern catalog. In Chapter 6, we discuss our five-step approach 

to build RAs by using HIPAA as an example. Chapter 7 presents a compliance and security 

RA (CSRA) for cloud systems by extending the approaches discussed in Chapter 6. In 

Chapter 8, we describe an RA itself as a compound pattern using a modified POSA 

template.   Chapter 9 presents a concrete deployment and availability architecture for cloud 

systems derived from CSRA. In Chapter 10, we discuss some related work. We end with 

some conclusions and future work in Chapter 11.
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2. BACKGROUND

2.1.Regulations and Standards 

In many countries, business activities have to follow government, state, or industry-

based regulations. Regulations are sets of policies to control the usage of sensitive business 

or personal data. The cost of not being compliant may result in penalty fees, possible 

lawsuits, and bad business reputation. Compliance implies enforcing a set of rules that 

implement the policies defined in the regulations. For example, healthcare organizations in 

the US are required to comply with HIPAA (Healthcare Insurance Portability and 

Accountability Act) regulations, intended to protect individual health information [Hip13]. 

Financial companies are required to comply with SOX (Sarbanes-Oxley Act) [Sox]. Some 

laws state that organizations are responsible for all compliance-related issues. Government 

and state regulations are mandatory while industry regulations are suggestions. However, 

not following industry regulations may hurt the marketing possibilities of a software 

product. 

Many businesses use independent third party certifying agencies [Fed1] and internal IT 

auditors to assure compliance, security, and privacy. In addition, all government agencies 

that support cloud computing must fulfill the Federal Risk and Authorization Program 

(FedRAMP) [Fed]. The US government published the list of FedRAMP certified cloud 

service providers [Fed1] and Third Party Assessment Organizations (3PAOs) [Fed2]. 

Service providers such as Amazon, IBM, Microsoft, Oracle, HP, and many others claim 
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compliance by certifying their cloud services with 3PAOs. We use the most widely used 

regulations in the US as a basis to discuss our approach.  

2.1.1. HIPAA  

Healthcare organizations are required to comply with the Healthcare Insurance 

Portability and Accountability Act (HIPAA) [Hip13]. HIPAA is a federal regulation. The 

main objective of HIPAA is to ensure the security and privacy of Protected Health 

Information (PHI). PHI includes patient medical records, personal information, credit card 

information, insurance, employment information and any related information that helps to 

identify an individual.  HIPAA categorizes participating entities as covered entities and 

business associates. Covered entities include health care providers, health insurers, and 

health care clearinghouses (i.e. entities that manage billing services and process medical 

records that come from other systems). Business associates are entities that transfer, store, 

and service protected health information on behalf of covered entities. HIPAA has five 

major rules on PHI security, privacy, transactions and code sets, unique identity, and access 

to law enforcement officials.  The rules are as follows [Hip13]: 

¶ Privacy rule: describe accurately the policy that prescribes that health providers 

must notify individuals of the use of their health information. In addition, health 

providers must regulate the use and disclosure of PHI.  

¶ Security rule:  regulates the security of PHI from breaches, unauthorized access, 

deletion, and modification held by covered entities and business associates. This 

rule complements the Privacy rule by defining ways to protect its information. 

¶ Transaction and Code Sets rule: Regulates medical transactions, medical coding 

standards, and reporting. 
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¶ Enforcement rule: it sets civil money penalties for violating HIPAA rules and 

establishes procedures for investigations and hearings for HIPAA violations. It 

regulates the use and disclose of Protect Health Information for the law 

enforcement officials. 

¶ Unique identifier rule: prescribes that employers and participating parties are 

required to have unique Employer Identification Number (EIN) to use for their 

transactions. Each medical transaction is required to have a unique ID and code set. 

2.1.2. PCI-DSS 

The Payment Card Industry Data Security Standard (PCI DSS) is a credit card 

industry regulation. Companies that handle cardholder information are required to comply 

with the PCI DSS. Cardholder information applies to debit, credit, prepaid, ATM, and Point 

of Sale (POS) cards [Pci]. PCI recommends that only authorized users have access to 

manage cardholder data. PCI has twelve major rules to protect cardholder data including 

installation of firewalls, resetting default password and security parameters, authentication, 

authorization, encryption, and others.  Its rules are as follows [Pci]: 

¶ Install and maintain a firewall configuration to protect cardholder data  

¶ Do not use default passwords or security parameters  

¶ Protect stored cardholder data  

¶ Encrypt transmission of sensitive information across public networks  

¶ Use and regularly update anti-virus and malware protection  

¶ Develop and maintain secure systems and applications  

¶ Restrict access to data by need-to-know  

¶ Identify and authenticate access to system components  



9 

¶ Restrict physical access to cardholder data  

¶ Track and monitor access to network and cardholder data  

¶ Regularly test security systems and processes  

¶ Maintain information security policy 

2.1.3. SOX 

The Sarbanes-Oxley Act (SOX) is a federal regulation. SOX establishes standards for 

all US publicly-traded companies to protect shareholders and the general public from 

accounting errors and fraudulent practices [Sox]. SOX enforces control on user 

management, auditing, reporting, security and privacy analysis, authorization, 

authentication, system development, program and infrastructure management, monitoring, 

backup, and disaster recovery. Its rules are as follows [Sox]: 

¶ Establish safeguards against fraudulent financial report. Including data 

accuracy and correct timeline.  

¶ Disclose compliance and security safeguards to independent auditors, including 

security policies, changes, application and system logs, and operations.    

¶ Establish safeguards to prevent unauthorized data tampering  

¶ Establish safeguards to track data access and changes  

¶ Regularly test security systems, policies, and processes  

¶ Maintain information security policy 

¶ Detect and notify security breaches 
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2.1.4. GLBA  

The Gramm-Leach-Bliley Act (GLBA) is a federal regulation. It requires financial 

institutions that offer financial products or services to consumers to develop, implement, 

and maintain a comprehensive information security program that protects the 

confidentiality and integrity of customer records [Glb]. Its rules include [Glb]: 

¶ Privacy rule - disclose policies and procedures on how consumerôs data is 

protected and used.  

¶ Safeguard rule ï maintain a comprehensive security policies. Security policies 

need to be applied to all with no exception and need to be reviewed, tested, and 

maintained frequently. 

2.1.5. FISMA  

The Federal Information Security and Management Act (FISMA) is a federal 

regulation. FISMA applies to government agencies and affiliated companies that collect 

and process data on behalf of government agencies [Fis]. It provides guidelines on security 

controls, user access, identity management, risk assessment, auditing, and monitoring. 

These regulations and standards are used in service sectors such as healthcare, finance, 

retail, communication, energy, and government agencies. Table 1 shows a summary of a 

few service sectors with their corresponding regulations. In most cases, service sectors 

need to comply with several regulations to support government and industry regulations.
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Table 1: Summary of service sectors with their corresponding regulations 

 Service Sector Regulation 

1 Healthcare HIPAA, PCI 

2 Retail PCI, SOX 

3 Financial PCI, SOX, and GLBA 

4 Government agencies FISMA 

5 Education FERPA (Family Educational Rights and 

Privacy Act), SOX, HIPAA, GLBA,  

Childrenôs Online Privacy Protection 

Act of 1998 (COPPA),Electronic 

Communications Privacy Act, and many 

others regulations 

6 Utilities SOX, PCI, GLBA, and FISMA 

7 Transportation National Highway Traffic Safety 

Administration (NHTSA) regulations, 

U.S. Environmental Protection Agency 

(EPA) regulations, SOX, PCI, GLBA, 

and many others 

2.2.Cloud Service Models 

Cloud service delivery models can be classified as Infrastructure-as-a Service (IaaS), 

Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS). The responsibility of 

service providers and consumers vary based on the type of their service models. IaaS is the 

foundation layer of cloud services that abstracts computing infrastructures as services. IaaS 

virtualizes physical computing resources, storage, and network connectivity. Consumers 

using IaaS have a full control on managing resources, security, compliance, users, backup, 

dynamic scaling, configuration, service usage, and monitoring [Nis]. Security and 

compliance, except the basic infrastructure, are mainly managed by the consumer. IaaS 

include Virtual Machines (VMs), Virtual Machine Images (VMI), and Virtual Machine 

Monitor (VMM). PaaS is the next abstract virtualized resources that provides computing 

platform as services. In the case of PaaS, consumers are expected to develop and run their 

applications in pre-configured infrastructures such as databases, development 

environments (IDEs) and application servers [Nis]. The service provider is responsible for 
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infrastructure security, availability, license, and maintenance of the pre-configured 

computing platform. Application and data security as well as user management are 

responsibilities of the consumer.  Security and compliance are shared responsibilities 

between service provider and consumer. SaaS is the top abstract layer that provides 

services that are fully managed by the service providers. Consumers are responsible to 

protect their own data but relying on the infrastructure security support [Nis]. The service 

provider is fully responsible for managing infrastructure, security, compliance, storage, 

backup, license, maintenance, and monitoring. New services such as security as a service, 

domain name as service, data as a service, and many other domain specific services are 

appearing.   

2.3.Cloud Deployment Models 

Cloud services could be deployed as public, private, hybrid, and community services. 

Public clouds are usually managed by third party service providers. These services are 

accessed across the internet or through virtual private networks (VPNs). The cost of a 

public cloud is relatively less expensive than the rest of the cloud deployment models.  

Services on the public cloud inherit internet security threats such as denial of service, 

injection, cross-site scripting, and session hijacking. Private clouds are built for 

organizations that require strong data control, security, compliance, and quality of service. 

They could be hosted and managed by the organization or by the service provider. The cost 

of managing private clouds is relatively expensive and requires skilled IT experts. Hybrid 

model combines both public and private deployment models. Organizations identify 

services and deploy them to private and public clouds based on their service deployment 

policies. Community clouds are built by a group of organizations that share similar services 
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and infrastructure. A community cloud can be deployed in public, private or hybrid 

deployment models.  

2.4.Compliance in cloud computing  

Cloud computing is a style of computing that abstracts infrastructures, platforms, and 

software as services. Service providers such as Amazon, Microsoft, IBM, Oracle, Cisco, 

Intel, Sales Force, and many others are publishing cloud services that could potentially 

replace the traditional on premise platforms.  

Compliance in the cloud is a shared responsibility among service providers and 

consumers.  The responsibility of service providers and consumers vary based on the type 

of their service models. In the case of IaaS, consumers are responsible to secure services, 

platforms, and data; service providers are responsible to secure infrastructures. In the case 

of PaaS, consumers are responsible to secure services and data; service providers are 

responsible to secure platforms and infrastructures. In the case of SaaS, consumers are 

responsible to secure data; service providers are responsible to secure services, platforms 

and infrastructures.  

Service providers use independent third party certifying agencies and internal IT 

auditors to assure compliance, security, and privacy [Fed2]. In addition, all government 

agencies that support cloud computing must fulfil FedRAMP [Fed]. Consumers have to 

review and approve compliance reports and certificates before signing the service contract. 

Service providers are using 3PAOs and internal auditors to certify compliance. In addition 

to third party compliance certification, many service providers use enumeration to claim 

their completeness. The problem with enumerations is that they do not provide a measure 

of completeness and they lack a conceptual model of how the requirements relate to each 
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other and to the system. In addition, service providers are often required to comply with 

multiple regulations and standards. The cost of implementing individual regulations can 

lead to high implementation and maintenance costs, duplication of efforts, and 

inconsistencies 

2.5.Patterns, Reference Models (RMs) and RAs 

A pattern is a solution to a recurring problem in a specific context. Patterns can be used 

to design and analyze complex systems, to capture design decisions, and to record 

assumptions and experiences.  Patterns can improve software quality by promoting 

reusability, scalability, and consistency. Patterns are categorized as analysis patterns 

[Fer00, Fow97], design and architectural patterns [Bus96, Gam94], and security patterns 

[Fer06, Fer13].  Patterns are usually described using modeling languages such as UML, 

maybe combined with formal languages such as Object Constraint Language (OCL) 

[War03]. Pattern descriptions usually include class diagrams, sequence diagrams, and state 

diagrams.  Abstract software architectures can be build with abstract patterns, which can 

be standard analysis patterns or Semantic Analysis patterns (SAPs), when they describe 

conceptual business aspects, or design patterns without implementation details, or abstract 

security patterns (ASPs), which realize one or more security policies able to control (stop 

or mitigate) a threat or comply with a security-related regulation or institutional policy 

[Fer14b].  A Semantic Analysis pattern (SAP) is an analysis pattern realizing a subset of 

related use cases [Fer00]. 

Reference Architectures (RAs) are special type of architectures to understand, analyze, 

design and standardize complex systems at the highest level of abstraction. RAs are 

reusable, extendable, and configurable; that is, they are kinds of patterns for whole 
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architectures and they can be instantiated into specific software architectures by adding 

platform aspects. RAs should not include implementation details or vendor specific 

solutions. They can also be used as a common language among stakeholders including 

business owners, managers, architects, developers, tester and auditors. RAs can be built of 

patterns and there is also a possibility of identifying new patterns while building them.  

A Domain Model is a conceptual model of an area of knowledge, e.g. finance, and has 

no software concepts.  A Reference Model (RM) is a conceptual model that describes 

components, interactions and relationships of parts of a given domain in abstract form.  

This model is used to understand the domain and serves as a basis to build RAs. A concrete 

software architecture represents an architecture with design assumptions, constraints, 

platforms, design patterns, hardware, deployment environments, and dependencies. 

Multiple concrete software architectures can be derived from an abstract RA at the same 

level.  

2.6.Software architectures  

Reference [Mic09] categorizes software architectures in three levels of abstraction: 

domain RA, platform-independent architecture, and platform/technology-dependent 

architecture.  A domain RA is an abstract level architecture that capture domain specific 

requirements and specifications [Mic09]. Platform-independent is also an abstract 

architecture that contain application specific requirements and constrains [Mic09]. The 

platform/technology architecture is a concrete architecture that implements platform-

independent architecture [Mic09].  The same kind of abstraction can be defined within 

RAs: abstract RAs, domain-specific RAs, and platform specific RAs. Abstract RA is an 

architecture that can be used across multiple domains under the same category; for 
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example, a compliance RA is an abstract RA to describe regulations such as HIPAA, SOX, 

and PCI.  A domain specific RA is an RA specific to the given domain; for example, an 

RA for HIPAA is specific to HIPAA. Platform-specific RA is an RA to describe platform 

and vendor specific components; for example, [Pci11] is an RA for PCI using VMware 

specific platforms. 

2.7.Ontologies  

One of the main use of ontologies is to model domain knowledge, concepts, and 

relationships [Heb09]. It also includes reasoning rules to analyze the knowledge. An 

ontology document contains ontology header, classes, individuals, and properties. An 

ontology header contains ontology version, imports, and comments. A class is a set of 

resources with similar characteristics.  An individual is an instance of a class. There are 

two types of ontology properties to describe and define relationships among classes or 

individuals. An object data type property is a property to link two classes or individuals.   

A data type property is a property to link a class or individual with data values. There are 

languages such as RDF (Resource Description Framework), RDFS (RDF Schema), and 

OWL (Web Ontology Language) that can be used to construct ontologies. OWL rules are 

defined with a descriptive language called Semantic Web Rule Language (SWRL) just like 

UML constraints are defined with OCL [Heb09].  [Kal10][Mil] used REWERSE Rule 

Markup Language (R2ML) for bi-directional transformation between OWL/SWRL and 

UML/OCL. We can also extend this technique to build regulation ontologies that could 

help to analyze concepts, relationships, and to model regulation-complaint RAs. 
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3. A SURVEY OF COMPLIANCE ISSUES IN CLOUD COMPUTING

Overviewð Cloud services such as elasticity, scalability, universal access, low entry 

cost, and flexible billing motivate consumers to migrate their core businesses into the 

cloud. However, there are challenges about security, privacy, and compliance. Businesses 

are subjected to comply with regulations based on their service types. For example, 

government agencies are required to comply with FISMA, healthcare organizations are 

required to comply with HIPAA; public retail companies are subjected to comply with 

SOX and PCI. We have surveyed compliance challenges such as security, privacy, 

complexity of regulations, overlaps, lack of standard compliance RAs, lack of full control, 

and transparency. We also explored the current trends of compliance approaches, 

recommendations, patterns, RAs, and best practices. 

3.1.Compliance issues in cloud computing  

In this section, we review approaches related to compliance in cloud computing. There 

are only a few papers that have a direct relationship to our survey. We also reviewed papers 

that include individual compliance with regulations such as HIPAA, PCI, SOX, GLBA, 

and FISMA. 

[Nis11] identified a number privacy and security related issues that could have an 

impact on cloud computing. The paper covers issues and recommendations on governance, 

compliance, trust, architecture, identity, access management, software isolation, data 

protection, availability, and incident report.  The paper pointed out that compliance in cloud 
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computing is one of the complex issues to deal with as policies vary from country to 

country. As per [Nis11], understanding and enforcing regulations are also the major 

challenges in cloud computing. They analyzed the impact of data location, loss of control, 

and transparency in public cloud compliance. The issue of electronic discovery that 

involves identification, collection, processing, analysis, and production of stored 

information is also covered. The authors didnôt cover techniques to map complex policies 

into available best practices and patterns. They also mentioned that most cloud service 

providers use third party certification to confirm their compliance. As per our survey, third 

party auditors are using proprietary solutions that lack vendor neutral models or 

architectures that can be used as a checklist by all stakeholders.  

[Mir08] compared GLBA, HIPAA, PCI and SOX standards on the basis of generating 

reports for auditors. Their findings are very interesting; they showed that some reports and 

services share common features including user logon report, user logoff report, user failure 

report and logs access report as shown in Table 2.  They concluded that SOX compliance 

with respect to reports also covers GLBA, HIPAA and PCI-DSS reports. The authors didnôt 

cover other features of compliance such as privacy, security, user management, and 

notification. The comparison table would have been more precise if it was backed by 

standard models, architectures, best practices and patterns. 
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 Table 2: GLBA, HIPAA, PCI DSS and SOX report comparison table [Mir08] 

Reports  GLBA  HIPAA  PCI-DSS SOX 

User Logon / Logoff  V  V  V  V  

Logon Failure  V  V  V  V  

Audit Logs Access  V  V  V  V  

Object Access   V  V  V  

System Events   V   V  

Host Session Status   V   V  

Security Log Archiving  V  V   V  

Track Account  Management  and use group 

changes 

   V  

Track Audit Policy Changes   V  V  

Successful User Account Validation   V   V  

Unsuccessful Use Account Validation   V   V  

Track Individual User Actions Report   V  V  

Track Application Access    V  

 

 [Sil13] analyzed the top seven threats and their possible impacts on cloud compliance. 

They mapped threats with applicable regulations. The mapping could be used as a reference 

to analyze security threats and compliance. The paper lacks the explicit mapping between 

compliance and security threats. For example, threat # 2 and #3 are not mapped to any 

compliance standards as shown in Table 3.  The paper also lacks precise definition of 

threats and their corresponding correlations with compliance.  For example, they 

considered threats #2 and #3 as threats instead of vulnerabilities. The authors left out other 

regulations such as SOX and GLBA.
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Table 3: Threats to compliance mapping 

 Threats  Remarks 

1 Abuse and Nefarious Use of Cloud Computing  - 
threats related to abusing cloud network and 

services by using Denial of Service (DoS), 

malicious file upload, and malware 

- The authors mapped this threat to ISO 27001 compliance. 
We believe that this threat can also be mapped to other 

regulations  

2 Insecure Interfaces and APIs  This is not a threat. We believe that it is a venerability.  

3 Malicious Insiders Not a threat. It is not mapped to any regulation 

4 Shared Technology Issues The authors mapped the threat to ISO 27000-27002 and PCI-
DSS compliance. We believe that this threat can also be 

mapped to other regulations 

5 Data Loss or Leakage The authors mapped this threat to ISO 17826 and HIPAA 

compliance. We believe that this threat can also be mapped 

to other regulations 

6 Account or Service Hijacking There is no clear  map between this threat and available 

regulations 

7 Unknown Risk Profile ï it includes transparency, 

maintenance responsibility, software version, and 
fixes  

The mapping between regulations and this threat is not 

clear. It requires more research.  

 

[Rui10] reviewed privacy regulations in the cloud. They pointed out that there are still 

many uncertainties with respect to compliance and privacy in cloud computing. As a result, 

it is becoming very difficult to analyze security, privacy and compliance among cloud 

service providers. In addition, they indicated that many regulations share common 

requirements such as privacy, integrity, security and enforcement.  They mentioned that 

organizations are liable in the case of security breach and lawsuit. They also reviewed the 

use of independent third parties to certify compliance. 

[Net08] analyzed HIPAA and COBIT with NIST guidelines. According to [Net08], 

healthcare organizations that adopt COBIT as their standard will immediately satisfy 50% 

of the NIST standard. They concluded that an increase in security threats, regulations, lack 

of qualified security experts, and high implementation and maintenance costs are the most 

common challenges in the healthcare industry. In addition, the authors pointed out that 

company compliance can be improved by analyzing regulation overlaps and best practices. 
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The overlap was presented in block diagrams which do not show clearly the type and the 

nature of compliance overlaps. 

[Ham09] built a citation graph that could be used by analysts to navigate through the 

various interrelated compliance laws, to uncover overlaps and possible conflicts or to 

understand compliance documents. The authors used a decision support system to identify 

compliance similarities and differences. They used citation graph to understand 

regulations, to uncover overlaps and possible conflicts. They also use the citation graph to 

detect important provisions by ranking, to assess the impact of change in a particular act, 

and to validate consistency. The overlaps include security, notification, reporting, and user 

management. The authors focused only on HIPAA, SOX and GLBA regulations. The 

approach could be precise if they use standard models and architectures. We can also assert 

that [Mir08] findings confirms [Ham09] conclusions. 

[Bra10] developed a compliant cloud computing (C3) framework to address part of 

security, compliance, privacy, and trust issues. As per the authors, C3 can be used to 

address data privacy by enforcing data storage in specific regions and by applying data 

fragmentation. They claim that the framework can be used as a broker to integrate multiple 

service providers. The authors proposed domain specific language (DSL), meta-model and 

activity diagram to analyze regulations such as HIPAA, PCI and SOX. 

Security and compliance tools could help organizations to certify compliance as per 

[Das12]. They reviewed compliance tools such as WatchGuard and Trust Wave to analyze, 

and generate compliance coverage reports. The depth and scope of the reports vary from 

vendor to vendor. The authors categorized service models and define a compliance 

mapping matrix based on ñwho controls whatò as shown in Table 4 and 5.  The definitions 
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in Tables 4 and 5 are not precise enough to show the roles between service providers and 

consumers.   For example, access control is shared responsibility but it is indicated as 

vendor responsibility in Table 4. In Table 4, requirement 3 and 5 are the same by definition. 

However, the authors provide different roles for IaaS responsibility.  They covered HIPAA 

and PCI standards that may not reflect the same conclusion for other standards such as 

SOX, GLBA and FISMA. The authors suggested that more research needs to be done in 

order to build consumersô confidence and trust. 

Table 4: Vendor responsibility for HIPAA Requirement Mapping matrix [Das12] 

 

HIPAA Requirement 

                                

Vendor responsibility  in  

SaaS PaaS IaaS 

1 Security Management Process: Review permission setting and correct access right Yes No No 

2 Assigned Security Responsibility: Identify the security official who is responsible for the 

development and implementation of the policies and procedures. 

Yes No No 

3 Workforce Security: Ensure that only authorized workforce members have access to 

Electronic Protected Health Information  

Yes Yes No 

4 Information Access Management: Implement policies and procedures for accessing 
Electronic Protected Health Information  

Yes Yes No 

5 Access Control: Allow access only to the authorized workforce  Yes Yes Yes 

6 Audit Control: Record and examine activities for Electronic Protected Health Information  Yes Yes Yes 

 

Table 5: Vendor responsibility for PCI DSS Requirement Mapping matrix [Das12] 

 PCI Requirement                                                  
Vendor responsibility in 

SaaS PaaS IaaS 

1 Install and maintain a firewall configuration to protect cardholder data  Yes Yes Yes 

2 Do not use vendor-supplied defaults for system passwords and other security parameters  Yes Yes No 

3 Protect stored cardholder data  Yes Yes No 

4 Encrypt transmission of cardholder data across open, public networks  Yes Yes No 

5 Use and regularly update anti-virus software  Yes Yes No 

6 Develop and maintain secure systems and applications  Yes No No 

7 Restrict access to cardholder data by business need-to-know  Yes Yes Yes 

8 Assign a unique ID to each person with computer access  Yes Yes No 

9 Restrict physical access to cardholder data  Yes Yes No 

10 Track and monitor all access to network resources and cardholder data  Yes Yes Yes 

11 Regularly test security systems and processes  Yes Yes Yes 

12 Maintain a policy that addresses information security  Yes No No 
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[Das11] developed a framework called MEGHNAD [Das11] that uses a Muti-

Objective Genetic Algorithm (MOGA) to determine an optimal security toolset that could 

meet security and compliance requirements.  The authors claim that the framework can be 

used to generate compliance checklists and Service Level Agreement (SLA). They also 

used the framework to analyze security levels and cloud insurances for IaaS, PaaS and 

SaaS. 

[Ngu09] published PCI compliance challenges and solutions to reach PCI compliance. 

The authors reviewed PCI compliance challenges such as costs, overlaps, legal 

uncertainties, security, maintenance, complexity, code quality, and new technologies. 

Their proposed solutions are based on best practices. The solution includes authentication, 

authorization, encryption, and monitoring. The authors didnôt cover how to address 

regulation complexities and overlaps. 

[Gik14] analyzed security overlaps among FISMA, HIPAA, PCI and ISO.  The author 

identified 31 technical security features that are common to FISMA, HIPAA, PCI and ISO 

and suggested that by implementing compliance guidelines of FISMA could cover 

compliance of HIPAA, PCI, and ISO with the exception of privacy.  The paper also 

confirms regulation overlaps and the need for systematic approaches proposed by [Mir08] 

[Sil13] [Net08]. 

In summary, we can conclude that many of the proposed solutions are not approaching 

compliance challenges at the architectural level. As a result, the solutions lack 

comprehensive compliance in both functional and non-functional requirements. In 

addition, the proposed solutions could have been more readable and precise if they use 
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standard models, patterns, and architectures. In some cases, the comparison was done for 

a limited set of standards that may not reflect the same conclusion for other regulations.  

3.2.Compliance approaches in industry  

Most businesses use independent third party certifying agencies and internal IT auditors 

to assure compliance, security, and privacy [Fed1]. The US government published the list 

of FedRAMP certified cloud service providers and Third Party Assessment Organizations 

(3PAOs) that can be used as a reference for cloud service providers and consumers [Fed1, 

Fed2]. [Fed1] recommends that consumers have to review and approve compliance reports 

and certificates before signing the service contract. Service providers are using 3PAOs and 

internal auditors to certify compliance. In addition to third party compliance certification, 

many service providers use enumeration to claim their completeness. The problem with 

enumerations is that they do not provide measure of completeness and lacks a conceptual 

model of how the requirements relate to each other and to the system. 

Service providers such as Amazon, IBM, Microsoft, Oracle, HP, Cisco, Hitachi, and 

many others claim compliance for HIPAA, PCI, FISMA, SOX, and GLBA. [Ora, Ibm] 

built an RA for clouds with conceptual and logical views that include security management 

and compliance. The architecture uses models and enumeration to describe components 

and their interactions. [Pci11] published an RA for PCI-DSS using specific products such 

as VMware, Cisco, Trend Micro, and HyTrust. The architecture maps PCI rules to 

hardware and software products.  [Vmw] built compliance Reference Architecture 

Framework (RAF) to address requirements at infrastructure, application, and end user 

computing layers. Infrastructure layer compliance includes network security, configuration 

management, log management, and platform security. Application layer includes 



25 

permissions and governance, service level agreement, and data security. End user 

computing layer includes identity management, end point security, authentication, and 

authorization.   [Vmw] mapped regulation policies to corresponding layers and VMware 

products. [Cis2] built regulatory compliant architecture using risk management framework 

to address functional capabilities, operational reliabilities, regulatory compliance, and 

security. The framework uses standard enterprise layer architecture (i.e. web layer, 

application layer, service layer, business, and data layers) to identify components, map 

compliance policies to corresponding cisco products. [Wal] proposed a compliance RA by 

abstracting regulations and corporate policies. [Wal] used SOX and Microsoft products to 

identify components, build the architecture, map compliance policies and corresponding 

Microsoft products.  [Hit] proposed a compliance architecture derived from regulation 

overlaps among corporate governance and regulations. [Hit] enumerates policies from 

regulations and map them with proprietary identity and access management product. 

Compliance in the cloud is a shared responsibility among service providers and 

consumers [Pci13].  The responsibility of service providers and consumers vary based on 

the type of their service models. In the case of IaaS, consumers are responsible to secure 

services, platforms, and data. Service providers are responsible to secure infrastructures. 

In the case of PaaS, consumers are responsible to secure services and data. Service 

providers are responsible to secure platforms and infrastructures. In the case of SaaS, 

consumers are responsible to secure data. Service providers are responsible to secure 

services, platforms and infrastructures. As a result, the lack of full control, data location, 

and transparency create compliance challenges in cloud.  
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In summary, most service providers published compliance architectures, designs, and 

implementations are based on their own proprietor cloud platforms, infrastructures, and 

solutions. Many of them have published vendor specific proprietary hardware and software 

solutions. The available RAs published by service providers are either vendor specific or 

do not follow standard models, patterns or architectures. As a result, it is very difficult to 

analyze the level and the scopes of compliances among service providers. Consumers are 

also challenged to evaluate service providers without having standard RAs and models that 

could be used as a common reference and checklist. 

3.3.Summary of compliance issues and recommendations  

There are a number of compliance issues identified in this survey. We summarize five 

major compliances issues in this sections. 

3.3.1. Complexity of Regulations 

Regulations are written by lawyers and often lengthy and hard to read. In some cases, 

the rules are redundant, ambiguous, and inconsistent. Regulations vary from country to 

country. There have been attempts to make regulations clearer and more precise by using 

block diagrams, citation graphs, and reference models. However, there has been no attempt 

to make software architecture more precise in order to understand and analyze policies at 

a higher level and eventually guide the design and implementation efforts. We have 

attempted to make regulations clearer and more precise using patterns and RAs in the 

following Chapters. 
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3.3.2. Regulation Overlaps 

Our survey reveals that there are overlaps among regulations such as HIPAA, PCI, 

SOX, GLBA and FISMA [Ham09, Mir08, Net08, Fer15a]. Most cloud service providers 

are required to support multiple regulations in order to fulfill consumersô needs. The cost 

of implementing individual regulations can lead to high implementation and maintenance 

costs, duplication of efforts, and inconsistency. [Ham09, Mir08.Net08] attempted to 

identify overlapping features such as security, user management, notification, and 

reporting. [Ham09] used a citation graph to identify overlaps. [Fer15a] used Semantic 

Analysis Patterns (SAP) to identify regulation overlaps. These overlaps could incur 

unnecessary cost and inconsistency. There has been no attempt to identify these overlaps 

at the architectural level. We have identified regulation patterns in Chapter 5.  

3.3.3. Lack of standard Reference Architectures (RAs) 

As per our survey, there is no accepted definition about what an RA should contain; 

[Avg03] provide ways to describe, initiate and evaluate RAs by using IEEE recommended 

architectural description practice [Iee00], Rational Unified Process (RUP) artifacts [Kru03] 

and UML [Boo05]. [Str10] build an RA for service based systems with a pattern-based 

approach. [Fer15] built an RA for cloud systems with use cases and patterns. We can 

clearly observe that there are different levels of understanding and approaches to build 

RAs. In addition, the style and the depth of the architectures are different among service 

providers. On the other hand, consumers are challenged to evaluate service providersô 

compliance without having a standard checklist. We can conclude that available 

approaches donôt use comprehensive metamodel that include both functional and non-
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functional requirements. As a result, many RAs are either incomplete or do not follow 

standard models or architectures.  We built a five-step approach to build RAs using 

metamodels, patterns, and best practices [Yim15]. We identify components by building an 

RA metamodel, use cases, and ontologies. We proposed a five-step approach by using this 

metamodel as a framework. 

3.3.4. Lack of full control and transparency 

The lack of full control and transparency are also one of the compliance challenges in 

the public cloud [Nis11]. The data stored in the public cloud could be replicated in different 

regions and / or countries that could violet privacy laws. Consumers donôt have full control 

and transparency once the data is uploaded in the cloud. In addition, service providers are 

required to ensure the confidentiality, integrity, availability and accountability (CIAA) of 

consumersô data as per the government and industry regulations. [Bra10] developed a 

framework that can control data location while maintaining compliance. [Das12] suggested 

more research to build consumersô trust and compliance.   

3.3.5. Security threats  

Cloud services like any IT platforms are subjected to internet security threats. The 

complexity and shared responsibilities of cloud computing are also another security threat 

that could affect the overall compliance. Cloud computing is relatively new and still 

changing. More research is needed to build consumersô confidence and trust by identifying 

potential security and compliance threats. [Fer15] developed security reference 

architecture to enforce cloud security. The architecture can be extended to support 

compliance by adding regulation patterns and best practices. We proposed a five step-
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approach to build compliance and security architecture by using a metamodel, patterns, 

and best practices [Yim15]. 

3.4.Conclusions  

Regulations and standards are complex, redundant and inconsistent in some cases. One 

possible approach to clear compliance complexities, uncertainties, and overlaps is by using 

industry standard models, patterns, architectures, and best practices. There have been 

attempts to analyze regulation policies and overlaps. However, there has been no attempt 

to make software architecture more precise at a higher level and eventually guide the design 

and implementation efforts. These kind of standard approaches could improve compliance, 

security, privacy and the overall software quality. 

Cloud compliance requires shared responsibilities in the public cloud. It involves 

service providers, service brokers, customers,   and auditors. There are ongoing 

compliance, security, and privacy challenges because of the complexity of cloud platforms, 

lack of full control and transparency, and involves multiple participating entities. In most 

development processes, compliance and security are not considered at the early stages of 

software development. As a result, compliance and security are getting addressed either at 

testing stage or at the last stage of development that could potential create more compliance 

and security threats. In order to build good quality and compliant systems, it is critical to 

analyze regulations at all development phases including requirement, design, 

implementation, and testing phases. The quality of software, compliance and security can 

also be improved by using available patterns, RAs, and best practices. 

The survey reveals that more research is need to overcome these compliance 

challenges.  We developed a complete and precise RAs that can be used to analyze complex 
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regulations, avoid overlaps, mitigate security threats, and promote the usage of patterns, 

models, and templates [Yim15]. We have attempted to address these challenges with 

patterns and RAs in the following Chapters. 
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4. TOWARDS COMPLIANT REFERENCE ARCHITECTURES BY FINDING 

ANALOGIES AND OVERLAPS IN COMPLIANCE REGULATIONS

Overviewð Business software is subject to a variety of regulations depending on the 

type of application. For example, software handling of medical records must follow 

HIPAA; software for financial applications must comply with SOX, and so on. A close 

examination of the policies included in those regulations shows that they have analogy and 

common aspects. Analogy parts of regulations can be expressed as Semantic Analysis 

Patterns (SAPs), which can lead to building similar parts in other regulations. Overlapping 

parts usually correspond to security patterns and can be used to add security to other 

regulations. If we collect SAPs and security patterns in a catalog we can build RAs for 

existing and new regulations. The resultant Compliant RAs (CRAs) can be used as 

guidelines for building compliant applications. 

4.1.Introduction  

In many countries, business activities have government, state, or industry-based 

regulations. Some laws state that organizations are responsible for all compliance related 

issues. The cost of not being compliant may result in penalty fees, possible lawsuits, and 

bad business reputation. In the opinion of [Mas11], legal compliance may become the most 

important Non-Functional Requirement (NFR) for a large number of software systems. 

Government and state regulations are mandatory while industry regulations are 

suggestions. However, not following industry regulations may hurt the marketing 
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possibilities of a software system. Regulations are written by lawyers and usually are 

lengthy, hard to read, at times redundant, perhaps ambiguous, and maybe even inconsistent 

at some places. Incorrect or imprecise implementations of regulations may lead to lawsuits 

and may harm people. [Mas11] reports that most computer science graduate students have 

trouble understanding regulations. To make regulations clearer and more precise there has 

been attempts to analyze them to understand the rights and obligations of the participants 

[Bre08, Lam09]. However, there have been few attempts to make clear the software 

architecture required for the implementation of the policies in the regulations. We are 

attempting to do this by expressing the regulations in the form of patterns. Several 

methodologies exist for building secure systems using patterns [Uzu12], including one 

proposed by us [Fer06, Fer13, Uzu15]; these methodologies can also handle compliance. 

The specific regulations to be followed depend on the type of application. For example, 

software handling medical records must follow HIPAA [Hip13]; software for financial 

applications must comply with SOX, and so on. Some applications may need to follow 

more than one regulation. A close examination of the policies included in those regulations 

shows that they have analogies. By that we mean that portions of the regulations handle 

information in a similar way. Different regulations also have straight commonalities, e.g., 

they specify the same enforcement mechanism. We show here that by identifying analogies 

and commonalities we can make regulations much clearer and easier to implement. If we 

collect these aspects as patterns in a catalog we can build RAs for existing as well as new 

regulations. The resultant RAs can be used as guidelines for building compliant 

applications. We can also use this catalog to complement secure or compliant software 

development methodologies. We can make the software developed using one of the 
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methodologies mentioned above not just secure but also compliant if we add to them a 

catalog of patterns that describe the regulation(s). In addition, we have shown that 

incorporating regulations described as patterns into RAs we can generate applications that 

comply with these regulations [Fer14a]. We describe our models using the Unified 

Modeling Language (UML) [Rum99], at times enhanced using OCL [War03]. 

Specifically, our contributions include a demonstration that regulations have analog 

and common aspects that can be leveraged to build or enhance RAs compliant with 

different regulations and we show an example of how to do this. 

Section 4.2 describes some regulations perform similar actions with their data and we 

can deduce patterns by analogy. Section 4.3 indicates commonalities among regulations. 

We summarize this chapter with some conclusions in Section 4.4. 

4.2.Analogy 

Typically, regulations refer to four aspects: data with indications or classifications of 

their sensitivity; the entities (stakeholders) involved in handling this data, usually defined 

by their roles; the rights of these roles with respect to the data; and the obligations of the 

roles when they access data. Keeping in mind these four aspects we can see that some 

regulations have parallel concepts. We used analogy to discover new SAPs in [Fer00]. 

Analogy implies the realization that the information in a specific model is handled in a 

similar way in another model; i.e., the other model has the same concepts (possibly with 

different names) related in a similar way. Figure 1 shows this idea, starting from a pattern 

p1 in application A we can find a pattern p2 in application B either by direct observation 

or by first generalizing the pattern into a more abstract form, followed by specialization 

[Fer00].  
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Figure 2 shows a UML class model showing parts of the HIPAA rules. The role Patient 

has a Medical Record for which the role has the right to read it and authorize its use. 

Medical Records include Treatment Histories. The role Doctor has the right to read and 

modify the records of his own patients. Medical records are related to each other based on 

some Medical Relationship that relates records of contact for infectious diseases or genetic 

relationships. Reading of medical records by external entities requires patient notification. 

The left side of Figure 2 can be considered a SAP describing the rights of patients and 

doctors as well as a system obligation. The classes Health Care Provider and Patient on the 

right side of Figure 2 are in fact part of another pattern describing two of the stakeholders 

of the regulation [Sor04]. 

Figure 3 shows a SOX model obtained by making the following analogies: 

PatientĄInvestor, Medical RecordĄFinancial Record, DoctorĄBroker, Treatment 

History Ą Financial Account. Again, the left side of the figure is the analog of the medical 

record SAP and can be derived directly from it. As in all patterns, it is not a plug-in but it 

needs to be tailored. A type of tailoring is shown in Figure 3 where the OCL constraints of 

Figure 2 have been expressed in words and the class names reflect the different context. 

We can carry this analogy to any regulation that requires handling of some type of records 

that belong to individuals.
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Figure 1: Pattern generation [Fer00] 

The model of Figure 2 requires a platform that can apply content-dependent restrictions 

and by using again analogy we know that this type of restrictions will also be needed in the 

model of Figure 3. As indicated in Figure 1, we can generalize the patterns of Figures 2 

and 3 and define an abstract Record Protection pattern from which we can derive patterns 

specific to new regulations. 
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Figure 2: A partial model of HIPAA 

 

 

Figure 3: A model for parts of SOX 
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4.3.Overlap 

Reading the descriptions of the regulations in Section 4.2 we can see that specific 

security mechanisms appear in most of them because they require protection of 

information. Compliance requires attributes such as confidentiality, integrity, availability, 

reliability, and accountability. As a result, there are a number of commonalities among 

regulations and standards that could be abstracted as patterns. Some of the commonalities 

are described below.  

For example, privacy requirements are present in many regulations. Privacy requires 

the use of security mechanisms that can be described by security patterns. For example, a 

privacy policy that indicates that ñhospital patients can see their own medical recordsò 

requires content-dependent access control, which can be enforced by a corresponding 

security pattern [Fer14c]. Obligations can be realized as part of authorization rules but also 

can be defined as separate rules. All regulations require participants to be uniquely 

identified. [Fer13] written a set of identity patterns which include: The Identity Provider 

pattern centralizes the administration of a security domainôs subjects. The Circle of Trust 

pattern represents a federation of service providers that share trust relationships. The 

Identity Federation pattern allows the federation multiple identities across multiple 

organizations under a common identity. Most of the regulations described here show the 

following requirements: 

1) Security: policies and procedures to regulate the security of data, systems, applications 

and configurations. Security implies authentication, authorization, and encryption which 

provide confidentiality and integrity. Security management focuses on policies and 
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procedures to create, modify, delete, and review user access control, security settings and 

configurations. Security enforcement policies and procedures are ways to enforce security.  

2) Privacy: policies and procedures to regulate the use and the disclosure of sensitive 

information that uniquely identify an individual or client. Some of the sensitive information 

includes social security numbers, address, credit card number, age, and medical records. 

3) Logging and Audit control:  policies and procedures to record and examine activities 

of users (data accessed, time), configurations of systems and applications. 

4) Secure data transmission and storage: policies and procedures to secure data 

transmission and storage (cryptography and digital signatures for transmission, 

authentication and authorization for storage). 

5) Notification : when information is accessed by entities not specifically entitled to do so, 

users must be notified.  

6) Reporting: policies and procedures to generate an incident report to assure compliance. 

The report includes security breaches and compliance on user activities, system activities, 

and configurations changes. 

7) Compliance Monitoring : Monitors and enforce compliance by applying compliance 

rules and regulations.  

8) Compliance Analysis: Analyze the overall activities and trends on users, data, 

configurations, systems and applications by auditing logs and records. 

9) Backup: policies and procedures to archive protected data. 

10) Disaster recovery: policies and procedures to recover systems, applications, data and 

configurations. 
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11) Sanitation: policies and procedures to sanitize storage devices when they are out of 

use. 

12) Emergency access: policies and procedure to access protected data in the case of 

emergency.  

 

Figure 4: A model for secured SOX 

We have patterns for most of these. For those aspects where there are no patterns, we 

list them as potential candidate for patterns and include in the list reporting, compliance 

monitoring, compliance analysis, disaster recovery, sanitation, and emergency access. 

In spite of the fact that regulations explicitly indicate the types of security mechanisms 

they require for their protected information, the truth is that the system must be secure as a 

whole. It doesnôt really matter if private information is disclosed through a path not 

considered in the corresponding regulation, the record keeper is still legally responsible. In 

other words, the list of the security mechanisms indicated by the regulation should be 
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interpreted mostly as a suggestion and not as a complete set of requirements, what matters 

is avoiding misuse of the information. 

If we catalog these patterns, we can build models for other regulations starting from 

the models we have. For example, we can build an RA for SOX starting from the HIPAA 

RA. Using analogy we could have deduced the model of Figure 3 and using the table of 

commonalities we can add corresponding mechanisms in the form of patterns. Figure 4 

shows the model of Figure 3 with the addition of mechanisms for Encryption, 

Authentication, and Reporting. Note that Figure 3 already had Authorization in the form 

of RBAC [Fer13]. 

4.4.Conclusions 

Companies that develop software to be used by institutions that must follow a variety 

of regulations can benefit by first building a catalog of patterns that can be used as building 

blocks to build complete regulation models. These patterns can describe specific policies 

or security mechanisms that appear in several of the regulations. We can also build a 

catalog of patterns based on making analogies across regulations as the ones shown in 

Section 4.3, which can be used for building support for new regulations. The use of these 

catalogs leads to a factory for RAs from where we can derive applications that comply with 

one or several regulations. In spite of the fact that regulations explicitly indicate the type 

of protection they require for their information, the truth is that the system must be secure 

as a whole; we cannot in general, separate the regulation-related information from other 

information needed in the application. It doesnôt really matter either if private information 

is disclosed through a path not considered in the corresponding regulation, the data keeper 
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is still legally responsible. That implies the need for a holistic secure development 

methodology as the one described in [Uzu15]. 
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5. REGULATION PATTERNS 

Overviewð there are a number of commonalities among regulations that can be 

described as patterns (Chapter 4). Regulation pattern realizes policies from regulations to 

make them more precise and reusable. A regulation pattern is similar to a security pattern. 

The main difference is that a security pattern intends to neutralize a threat while a 

regulation pattern realizes one or more policies from a regulation. There has been a few 

attempts to analyze regulation policies as patterns. [Sor05] developed a pattern for medical 

charts that describes patient treatment information. [Bre08] developed a methodology to 

extract access rights and obligations from regulations. In this chapter, we have described 

HIPAA rules (policies) as patterns. In addition, we have identified patterns for policy 

management, reporting, and compliance analyzer. We follow a standard POSA template 

[Bus96] to describe these patterns. 

5.1.HIPAA privacy rule  

Intent  

Describe accurately the policy that prescribes that health providers must notify 

individuals of the use of their health information. In addition, they must regulate the use 

and disclosure of PHI. 

Example 

A software house decided to market software to help private medical clinics and health 

providers comply with HIPAA regulations. They found that the regulations themselves 
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were not clear and it was hard for their developers to implement the rules in the regulation. 

The developers read the regulations and interpreted them in their own way. The final 

product was a failure because some of the regulations were not correctly implemented and 

resulted in lawsuits and misunderstandings that violated the regulations. 

Context 

Covered entities are defined as health care clearinghouses, employer sponsored health 

plans, health insurers, and medical service providers that engage in certain transactions. 

The Privacy Rule of HIPAA establishes that covered entities should notify individuals of 

uses of their PHI, i.e., health providers should notify patients of the uses of their medical 

information. PHI is any information about health status, provision of health care, or 

payment for health care that can be linked to a specific individual. The PHI includes any 

part of a patient's medical record or payment history. Covered entities must appoint a 

Privacy Official and a contact person responsible for receiving complaints and train all 

members of their workforce in procedures regarding PHI [Hip]. HIPAA applies 

specifically in the USA but other countries have similar regulations to protect health 

information.  

Problem  

Regulations are legal documents and must be faithfully followed. HIPAA must be 

followed in the US to handle medical records. A patient who has a problem because this 

regulation is not properly applied to his medical information may sue the company 

handling his records. We need to be sure that any software we use implements the 

regulations precisely and faithfully.  
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The solution to the problem of accurate representation of regulations is affected by the 

following forces: 

Å Notificationðthere must be an automatic way to notify users 

Å Completenessðthe rule applies to all the health information kept by a 

health provider. 

Å Document realizationðany documents prescribed by the rule must have an 

explicit representation. 

Å Overseeingðthere must be a role in charge of verifying that the rules are 

applied 

Solution 

The notification obligation is intended to protect the privacy of patients by informing 

them of who has accessed their PHI. Explicit representation of the PHI for patients and its 

handling also helps prevent fraud and helps medical research.  

Structure 

Figure 5 shows the representation in UML of the Privacy rule. A Patient has a Protected 

Health Information (PHI), which includes information such as her visits to a doctor and her 

payments. The PHI also includes the Medical Record of the patient. A Covered Entity can 

access the PHI (in different ways depending on the Covered Entity functions). Privacy 

Official represents an interface for this role such that a person in this role can verify that 

this regulation is being followed. Privacy Information includes additional or specific 

policies and procedures to enforce this regulation. Class Obligation reifies the policy of 

notification.
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Figure 5: Class diagram for HIPAAôs Privacy rule 

Dynamics 

Figure 6 shows the use case: ñShow a PHI of a patient to a non-covered entityò. The 

Covered Entity allows the Police Department to access a patient record during a criminal 

investigation. After doing so, the Covered entity has the obligation to notify the Patient of 

this access.  

 

Figure 6: Use case: show a PHI of a patient to a non-covered entity 
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Implementation 

There are no prescribed system implementations of this rule. However, there are 

exceptions to the rule: 

Permitted Uses and Disclosures. A covered entity is permitted to use and disclose PHI, 

without an individualôs authorization, for the following purposes or situations [Pri]: (1) To 

the Individual (unless required for access or accounting of disclosures); (2) Treatment, 

Payment, and Health Care Operations; (3) Opportunity to Agree or Object; (4) Incident to 

an otherwise permitted use and disclosure; (5) Public Interest and Benefit Activities; and 

(6) Limited Data Set for the purposes of research, public health or health care operations.   

Known uses 

The Florida Department of Health (FDOH) is implementing a system following 

HIPAA rules [Hil13]. 

Example resolved 

Now the software house has a precise description of the information and procedures 

that must be included in their software products. 

Consequences 

This pattern has the following advantages: 

Å Completenessðthe pattern describes explicitly all the requirements of the 

rule.  

Å Document realizationðevery document mentioned in the rule has an 

explicit representation (a class) in the model. 

Å Notificationðthe model includes an obligation to notify users 
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Å Overseeingðthe Privacy Official is a role in charge of verifying that the 

rules are applied to the Privacy Information. 

Liabilities include some extra overhead to keep all the extra information and for 

notification. 

See also 

[Sor05] describes a common form of medical records. 

5.2.HIPAA security rule 

Intent  

Define a set of security mechanisms to PHI that is held or transferred in electronic form. 

This rule complements the Privacy Rule by defining ways to protect its information. 

Example 

A software house decided to market software to help private medical clinics and health 

providers comply with HIPAA regulations. Using the previous pattern they were able to 

get a good description of the requirements of the Privacy Rule. However, they need to build 

in their products appropriate security mechanisms or the privacy recommendations will not 

be able to be enforced when their product is deployed. 

Context 

Today, providers are using clinical applications such as computerized physician order 

entry (CPOE) systems, electronic health records (EHR), and radiology, pharmacy, and 

laboratory systems. Health plans are providing access to claims and care management, as 

well as member self-service applications. While this means that the medical workforce can 

be more mobile and efficient (i.e., physicians can check patient records and test results 
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from wherever they are), the rise in the adoption rate of these technologies increases the 

potential security risks for the PHI. 

Problem  

Regulations are legal documents and must be faithfully followed. HIPAA must be 

followed in the US to handle medical records. A patient who has a problem because this 

regulation is not properly applied to his medical information may sue the company 

handling his records. We need to protect the medical information of all patients. It has the 

following forces: 

Å Completenessðthe rule applies to all the health information kept by a 

health provider.  

Å Securityðthere must be a security mechanism that controls the proper use 

of this information; otherwise, illegal accesses cannot be stopped.   

Å Document protectionðany documents prescribed by the rule must have an 

appropriate protection of its contents. 

Å Notificationðthere must be an automatic way to notify users 

Å Overseeingð there must be a role in charge of auditing that this rule is 

being applied. 

Å Extensibilityðan institution following HIPAA rules may want to combine 

each rule with other policies of its own. 

Solution 

The Security Rule requires covered entities to maintain reasonable and appropriate   

administrative, technical, and physical safeguards for protecting e-PHI.  Specifically,   

covered entities must:  
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Å Ensure the confidentiality, integrity, and availability of all e-PHI they 

create, receive, maintain or transmit; 

Å Identify and protect against reasonably anticipated threats to the security or 

integrity of the information; 

Å Protect against reasonably anticipated, impermissible uses or disclosures; 

and 

Å Ensure compliance by their workforce. 

The covered entities must perform risk analysis and apply the appropriate defenses. A 

method such as [Bra08] could be used to enumerate threats and define the corresponding 

defenses. 

Structure 

Figure 7 shows the representation in UML of the Security Rule. A Patient has a 

Protected Health Information (PHI), which includes information such as her visits to a 

doctor and her payments. The PHI also includes the Medical Record of the patient. A 

Covered Entity can access the PHI (in different ways depending on the Covered Entity 

functions). The model shows two instantiations of the Role-Based Access control pattern 

to define rights of Covered Entities with respect to PHIs and rights of Patients with respect 

to their PHIs. A Security Logger/Auditor pattern keeps track of all the PHIs accesses so 

that patients can be properly notified of accesses by non-covered entities.
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Figure 7: Class diagram for HIPAAôs Security Rule 

Dynamics 

Figure 8 shows the sequence diagram for the use case ñAccess a PHI in a Covered 

Entityò. A doctor requests access to a PHI of a patient that belongs to a Covered Entity. 

The PHI is returned to her and the access is logged. 

 

Figure 8: Use case ñAccess a PHI in a Covered Entityò 
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Implementation 

The Office for Civil Rights HHS has responsibility for enforcing the Privacy and 

Security Rules with voluntary compliance activities and civil money penalties. Given that 

the health care marketplace is diverse, the Security Rule is designed to be flexible and 

scalable so a covered entity can implement policies, procedures, and technologies that are 

appropriate for the entityôs particular size, organizational structure, and risks to consumersô 

e-PHI. Therefore, when a covered entity is deciding which security measures to use, the 

Rule does not dictate those measures but requires the covered entity to consider: 

Å Its size, complexity, and capabilities 

Å Its technical, hardware, and software infrastructure 

Å The costs of security measures 

Å The likelihood and possible impact of potential risks to e-PHI. 

A covered entity must adopt reasonable and appropriate policies and procedures to 

comply with the provisions of the Security Rule. A covered entity must maintain, until six 

years after the later of the date of their creation or last effective date, written security 

policies and procedures and written records of required actions, activities or assessments. 

Known uses 

Å The Florida Department of Health (FDOH) is implementing a system 

following HIPAA rules [Hil13]. 

Å Modernizing Medicine is a cloud-based company that handles medical 

records for medical practices and follows these regulations [Mod]. 
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Example resolved 

This pattern provides the company developers a guide about where to add security 

mechanisms in their products so that the privacy requirements are always enforced. 

Consequences 

The advantages of this pattern include: 

Å Completenessðthe pattern describes explicitly all the requirements of the 

rule.  

Å SecurityðAuthentication and RBAC Authorization control access to the 

PHI. 

Å Document protectionðevery document mentioned in the rule has an 

explicit representation (a class) in the model and it has a corresponding 

protection of its content. 

Å Notificationðthe model includes an obligation to notify users 

Å Overseeingð the solution defines a role in charge of verifying that the rules 

are applied. 

Å Extensibilityðrules expressed as UML models can be easily extended with 

other policies or functions. 

Liabilities include the extra complexity and overhead of the security mechanisms as well 

as their acquisition and operational costs.  

See also 

Å Authenticator [Fer13] 

Å Authorizer [Fer13]--Describe who is authorized to access specific resources 

in a system, in an environment in which we have resources whose access 
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needs to be controlled. It indicates for each active entity, which resources it 

can access, and what it can do with them. 

Å Security Logger/Auditor [Fer13]--How can we keep track of userôs actions 

in order to determine who did what and when? Log all security-sensitive 

actions performed by users and provide controlled access to records for 

Audit purposes. 

Å Secure Channel [Fer13]. 

5.3.HIPAA t ransactions and Code Sets Rule 

Intent  

Define standardized health care transactions, medical coding, and procedures. 

Context 

HIPAA applies to health care systems handling medical information about patients in 

both electronic and paper modes.  Covered entities are defined as health care 

clearinghouses, employer sponsored health plans, health insurers, and medical service 

providers that engage in certain transactions. The Privacy Rule of HIPAA establishes that 

covered entities should notify individuals of uses of their Protected Health Information 

(PHI). PHI is any information about health status, provision of health care, or payment for 

health care that can be linked to a specific individual. The PHI includes any part of a 

patient's medical record or payment history [Hip]. HIPAA applies specifically in the USA 

but other countries have similar regulations to protect health information. 

Problem 

There must be a way to identify each transaction from a covered entity with respect to 

a given patient. If health care providers are allowed to use their own codes and formats to 
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describe their transactions, a patient who receives a hospital bill where several health care 

providers participated will be very confused. In order to process a payment, her insurance 

company will need to translate all the transactions to a common format, which means extra 

time and expenses. Portability would also be hurt if transactions are not standardized. The 

following forces will affect the solution to these problems: 

Å Transaction structureðeach transaction should have a predefined structure.  

Å Enforcementðthe prescribed format for transactions must be followed by 

all health care providers. 

Å Completenessðthe rule applies to all the health information kept or 

produced by a health provider and to all covered entities.  

Å Document realizationðany documents prescribed by the rule must have an 

explicit representation. 

Å Overseeingð there must be a role in charge of auditing that this rule is 

being applied. 

Å Extensibilityðan institution following HIPAA rules may want to combine 

each rule with other policies of its own. 

Å Usabilityðthe identification method should not be cumbersome or hard to 

use. 

Solution 

Define a set of identifiers for covered entities and a set of transaction codes to be used 

by all health providers. Define a set of medical codes to identify procedures and treatments. 

Appoint an overseer role who is in charge of verifying that these identifiers and codes are 

used.  
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Structure 

As shown in Figure 9, a Patient treatment results in a set of Transactions (TX) 

performed by different Covered Entities. Each transaction is logged by a 

SecurityLogger/Auditor pattern and later all the transactions related to this and other 

treatments can be audited by an Overseer who verifies the proper use of identifiers and 

codes. 

 

Figure 9: Class model for Transactions and Code Sets Rule 
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Å The Health Care Claim Transaction set is used to submit health care claim 

billing information, encounter information, or both. It can be sent from 

providers of health care services to payers, either directly or via 

intermediary billers and claims clearinghouses. 

Å Retail Pharmacy Claim Transaction is used to submit retail pharmacy 

claims to payers by health care professionals who dispense medications, 

either directly or via intermediary billers and claims clearinghouses.  

Å The Health Care Claim Payment/Advice Transaction Set can be used to 

make a payment, send an Explanation of Benefits (EOB), send an 

Explanation of Payments (EOP), or make a payment and send an EOP 

remittance advice only from a health insurer to a health care provider either 

directly or via a financial institution. 

Å The Benefit Enrollment and Maintenance Set can be used by employers, 

unions, government agencies, associations or insurance agencies to enroll 

members to a payer. The payer is a healthcare organization that pays claims, 

administers insurance or benefit or product.  

Å A Health Care Claim Status Request can be used by a provider, recipient of 

health care products or services or their authorized agent to request the 

status of a health care claim. 

In addition, medical code sets are used in transactions to identify what procedures, 

services, and diagnoses pertain to a patient encounter. The codes characterize a medical 

condition or treatment and are usually maintained by professional societies and public 
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health organizations. The codes identify diseases, drugs, dental procedures, and similar. 

There are also claim status codes. 

Known Uses 

Most health providers in the US have implemented these rules. Examples include the 

Florida Dept. of Health [Hil13], Beverly Hospital [Bev], Vanderbilt University [Van], and 

Stanford University [Lam09]. 

Consequences 

The use of this pattern has the following advantages: 

Å StructureðTransaction classes can define a uniform structure for all 

transactions. 

Å Enforcementðthe prescribed format for transactions can be enforced by 

rejecting transactions in non-conforming formats. 

Å Completenessðwe can assure that the rule applies to all the health 

information kept by a health provider. There should be enough distinct 

identifiers to give to all covered entities, transactions, and medical codes. 

Å Document realizationðclasses Transaction and Identifier describe the 

required information. 

Å Overseeingð the solution defines a role in charge of verifying that the rules 

are applied. 

Å Extensibilityðrules expressed as UML models can be easily extended with 

other policies or functions. 

Å UsabilityðThere are simple and convenient identification methods that can 

be used to implement this solution. 
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Disadvantages include: Enforcement may be complex. 

Related patterns 

Å Authenticator [Fer13]--When a user or system (subject) identifies itself to 

the system, how do we verify that the subject intending to access the system 

is who it says it is? 

Å Authorizer [Fer13]--Describe who is authorized to access specific resources 

in a system, in an environment in which we have resources whose access 

needs to be controlled. It indicates for each active entity, which resources it 

can access, and what it can do with them. 

Å Security Logger/Auditor [Fer13]--How can we keep track of userôs actions 

in order to determine who did what and when? Log all security-sensitive 

actions performed by users and provide controlled access to records for 

Audit purposes. 

Å Secure Channel [Bra00]ðprovide a connection between two endpoints 

with confidentiality    protection. 

5.4.HIPAA unique Identifiers Rule (National Provider Identifier (NPI))  

Intent  

All covered entities using electronic communications (e.g., physicians, hospitals, health 

insurance companies, and so forth) must use a single NPI. The NPI replaces all other local 

identifiers. 

Context 

HIPAA applies to health care systems handling medical information about patients in 

both electronic and paper modes.  Covered entities are defined as health care 
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clearinghouses, employer sponsored health plans, health insurers, and medical service 

providers that engage in certain transactions. The Privacy Rule of HIPAA establishes that 

covered entities should notify individuals of uses of their Protected Health Information 

(PHI). PHI is any information about health status, provision of health care, or payment for 

health care that can be linked to a specific individual. The PHI includes any part of a 

patient's medical record or payment history [Hip]. HIPAA applies specifically in the USA 

but other countries have similar regulations to protect health information. 

Problem 

If we have to deal with transactions that come from several covered entities and they 

use arbitrary identifiers it would be very hard to decide how much to pay to every health 

provider. The solution is affected by the following forces: 

Å Commonality--We need a way to have a common identifier across states or 

counties. Otherwise it would be very hard to deal with transactions that 

cover several locations or health providers. 

Å Uniquenessðeach covered entity must have a unique identifier. 

Å Multiplicityða health provider cannot have more than one identifier. 

Solution 

Specialize some generic identity model such as the one in [Del07]. In particular, the 

Identity Provider pattern, which centralizes the administration of subjectsô identity 

information for a security domain. 

Implementation 

HIPAA covered entities such as providers completing electronic transactions, 

healthcare clearinghouses, and large health plans, must use only the National Provider 
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Identifier (NPI) to identify covered healthcare providers in standard transactions. The NPI 

replaces all other identifiers used by health plans, Medicare, Medicaid, and other 

government programs.  However, the NPI does not replace a provider's DEA number, state 

license number, or tax identification number. The NPI is 10 digits (may be alphanumeric), 

with the last digit being a checksum. The NPI is just a number that does not itself have any 

additional meaning. The NPI is unique and national, never re-used, and except for 

institutions, a provider usually can have only one. An institution may obtain multiple NPIs 

for different "subparts" such as a free-standing cancer center. 

Known Uses 

By early 2014 all states in the USA have implemented a national id system. 

Consequences 

This pattern has the following advantages: 

Å Commonality--We can define a common identifier across states or counties.  

Å Uniquenessðeach covered entity id can be forced to be unique using an 

appropriate generation method. 

Å Multiplicityðwe can assign only one id to each health provider. 

Disadvantages include: Cost of changing old identifiers. 

Related patterns 

Identity Provider [Del07, Fer13]--the Identity Provider pattern allows the centralization 

of the administration of subjectsô identity information for a security domain.



61 

5.5.HIPAA enforcement Rule 

Intent  

The Enforcement Rule sets civil money penalties for violating HIPAA rules and 

establishes procedures for investigations and hearings for HIPAA violations.  

Context 

Health care systems handling medical information about patients in both electronic and 

paper modes.  Covered entities are defined as health care clearinghouses, employer 

sponsored health plans, health insurers, and medical service providers that engage in 

certain transactions. The Privacy Rule of HIPAA establishes that covered entities should 

notify individuals of uses of their PHI. PHI is any information about health status, provision 

of health care, or payment for health care that can be linked to a specific individual. The 

PHI includes any part of a patient's medical record or payment history [Hip]. HIPAA 

applies specifically in the USA but other countries have similar regulations to protect health 

information. 

Problem 

The Security Rule defines access restrictions to protect health information. However, 

it is useless unless there is a way to enforce these rules. The forces affecting the solution 

include: 

Å Violationsðthere should be a convenient way to detect rule violations; 

otherwise the rules have no practical value. 

Å Expression--decisions about rule violations can be complex and may 

include amounts for fines and other punishments. We need to be able to 

express policies for rule violations. 
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Solution 

Use the Reified Reference Monitor (RRM) pattern [Fer13] to detect violations and 

generate fines and investigation procedures against the entities which violate the rules. 

Enforce authorizations when a subject requests a protection object and provide the subject 

with a decision. 

In a computational environment in which users or processes make requests for data or 

resources, the RRM enforces declared access restrictions when an active entity requests 

resources. It describes how to define an abstract process that intercepts all requests for 

resources and checks them for compliance with authorizations. 

Implementation 

The Enforcement Rule sets civil money penalties for violating HIPAA rules and 

establishes procedures for investigations and hearings for HIPAA violations. For many 

years there have been few prosecutions for violations. The U.S. Department of Health and 

Human Services  recently issued final regulations (the ñOmnibus Final Ruleò) 

implementing changes to HIPAA mandated by the HITECH Act. The Omnibus Final Rule 

greatly increased the potential penalties for violations of the HIPAA privacy, security and 

data breach notification rules. The Omnibus Final Rule, took effect on March 26, 2013, 

and provides for varying penalties for violations, depending on the degree of care exercised 

by the covered entity or business associate. 

Known uses  

There are now few cases where this enforcement was performed but the situation is 

changing [Nah08].
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Consequences 

Å Violationsðthe overseer using the Security Logger/Auditor Pattern can 

monitor compliance of the rules. 

Å ExpressionðThe Reified Reference Monitor can include decisions that can 

be of arbitrary complexity and can, for example, indicate fines or other 

punishment for violators. 

Related patterns 

Å Authenticator [Fer13] 

Å Authorizer [Fer13]--Describe who is authorized to access specific resources 

in a system, in an environment in which we have resources whose access 

needs to be controlled. It indicates for each active entity, which resources it 

can access, and what it can do with them. 

Å Security Logger/Auditor [Fer13]--How can we keep track of userôs actions 

in order to determine who did what and when? Log all security-sensitive 

actions performed by users and provide controlled access to records for 

Audit purposes. 

Å Secure Channel [Bra00]. 

Å RRM. See Solution Section. 

5.6.Compliance policy management point 

Intent  

Add, read, modify, and delete regulation policies.  
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Context 

In many countries, business activities have government, state, or industry-based 

regulations. Regulations are sets of policies that needs to up-to-date in a regular basis. 

Organization that owns the service is responsible to maintain compliance and security 

policies.  System administrators have permissions to create, read, update, and delete 

policies. Auditors have read access to comply with regulations. These policies are used to 

maintain confidentiality and integrity of consumersô data. 

Problem 

Regulation changes based on security threats, new standards, and mandates from 

government/industry.    Compliance and security policies need to be up-to-date and 

accurate in order to be compliant. The cost of not being compliant may result in penalty 

fees, possible lawsuits, and bad business reputation.  The forces affecting the solution 

include: 

¶ Accuracy ð we should faithfully update compliance and security policies to 

comply with the corresponding government or industry regulations. 

¶ Security ð policies must be protected from unauthorized changes. Any 

changes in the policies need to be recorded for auditing.   

¶ Compliance ð we need to verify   that we have complied with the 

corresponding government or industry regulations. 

Solution 

System administrators with the right permissions should have a way to create, read, 

update, and delete compliance and security policies. We can use available security patterns 
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to authenticate users and authorize changes. We can also use a Security Logger /Auditor 

pattern to log changes to comply with auditing. 

Structure 

Figure 10 shows the class diagram for compliance policy management point pattern. 

Authorized system administrator can create, read, modify, and delete compliance and 

security policies. Auditors have read access to review implemented policies and to verify 

that the implemented policies are in line with the corresponding regulations. It uses 

available security patterns to authenticate and authorize users and systems. Security Logger 

and Auditor pattern is used to record new policies or changes to existing policies. 

 

Figure 10: Class diagram for compliance policy management point 
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:administrator :policyManagementPoint :authenticator :authorizer :policyEntry :secLogger

createNewPolicy

verifyUserPermission

validateUser

createPolicyEntry

log

status

:PolicyManagement

addPolicyEntry

status

validatePolicyEntry

 

Figure 11:  Sequence diagram to add a new policy 

Dynamics 

Figure 11 shows the sequence diagram for a use case to add a new policy. Authorized 

system administrators can create new policies. Each new policy has to be validated before 

it gets added to the system to avoid possible conflicts. 

Implementation 

The class diagram shown in Figure 10 provides a guideline for implementation. We 

can use secured file system or database to store policies. We need to enforce security to 

avoid unauthorized changes. In addition, we need to enforce policy validation when we 

add new policies or changes to existing policies to maintain the integrity of the system.   

Known uses 

ILOG JRules [Ibm2] and Drool [Dro] have implemented a rule engine that allows 

policy management and apply policies at runtime.
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Consequences 

The policy management point pattern offers the following benefits: 

¶ Accuracy ð the pattern can be used to prevent conflicts by verifying new policies 

or changes before it gets added to the system.   

¶ Securityð it is possible to add appropriate security patterns to prevent unauthorized 

changes. 

¶ Complianceð maintaining transparent and protected policies is one of the 

requirement for compliance. We need to use compliance policy management, 

SecLoggerAuditor, and security patterns to comply with the required regulation.  

Related patterns 

¶ File Access Control [Fer13] 

¶ Reified Reference Monitor [Fer13] 

¶ Policy-Based Access Control [Fer13] 

¶ SecLoggerAuditor [Fer13] 

¶ Authenticator [Fer13] 

¶ Authorizer [Fer13] 

5.7.Compliance report  management point  

Intent  

Generate compliance and incident reports as per regulation guidelines.  

Context 

Organizations are required to generate appropriate reports to prove their compliance. 

Auditors should be able to generate and analyze compliance reports as part of auditing. In 

addition, organizations are required to generate incident reports in the case of security 
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breaches.   Only authorized system administrators and auditors are able to generate reports. 

Compliance reports vary among regulations. The main input sources to generate reports 

includes system logs, applications logs, user activities, compliance policies, and security 

policies. 

Problem 

The type and content of compliance reports vary among regulations. The report needs 

to be accurate and should comply with regulation requirements. The accuracy of the report 

is based on the level logging and the accuracy of the stored data. Only authorized users 

such as auditors and system administrators should be able to generate reports.   The forces 

affecting the solution include: 

¶ Accuracy ð we should faithfully log appropriate information and be able 

generate reports as per the regulation guideline. 

¶ Security ð only authorized users should be able to generate and review reports.   

¶ Compliance ð we need generate accurate report to prove that we have complied 

with the corresponding regulations. 

  Solution   

Authorized auditors and system administrators need to have ways to generate reports 

as per the regulation guidelines. The accuracy of the report is based on the levels of logging 

from systems, applications, and user activities. Organizations should be able to generate 

reports based on type of report and compliance timeline. Reports should only be accessed 

by authorized users. 
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Structure 

Figure 12 shows the class diagram for report management point pattern. The 

ReportManagementPoint class is responsible to authenticate, authorize, accept report 

generation requests, and share generated reports for authorized users. The ReportGenerator 

class is responsible to generate report using records from logs, user activities, and policies.  

The ReportDataLoader is responsible to load system logs, application logs, and user 

activities. 

Dynamics 

Figure 13 shows sequence diagram to generate user activities report. Authorized system 

administrator generate compliance report. The report gets generated in accordance with 

compliance and security policies for a given timeline.    

 

Figure 12: Class diagram for compliance report management point 
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report

report

:reportDataLoader

getUserActivities()
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Figure 13: Sequence diagram to generate user activities report 

Implementation 

The class diagram shown in Figure 12 can be used as a guideline to implement report 

generator pattern. We need to identify the required input sources for the report data source 

and use ReportDataLoader to map and load the required data. The generated report needs 

to be secured. We can enforce security to generate and review reports with one or more 

security patterns such as access control list, authenticator, and encryption.  

Known uses 

There are many report generating tools such as Jasper [Jas], BIRT [Bir], Splunk [Spl], 

and many others are using report patterns to comply with regulations and customer needs. 
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Consequences 

The report management point pattern offers the following benefits: 

¶ Accuracy ð the pattern can be used to generate accurate report by properly 

mapping logs and actions to the corresponding compliance report.  

¶ Securityð it is possible to add appropriate security patterns to enforce the 

confidentiality and integrity of generated reports.  

¶ Complianceðgenerating transparent and accurate report is one of the requirements 

for compliance. We need accurate logging, loading, and mapping to comply with 

the required reports.  

Related patterns 

¶ File Access Control [Fer13] 

¶ Reified Reference Monitor [Fer13] 

¶ Policy-Based Access Control [Fer13] 

¶ SecLoggerAuditor [Fer13] 

¶ Authenticator [Fer13] 

¶ Authorizer [Fer13] 

5.8.Compliance analyzer management point  

Intent  

   Analyze systems logs, application logs, user activities, security breaches, and compliance 

as per compliance and security policies.  

Context 

We analyze logs and user activities to identify security threats, to determine resource 

usage, to monitor availability, and to understand user trends.    Compliance analysis can be 
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done at real-time or on a need basis. Only authorized users can access and share analysis 

results.  

Problem 

Organizations need to have a way to analyze and monitor systems, applications, logs, 

and users to protect consumersô data and to respond quickly in the case of security breaches.  

The forces affecting the solution include: 

¶ Securityð ways to analyze security threats, breaches,  and user trends  

¶ Availability ð ways to monitor systems and applications availabilities   

¶ Resource usage ð we need to be able to determine resource usage and allocation.    

¶ Compliance ð we need to be able to analyze overall activities and assess 

compliance. 

Solution 

The compliance analyzer can be used to analyze security threats and breaches, 

compliance, and availabilities. The main data sources for compliance analysis are system 

logs, application logs, user/system activities, and system/application status. The solution 

can also be used to determine resource usage and to analyze user trends. We need to make 

sure that only authorized users are able to access analysis results. The solution needs to be 

flexible to support new analysis requirements.  

Structure 

Figure 14 shows the class diagram for compliance analyzer management point pattern. 

Authorized system administrators and auditors can access analysis results through 

AnalyzerManagementPoint.  AnalyzerManagementPoint class is also used to activate and 

deactivate compliance analyzer.  ComplianceAnalyzer is used to generate reports from 
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logs, users/system activities, and application/system status. ComplianceAnalyzer uses 

DataLoader to load and map logs, activities, and status.  It uses compliance policy 

management pattern to load compliance policies and report management pattern to 

generate reports.  Both application and system analyzer classes are used to analyze 

activities and logs.  

Dynamics  

Figure 15 shows a use case to access analysis results.  Authorized system administrator 

or auditor can access results after the compliance analyzer completed its analysis. The 

analysis is done based on compliance and organization policies. The analysis is based on 

user/system activities, logs, and regulation policies.  

Figure 14: Class diagram for compliance analyzer management point 

 

 



74 

Implementation 

The class diagram shown in Figure 14 can be used as a guideline to implement 

compliance analyzer pattern. We need to identify the required data from logs, users/system 

activities, and application/system status. The DataLoader can be used to map and load the 

required data. We can apply available patterns such as access control and encryption to 

secure the analysis results. It uses the compliance report pattern to generate compliance 

report based on the analysis result. It also uses the compliance policy management pattern 

to analyze and validate logs and activities in accordance with the corresponding regulation 

guidelines.  

Known uses 

There are many analysis tools such as IBM SmartCloud Analytics [Ibm3], AWS 

CloudWatch [Ama2], AWS CloudTrail [Ama3], Microsoft Azure HDInsight [Mic2], 

Splunk [Spl], and many others are using analysis patterns to comply with regulations and 

customer needs. 
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Figure 15: A sequence diagram to access compliance analysis results 

Consequences 

The report management point pattern offers the following benefits: 

¶ SecurityðList of security threats identified from the analysis can be addressed by 

applying security pattern(s). We can also enforce more security and privacy by 

analyzing trends from users and systems.  

¶ Availability ð the status of the application and system can be monitored from the 

analyzer using live or offline analysis.    

¶ Resource usage ð organization can project the resource usage based on previous 

usage.     

¶ Compliance ð the results from compliance analyzer can be used to evaluate the 

overall compliance of the system.  
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Related patterns 

¶ File Access Control [Fer13] 

¶ Reified Reference Monitor [Fer13] 

¶ Policy-Based Access Control [Fer13] 

¶ SecLoggerAuditor [Fer13] 

¶ Authenticator [Fer13] 

¶ Authorizer [Fer13] 
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6. AN APPROACH TO BUILD REFERENCE ARCHITECTURES  (RAs)

OverviewðBuilding regulation-compliant systems is difficult because of the complex 

nature of regulations and systems. In addition, the lack of complete, precise, vendor neutral, 

and platform independent software architectures makes compliance even harder. RAs 

should be complete, precise, abstract, vendor neutral, platform independent, and with no 

implementation details; however, their levels of detail and abstraction are still debatable 

and there is no commonly accepted definition about what an RA should contain. Existing 

approaches to build RAs lack systematic procedures to identify required components and 

ways to define the structure of the architecture. In addition, most approaches do not take 

full advantage of patterns and best practices that promote architectural qualities such as 

modularity, reusability, flexibility , and usability. We have proposed a five-step approach 

to build RAs by analyzing features from available approaches but refined and combined 

them in a new way.  We have developed a procedure to build RAs that can improve the 

quality of the concrete architectures derived from it and from which we can derive more 

specialized RAs such as RAs for cloud systems. We evaluated the architecture by creating 

completeness and industry-based usage profiles.  

6.1.Introduction  

RAs should be complete, precise, abstract, vendor neutral, platform independent, and 

with no implementation details; however, their levels of detail and abstraction are still 

debatable and there is no accepted definition about what an RA should contain. The 
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solutions to many recurring problems have been represented as patterns and can be used to 

solve new problems with appropriate tailoring. In general, patterns promote software 

quality attributes such as accuracy, modularity, reusability, flexibility, and readability. An 

RA can take advantage of patterns; in fact, we see an RA as a big compound pattern. The 

main question that we need to answer is: ñdo we have a systematic approach to build a 

complete and precise RA?ò Some of the existing approaches such as Reference Models 

(RMs), viewpoints, and ad hoc approaches do not include patterns in their design process. 

A Pattern-Based approach uses patterns to build RAs [Fer15, Str10].   

Several approaches to build RAs have been proposed [Avg05, Ekl05, Fer15, Has00, 

Pci11, Nak12, Nis, Oas, Paa, Str10]. Identifying the required components that make up the 

architecture is one of their challenges. We identify components by building an RA 

metamodel, use cases, and ontologies. We propose a five-step approach by analyzing 

features from available approaches but refined and combined them in a new way. First, we 

analyze RA input sources from functional requirements, non-functional requirements, 

stakeholders, regulations and standards by using RA metamodel as framework. We identify 

components from use cases, ontologies, threat modeling, policies and best practices.  

Second, we build a conceptual model (RM) by analyzing domain components, stakeholders 

and their interactions. We use ontology and UML to analyze the static and dynamic nature 

of the identified components. Third, we map the identified components to patterns using 

abstract patterns.  Fourth, we build RAs by combining results from steps 1, 2 and 3. Fifth, 

we evaluate the architecture by validating its quality attributes such as accuracy, 

modularity, reusability, flexibility, performance, and readability. Our metamodel and five-
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step approach extend some of the steps we used in building a Security Reference 

Architecture (SRA) for cloud systems [Fer15].  

This chapter is organized as follows:  In Section 6.2, we discuss available approaches 

to build RAs. In Section 6.3, we discuss our five-step approach to build RAs by using 

HIPAA as an example.  In Section 6.4, we build compliance RA (CRA) by extending our 

five-step approach to build RAs from available real RAs. We end this chapter with our 

conclusions in Section 6.5. 

6.2.Available approaches to build RAs 

We group the approaches into four categories based on the methods they use to build 

RAs. They include the RM method, the viewpoint method, the pattern-based method, and 

others which use ad-hoc approaches. 

6.2.1. Reference Model (RM) approach 

[Nak12] developed a three-step process to build an RM for RAs, named the RAModel.  

First, they identified information sources from functional requirements, non-functional 

requirements, best practices, existing frameworks and architectures. Second, they 

identified components from identified sources based on domain, infrastructure, application, 

and crosscutting elements.  Third, they built the RAModel by using steps 1 and 2. In many 

cases, an RM is considered as an RA; however, an RA may also include stakeholders, best 

practices, design decisions, and business data. [Tra12] presented an approach to address 

compliance related concerns in service-oriented architectures (SOA) with a model-driven 

and view-based approach. They proposed domain-specific language (DSL) to build 

compliance metadata model by using View-Based modeling Framework (VbMF). 
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6.2.2. Viewpoint approach 

Viewpoint approach uses Rational Unified Process (RUP) artifacts such as views, 

viewpoints, and 4+1 view model [Kru95]. The approach uses logical view, process view, 

development view, infrastructure view, and scenarios. [Oas] built an RA for Service 

Oriented Architecture (SOA) by using views, viewpoints, and use cases. [Avg03] used 

IEEE recommended architectural description practice [Iee00], RUP artifacts [Kru03], and 

UML [Boo05]. [Avg03] described RAs by using stakeholders, viewpoints, and views.  

[Avg03] also identified users, components, and dependencies by analyzing functional 

requirements. Non-functional requirements were not considered in the architecture.    

6.2.3. Pattern-based approach 

[Str10] built an RA for service-based systems using a pattern-based approach. The 

architecture contains top-level patterns, abstract patterns, and implementation patterns. 

They proposed to include a component catalog and an RM as part of the architecture. 

However, [Str10] did not include a method to map identified components into abstract 

patterns.  [Fer15] developed a security reference architecture (SRA) for cloud systems from 

use cases, threat modeling, and patterns; it maps identified components into abstract 

patterns using a catalog.   

6.2.4. Other approaches 

[Has00] developed RAs for web servers by analyzing existing code and available de-

sign documents. [Gro05] used reverse engineering to build an RA for web browsers. [Paa] 

identified common components and patterns used in industry to create RAs. This type of 



81 

approach is intended to address specific problems and may be applicable for other domains, 

but it does not address non-functional requirements at the architectural level.  

In summary, the available approaches lack systematic procedures to identify required 

components and ways to define the structure of the architecture. All approaches, except the 

pattern-based approach, do not take full advantage of patterns. We develop below a five-

step approach to address these limitations. 

6.3.An approach to build RAs 

We develop here a five-step approach by analyzing features from available approaches 

but refined and combined them in a new way, and considering the use of patterns. We build 

first a metamodel to make explicit the components that are required. An RA metamodel 

includes RA input sources such as functional requirements, non-functional requirements, 

and stakeholders. We identify domain components by means of use cases, threat models, 

ontologies, policies, and best practices.  Second, we build a conceptual model (RM) by 

analyzing domain components, stakeholders, and their interactions. Third, we map 

identified components to patterns by using abstract patterns including APs, ASPs, SAPs, 

and abstract design/architectural patterns from a pattern catalog. Fourth, we build an RA 

by combining results from steps 1, 2, and 3. Fifth, we evaluate the architecture by validating 

and verify its quality attributes such as accuracy, completeness, modularity, reusability, 

flexibility, and readability as well as its compliance requirements.  Since compliance rules 

often imply security constraints we also evaluate its degree of security. We use HIPAA as 

an example to build the architecture.
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6.3.1. A metamodel for RAs 

 Table 6 shows the components of a metamodel to build RAs. It includes functional 

and non-functional requirements, RM, abstract patterns (APs), stakeholders, RA, and 

concrete RA. Figure 16 shows a UML activity diagram showing the sequence of tasks 

needed to produce the RA. Several data items are produced along the workflow, including 

lists of stakeholders, lists of patterns, the RM, and the RA. Figure 17 shows its class 

diagram, indicating that functional and non-functional requirements are components of the 

RM. Abstract patterns are derived from the RM by mapping to a pattern catalog. The final 

RA includes abstract patterns, stakeholders, non-pattern components (portions of the RM 

that could not be mapped to any pattern).  Figure 18 shows sequence diagram to build RAs. 

Techniques such as direct analogy or abstraction [Fer00] can be used to map identified 

components into abstract patterns. Identified abstract patterns get refined and specialized 

based on the architecture to produce concrete architecture.  The analysis and mapping 

process could also reveal new patterns. Components that are not mapped in abstract 

patterns are directly mapped to the architecture as software components.
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Table 6: RA metamodel components 

 RA metamodel components Description  

1 Functional requirements In most cases, use cases and stories are used to 

identify components and stakeholders. We can also 

use ontologies to identify components from functional 

requirements. 

2 Non-Functional requirements Non-functional requirements such as security, 

regulations, and standards can be considered as an 

input source by analyzing security threats, security 

and regulations policies. We can also use ontologies 

to identify non-functional requirements. In addition, 

we need to consider controls and constrains to address 

both safety and security.   

3 Stakeholders Represent participating entities.  

4 Reference Model (RM) Conceptual model to identify components and 

interactions for a given context at the abstract level  

5 Abstract Patterns (APs) Patterns extracted from RM using a catalog 

6 Reference Architecture (RA) The architecture is built by using the metamodel and 

the RM as a basis. RA includes abstract patterns, 

domain specific components, and stakeholders.  

7 Concrete Architecture An architecture that is derived from an RA. It has 

concrete design, implementation and deployment 

details for a given context 
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Figure 16: Workflow to build RAs 
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Figure 17: RA metamodel 
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Figure 18: Sequence diagram to build RAs 
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6.3.2. Steps to build RAs 

Step 1: Analyze the RAôs input sources 

Input sources include functional and non-functional requirements. Functional 

requirements can be analyzed through use cases, stories, and ontologies. Non-functional 

requirements are found by analyzing threats, vulnerabilities, and by analyzing security and 

regulation policies. [You13, You14] suggested to identify constraints and controls as part 

of mission critical system modeling that could eventually address both safety and security 

concerns. We can extend [You13, You14] suggestions to identify constraints and controls 

as part of functional and non-functional requirement analysis. We also identify the list of 

stakeholders. In case of regulations, we analyze both functional and non-functional 

requirements by analyzing their rules. For example, HIPAA has five major rules: 

¶ Privacy rule: describe accurately the policy that prescribes that health providers 

must notify individuals of the use of their health information. In addition, health 

providers must regulate the use and disclosure of PHI.  

¶ Security rule:  regulates the security of PHI from breaches, unauthorized access, 

deletion, and modification held by covered entities and business associates. This 

rule complements the Privacy Rule by defining ways to protect its information. 

¶ Transaction and Code Sets Rule: Regulates medical transactions, medical coding 

standards and reporting. 

¶ Enforcement Rule: it sets civil money penalties for violating HIPAA rules and 

establishes procedures for investigations and hearings for HIPAA violations. It 

regulates the use and disclose of Protect Health Information for the law 

enforcement officials. 
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¶ Unique Identifier Rule: regulates employers and participating parties are required 

to have unique Employer Identification Number (EIN) in any transactions. Each 

medical transaction is required to have unique ID and code set. 

HIPAA rules include the following stakeholders: 

¶ Covered Entity:  covered entities include doctors, nurses, managers, system 

administrators, and internal auditors. Covered entities are responsible for managing 

PHI, security, privacy, services, deployment, infrastructure, and monitoring. 

¶ Patient:  patients have full access to create, modify, and read access to their own 

PHI.  

¶ Law enforcement officer: officers have read access to PHI in case of legal 

proceedings. 

¶ Business associate:  entities such as service providers, researchers, and data analysts 

that uses PHI. 

¶ Auditor: entities that are responsible to audit PHI, logs, activities, events, breaches, 

and verify compliance with HIPAA rules. 

Figure 19 shows the use case diagram to comply with HIPAA rules. The use cases 

include reading and modifying patient information, report generation, perform payment 

transactions, and others.
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                            Figure 19: HIPAA use cases 

¶ Create PHI: allow patients and covered entities to create PHIs. 

¶ Read PHI: allow patients and covered entities to read PHIs. 

¶ Update PHI: allow patients and covered entities to update PHIs. 

¶ Perform payment transaction: Patients use payment transaction to pay bills. 

Covered entities use the service to review patient balances.  

¶ Manage HIPAA policies: system administrators from covered entities add and 

modify system policies.  
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¶ Notify PHI changes/access:  Patients and covered entities get notifications when 

there is a change on a PHI as well as when there is an authorized access request by 

law officers or researchers.  

¶ Perform monitoring: System administrators from covered entities can monitor 

security breaches, unusual user activities, events, and system health status.  

¶ Generate report: auditors and covered entities can generate compliance and incident 

reports as needed.  

¶ Perform compliance analysis: auditors and system administrators can analyze logs, 

users, events, and system activities as per HIPAA compliance guidelines. 

Step 2: Build an RM 

The main intent of the RM is to identify components and their relationships in an 

abstract form. It can be considered as a blueprint to build the architecture. We build an 

abstract RM by analyzing use cases, stories, ontologies, and actors from step 1; for 

example, Figure 20 shows a snippet of HIPAA ontology with OWL class, subclass, object 

property, data property, and range property (Appendix A for a complete HIPAA ontology).  

We can identify RA components and attributes by analyzing classes and properties.  A 

sample OWL code snippets are as follows:   

Class snippet from HIPAA ontology:  
 <Declaration> 

     <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Stakeholder"/> 

  </Declaration>     

 <Declaration> 

    <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#ComplianceManagement"/> 

 </Declaration>  
  <Declaration> 

    <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Data"/> 

 </Declaration> 
 <Declaration> 

     <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#CoveredEntity"/> 

 </Declaration> 
 <Declaration> 

     <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Patient"/> 

  </Declaration>



89 

  <Declaration> 

      <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/> 
  </Declaration>  

 

SubclassOf snippet from HIPAA ontology:  
 

    <SubClassOf> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Patient"/> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Stakeholder"/> 
    </SubClassOf> 

     <SubClassOf> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Doctor"/> 
            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#CoveredEntity"/> 

    </SubClassOf> 

    <SubClassOf> 
            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#RuleManagement"/> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#ComplianceManagement"/> 

    </SubClassOf> 

    <SubClassOf> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Data"/> 
    </SubClassOf> 

 

Object property snippet from HIPAA ontology: 
 <Declaration> 

<ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#create"/> 

  </Declaration> 

   <Declaration> 
        <ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#read"/> 

  </Declaration> 

  <Declaration> 
    <ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#update"/> 

 </Declaration> 
   <Declaration> 
          <ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#manageRule"/> 

     </Declaration> 

 

Data property snippet from HIPAA ontology: 
  <Declaration> 

        <DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#SSN"/> 

    </Declaration> 
    <Declaration> 

        <DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#address"/> 

    </Declaration> 
    <Declaration> 

        <DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#age"/> 

    </Declaration> 
    <Declaration> 

        <DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#firstName"/> 

    </Declaration> 
    <Declaration> 

        <DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#lastName"/> 

    </Declaration> 
 

Range property snippet from HIPAA ontology:  
    <ObjectPropertyRange> 

            <ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#create"/> 
            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/> 

    </ObjectPropertyRange> 

     <ObjectPropertyRange> 
            <ObjectProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#update"/> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#PHI"/> 

    </ObjectPropertyRange> 
    <DataPropertyDomain> 

            <DataProperty IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#SSN"/> 

            <Class IRI="http://www.ceecs.fau.edu/dyimam/ontologies/HIPAA_ontology#Patient"/> 
    </DataPropertyDomain> 
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Figure 20: HIPAA ontology snippet 
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Figure 21 shows an RM derived from HIPAA ontology by analyzing the three 

components of architectural elements; processing, data, and connecting elements [Mic09]. 

The top level HIPAA ontology has three classes; stakeholders, compliance management, 

and data. 
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Figure 21: RM for HIPAA 

Step 3: Identify Abstract Patterns (APs) 

In this section, we identify abstract patterns for the components identified in steps 2 by 

using analogy and abstraction. Identifying abstract patterns requires knowledge of patterns 

and pattern catalogs. [Bus96] is a book on pattern-oriented software architecture, which 

has a list of architectural patterns that can be used in RAs. [Fer13] has a collection of 

security patterns; security aspects can be addressed by abstract security patterns [Fer14b]. 

HIPAA privacy can be addressed by abstract patterns for authentication, authorization, and 

encryption [Chapter 5]. The HIPAA identity rule can be addressed by authentication and 

authorization patterns [Chapter 5].  Table 7 shows the mapping for HIPAA rules with 

abstract patterns. In addition, we are able to map identified regulation patterns such as 

compliance policy management, compliance report, compliance analyzer and notification 

patterns [Chapter 5].
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Table 7: HIPAA rules to abstract patterns 

 HIPAA regulation Analysis  Patterns 

1 HIPAA security HIPAA security can be considered as 

specialized rules of IT security for consumer 
in the healthcare industry to protect PHI 

confidentiality, integrity, and accountability. 

Abstract security: HIPAA security 

[Chapter 5], authorization, 
authenticator, Role based access 

control, policy based access 

control, circle of trust, security 
logger and auditor, IDS, Firewall, 

Symmetric and Asymmetric 

encryption, identity provider and 
federation [Fer13,  Bus96] 

2 HIPAA privacy  HIPAA privacy can be considered as 

specialized version of privacy for consumers 
in healthcare industry to protect PHI 

confidentiality, integrity, and accountability. 

 

Abstract privacy patterns: HIPAA 

privacy pattern [Chapter 5], 
identity management pattern,  

policy based access control, 

authorization, authenticator, 

Symmetric and Asymmetric 

encryption [Fer13, Bus96] 

3 HIPAA unique identity HIPAA unique identity can be considered as 
unique identity id for consumers and 

transactions 

Abstract privacy patterns: Unique 
identifiers rule pattern [Chapter 5]. 

It is covered by Abstract security 

pattern [Fer14b] 

4 HIPAA transaction 
management  

Verify and enforce transaction codes, identity, 
customer bill information and amount  

Abstract pattern: Transaction and 
code set rule pattern [Chapter 5], 

Transaction Authentication pattern 

[ Bra13] 

5 HIPAA rules management Manage actions to add, modify and delete 

rules based on new policies and guidelines 

New pattern - Compliance policy 

management point pattern 

[Chapter 5]. Regulations can use it 
to manage compliance policies. 

6 HIPAA report management HIPAA compliance report can be considered 

as specialized form of IT report in the 

healthcare industry. 

New pattern - Compliance report 

management point pattern 

[Chapter 5]. Regulations can use it 
to generate compliance report 

based on customers data 

7 HIPAA compliance analysis 
management 

HIPAA compliance analyzer can be 
considered as specialized form of IT system 

analyzer in the healthcare industry. 

New pattern - Compliance 
analyzer management point 

pattern [Chapter 5]. Regulations 

can use it to analyze risks, user 
activities and logs  

8 HIPAA notification 

Management 

HIPAA compliance notification can be 

considered as specialized form of IT 
notification in the healthcare industry. 

Covered in compliance analyzer 

management point [Chapter 5]. 

9 HIPAA compliance monitor HIPAA compliance monitor can be considered 

as specialized form of IT monitor in the 

healthcare industry to monitor and protect PHI 
by enforcing HIPAA compliance  

Abstract Reified Reference 

monitor pattern: 

Reified Reference Monitor Pattern 
[Fer13]  

 

Step 4: Build the RA 

At this stage, we are ready to build the RA by using results from the previous steps.  

The architecture is built with the identified components from step 2, HIPAA ontology, and 

abstract patterns from step 3.  Identified abstract patterns are directly mapped to the 

architecture. Components that are not mapped as patterns are mapped to the architecture as 

software components. [Kal10][Mil] proposed R2ML for bi-directional transformation 
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between OWL/SWRL and UML/OCL. Table 8 shows the mapping of elements between 

OWL and UML elements.  Single or multiple OWL feature(s) are translated to a single or 

multiple UML feature(s) [Bro06]. Reference [Bro06] used Meta-Object Facility (MOF) 

and Query/Views/Transformations (QVT) for mapping OWL and UML metamodels. 

Reference [Gas09] suggested a transformation approach using Extensible Stylesheet 

Language Transformations (XSLT).          

Table 8:  Mappings between OWL and UML elements [Bro06] [Kal10] 

OWL elements UML elements 

Class Class, type 

Individual   Instance 

property, inverseOf attribute, binary association 

SubClassOf, subproperty generalization, subproperty 

class, property N-ary association, association class 

one of Enumeration 

disjointWith, unionOf disjoint, cover 

minCardinality, maxCardinality, 

FunctionalProperty, 

InverseFunctionalProperty 

multiplicity 

Ontology  Package 

Documentation Comment 

OWL/SWRL constraint UML/OCL constraint 

 

We convert HIPAA ontology to UML/OCL with one of the available transformation 

techniques such as R2ML, MOF/QVT, or XSLT. For example, we can transform part of a 

HIPAA security and privacy OWL description to UML as follows [Figure 22]:  

<Declaration><Class IRI="#ComplianceReferenceMonitor"/></Declaration> 
<Declaration><ObjectProperty IRI="#enforcePrivacy"/></Declaration> <Declaration><ObjectProperty IRI="#enforceSecurity"/> 

</Declaration> <ObjectPropertyDomain><ObjectProperty IRI="#enforcePrivacy"/><Class IRI="#ComplianceReferenceMonitor"/> 
</ObjectPropertyDomain><ObjectPropertyRange><ObjectProperty IRI="#enforcePrivacy"/><Class IRI="#PrivacyManagement"/> 

</ObjectPropertyRange><ObjectPropertyDomain><ObjectProperty IRI="#enforceSecurity"/><Class IRI="#ComplianceReference 

Monitor"/></ObjectPropertyDomain><ObjectPropertyRange><ObjectProperty IRI="#enforceSecurity"/><Class IRI="# 
SecurityManagement"/></ObjectPropertyRange> 
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ComplianceReferenceMonitor SecurityPattern(s)PrivacyPattern(s)

enforcePrivacy enforceSecurity

HIPAA security mapped to 

SecurityPattern(s) using step 3

HIPAA privacy  mapped to 

PrivacyPattern(s) using step 3
Compliance management  mapped to 

ComplianceReferenceMonitor using 

step 3
 

Figure 22:  HIPAA security and privacy components derived from ontology. 

We can build RA stakeholders components from section of HIPAA stakeholder 

ontology as shown in Figure 23. The snippet for stakeholders are as follows: 

<Declaration><Class IRI="#Stakeholder"/></Declaration><Declaration><Class IRI="#CoveredEntity"/></Declaration>  

<Declaration><Class IRI="#Patient"/></Declaration><Declaration><Class IRI="#Auditor"/></Declaration>      
<Declaration><Class IRI="#BusinessAssociate "/></Declaration><Declaration><Class IRI="#LawEnforcementOfficer "/> 

 </Declaration><SubClassOf><Class IRI="#Patient"/><Class IRI="#Stakeholder"/></SubClassOf><SubClassOf> <Class 

IRI="#CoveredEntity"/><Class IRI="#Stakeholder"/></SubClassOf><SubClassOf><Class IRI="#BusinessAssociate"/><Class 
IRI="#Stakeholder"/></SubClassOf><SubClassOf><Class IRI="#LawEnforcmentOfficer"/> <Class 

IRI="#Stakeholder"/></SubClassOf> 

  .  

Patient Law enforcementCovered Entity Business associate

Stakeholder

Auditor

 
 

Figure 23:  HIPAA RA stakeholder components derived from HIPAA ontology 

By the same token, we can build the overall architecture by transforming an ontology 

to UML/OCL and by applying abstract patterns from Step 3 as shown in Figure 24. As an 

example, we develop a sequence diagram to read PHI and update PHI in Figure 25 and 26 

respectively. The architecture can be used to derive multiple concrete architectures on a 

given context. In addition, identified abstract patterns may require a few changes to fit a 

given context.   A concrete architecture derived from an RA for HIPAA can include one or 

more abstract patterns based on the company compliance and security policies. 
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                                                                         Figure 24: An RA for HIPAA 
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Figure 25: Sequence diagram to read PHI records 
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        Figure 26: Sequence diagram to update PHI records 

:doctor

<covered entity>

:complianceReference

Monitor

:patient:compliance

Notification

:phiRepository :coveredEntity

requestPatientRecord ()

:compliancePolicy

ManagementPoint

notifyPHIAccess ()

notifyCoveredEntity ()
PHI

getPHI()

verifyPHIAccessPolicies()

notifyPatient ()

:hipaaPolicy

Repository

verifyPHIAccessPolicies ()

verifyPHIAccessPermission ()

:authentication :authorization

verifyCredential()

PHI

:Compliance

DataManagementPoint

getPHI()

updatPHI()

updatPHI()

updatPHI()

notifyCoveredEntity ()

notifyPatient ()

updateStatus

notifyPHIUpdate ()



 

98 

Step 5: Evaluate the RA 

Architecture evaluation can done with validation and verification. Validation is defined 

as a process of evaluating the architecture or component if it satisfies the business 

requirement [Mic09]. On the other hand, verification is a process of evaluating each 

software development phases with imposed conditions or constraints [Mic09]. In the case 

of evaluating RA, we can use validation and verification at design level. We can apply full 

scope of validation and verification process for concrete architectures derived from RAs 

that could also partially evaluate RAs.  

RA validation can be addressed in many ways by considering quality attributes 

[Avg03]. Reference [Mat06] summarized software architecture validation methods in four 

categories: simulation-based, mathematical modelling, experience-based, and scenario-

based. Simulation-based evaluation measures quality attributes by developing a prototype. 

This method requires experience in design and coding. Mathematical modeling evaluates 

quality attributes by developing mathematical models and proofs; which requires advanced 

analytical skills and modeling. The experience-based evaluation technique is based on the 

knowledge and experience of the architect, which is a rather subjective approach. The 

scenario-based evaluation method creates a scenario profile for each quality attribute and 

evaluates the architecture based on the profile. Reference [Mic09] pointed out that 

scenario-based validation is useful for validating non-quantifiable non-functional 

requirements (e.g., security, regulation, safety, fault-tolerances). Simulation and 

experience-based cannot be used for abstract models, mathematical model checking is 

possible but tedious and long, so we  choose scenario-based approach as best approach to 

evaluate RAs. We evaluate an RA by creating completeness and industry-based usage 
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profile. We can verify the completeness of the architecture with the functional and non-

functional requirements; for example, the RA for HIPAA addresses the five major HIPAA 

rules as shown in Tables 7 and 9. We can also verify that all the features of industry-based 

RAs are properly represented. [Ama, Ibm, Mic, Ora, Cis] support security and privacy by 

offering identity and access management that has direct map to the architecture. 

Configuration and policy management, monitoring, reporting, and notification are also 

supported in the industry which has a direct map to the architecture. 

Table 9: HIPAA RA validation 

 

RA verification can be done at the design level as there are no coding at this stage to 

verify the system behavior. [Mic09] suggested "fault-line" model for architectural 

verification by analyzing three general categories: syntactic, semantic, and interoperability. 

The syntactic category is to verify topology of the architecture with available architecture 

styles. The semantic category is to verify component associations, dependencies, 

generalization, and constraints. The third category is interoperability of the architecture 
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with available and future architectures and systems. We build an RA for HIPAA with 

patterns that automatically satisfies interoperability and changes in the future. Both 

semantic and syntactic categories are subjective to evaluate and we need to verify them as 

per the domain context. We have also added data analyzer, event analyzer, system analyzer, 

monitoring, notification, and reporting components in the architecture that could be used 

to monitor and verify runtime violations of constraints.  

6.4.Building compliance RA (CRA) 

A compliance RA (CRA) is an abstract RA that can be used to derive domain specific 

regulation RAs. One way to build CRA is to use the proposed five-step approach by 

analyzing identified regulation overlaps as an input source. The second approach is an 

extension of the five-step approach by considering an RA as a big pattern and get its 

structure from abstracting real RAs for a given context. We summarize here the steps to 

build RAs from available RAs as follows: 

1) Identify components and structures from available RAs for a given context.  For 

example, we can identify components and the structure of CRA from HIPAA RA 

and security RA (SRA).  This step is a combination of Step 1 and Step 2 from the 

five-step approach.  

2) Identify abstract patterns ï It includes identifying abstract components and patterns.  

3) Build RA ï It includes building an RA with identified components and selected 

structure. 

4) Evaluate the architecture. 

Building an RA from available RAs can promote reusability of RAs, solve new and 

existing problems for a given context. Our first step is to identify components and 
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structures from available RAs. In Section 6.3, we have identified RA components and the 

structure of an RA for HIPAA. In Chapter 4, we have identified common components 

among regulations such as security, privacy, logging, monitoring, reporting, analyzer, and 

notification.  The second step is to abstract common components and patterns. We can 

make analogy of protected data as PHI ->HIPAA, financial records -> SOX, cardholder 

information -> PCI, customer records -> GLBA, and government records-> FISMA. In 

addition, we have already identified common components for regulations [Chapter 4].  The 

third step is to build the architecture with identified components and selected structure. In 

this case, we have the structure from HIPAA and the abstract components and patterns 

from Chapter 4 and 5.  Figure [27] shows a CRA built out of identified common 

components and structure from HIPAA RA.  CRA can be used to derive regulation RAs 

for existing and new regulations. Fourth, we evaluate the architecture by using scenario-

based evaluation techniques as proposed in the five-step approach. We have already 

evaluated HIPAA in Table 9 and we also evaluate PCI-DSS in Table 10.  

6.5.Conclusions 

We can build precise, complete, and platform-independent RAs by using our five-step 

approach that take full advantage of patterns. From an RA we can also derive multiple 

concrete architectures based on their context. The architecture can be used as a common 

language among architects, developers, business owners, managers, service providers and 

auditors. Building an RA could also reveal new patterns that could be added as part of the 

pattern catalog. 

We developed an approach that could be applied to any domain. We use HIPAA as an 

example to build compliance and security RA; however it can easily be extended to other 
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regulations with a few adjustments. We need to build more RAs to refine and evaluate our 

five-step approach in the area of services, platforms, regulations, and policy-based systems. 

We can extend this approach to build RAs for policy based systems such as wireless and 

power systems.   
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                               Figure 27:  Compliance RA (CRA) 
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Table 10 : Mapping PCI policies with CRA components 

 PCI DSS rule Abstract patterns  

1 Install and maintain a firewall configuration to protect cardholder data  Compliance configuration management 

pattern and security pattern(s) 

2 Do not use default passwords or security parameters  Security pattern(s) 

3 Protect stored cardholder data  Security pattern(s) 

4 Encrypt transmission of sensitive information across public networks  Security pattern(s) 

5 Use and regularly update anti-virus and malware protection  Security pattern(s) and manual action 

6 Develop and maintain secure systems and applications  Security pattern(s) and manual action 

7 Restrict access to data by need-to-know  Security pattern(s) 

8 Identify and authenticate access to system components  Security pattern(s) 

9 Restrict physical access to cardholder data  Manual action and Security pattern(s) 

10 Track and monitor access to network and cardholder data  LoggerAuditor pattern, System 
Analyzer pattern  

11 Regularly test security systems and processes  Manual action, System Analyzer 

pattern, compliance report pattern  

12 Maintain information security policy Compliance configuration management 
pattern 
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7. BUILDING COMPLIANCE AND SECURITY REFERENCE 

ARCHITECTURE S (CSRA) FOR CLOUD SYSTEMS

OverviewðAppealing features of cloud services such as elasticity, scalability, 

universal access, low entry cost, and flexible billing motivate consumers to migrate their 

core businesses to them. However, there are challenges about security, privacy, and 

compliance. Building compliant systems is difficult because of the complex nature of 

regulations and cloud systems. In this chapter, we have built compliance and security RA 

(CSRA) by extending our proposed five-step approach to build RAs from available RAs 

such as compliance RA (CRA) and security RA (SRA) for cloud systems.   

7.1.Introduction  

Cloud services have become popular in the last few years. According to the 

International Data Corporation (IDC) [Idc], public spending on cloud services is estimated 

to reach $107 billion by 2017.  Cloud service providers (CSPs), service brokers, and 

customers are increasingly taking advantage of cloud features such as elasticity, scalability, 

universal access, low entry cost, flexible billing, easy metering, and convenient monitoring. 

Despite the increase in demand and popularity, there are major concerns such as 

compliance, governance, trust, identity, and others.  

Compliance in the cloud is a shared responsibility between service provider and 

consumers.  The responsibility of service providers and consumers vary based on the type 

of their service models. In the case of IaaS, consumers are responsible to secure services, 
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platforms, and data. Service providers are responsible to secure infrastructures. In the case 

of PaaS, consumers are responsible to secure services and data. Service providers are 

responsible to secure platforms and infrastructures. In the case of SaaS, consumers are 

responsible to secure data. 

Building compliant systems is difficult because of the complex nature of regulations 

and cloud systems. The lack of complete, precise, vendor neutral, and platform independent 

software architectures makes compliance even harder. Available compliance RAs are 

either vendor specific or do not follow standard models, patterns or architectures. As a 

result, it is very difficult to analyze the level and the scopes of compliances among service 

providers. 

We consider RAs as a big compound pattern. RAs built out of patterns can be abstracted 

to build new RAs with a few adjustments. We built compliance RA (CRA) by extending 

our five-step approach to build RAs from available RAs for a given context [Chapter 6]. 

[Fer15] built a security RA (SRA) for cloud systems. We can build CSRA for cloud 

systems by abstracting HIPAA RA [Chapter 6], CRA [Chapter 6], SRA [Fer15], and cloud 

RA [Nis]. First, we analyze components from available RAs. Second, we abstract 

components and patterns from available RAs. Third, we identify the structure and build the 

architecture with identified components. Fourth, we evaluate the architecture.  The 

resultant architecture can be used to derive concrete architectures that can fit any platform 

and context with a few adjustments. In addition, we can use the architecture as a common 

language among developers, architects, service providers, consumers, and auditors. Both 

consumers and service providers could use this architecture to define business service 

contracts.  
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7.2.Steps to build CSRA for cloud systems 

 There are several ways to build CSRA for cloud systems. One way to build the 

architecture is by using the proposed five-step approach [Chapter 6]. The second approach 

is to extend our five-step approach to build RAs by abstracting several RAs for a given 

context. The second option can be used if we have available RAs for a given context. In 

this case, we already have HIPAA RA, CRA, SRA, and cloud RA to identify components 

and define the structure of the architecture.  First, we analyze components from available 

RAs. Second, we abstract components from available RAs and define the structure of the 

architecture. Third, we build the architecture with identified components and structure. 

Fourth, we evaluate the architecture.   

Step 1: Analyze components from available RAs  

Components for HIPAA RA and CRA have been identified in Chapter 6. In addition, 

components for cloud RA have been identified by [Nis] [Fer15] [Pci11]. Figure [28] shows 

compliance and security use case for cloud systems. It includes: 

¶ Create service: system administrators are responsible to create cloud services.  

¶ Consume service: covered entities, patients, and business associates use cloud 

services to create, read, and update PHI data. 

¶ Modify services: system administrator are responsible to modify cloud services. 

¶ Delete services: system administrators are responsible to delete cloud services. 

¶ Create and delete users (manage users): system administrators and patients are 

responsible to create user. System administers can delete users based on 

security and privacy policies.   
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Figure 28: Compliance and security use case for cloud systems 

¶ Create and delete roles (manage roles): system administrators are responsible 

to create and delete roles. 

¶ Assign roles:  system administrators are responsible to assign roles to a user 

based on security, privacy, and compliance policies.  
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¶ Define security policies and mechanisms: system administrators are responsible 

to create, read, modify, and delete security policies and define security 

mechanisms based on regulations and company policies.   

¶ Define privacy policies and mechanisms: System administrators can create, 

read, modify, and delete privacy policies and define privacy mechanisms based 

on regulations and company privacy policies. 

¶ Define compliance policies and mechanisms: System administrators can create, 

read, modify, and delete compliance policies and define compliance 

mechanisms based on regulations guidelines. 

¶ Define deployment environments and mechanisms: System administrators can 

create, modify, and delete development environment, test environment, and 

deployment environments.  

¶ Define configurations and mechanisms: System administrators can create, 

modify, and delete configurations for development, test and production 

environment.  

¶ Define operation policies and mechanisms: System administrators monitor and 

evaluate performance, billing, and metering.  

¶ Generate report: auditors and system administrators can generate compliance 

and incident report as needed.  

¶ Perform compliance analysis: auditors and system administrators can analyze 

logs, users, events, and system activities to as per security, privacy and 

compliance guidelines. 
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Regulation compliance is applied to IaaS and SaaS layers. There is no significant direct 

effect on PaaS layer. Figure 29 shows cloud layers that are in scope for compliance by 

using the same ontology approach discussed in Chapter 6. 
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      Figure 29:  Compliant model for cloud systems 

Step 2:  Abstract identified components and patterns 

Table 11 shows identified components from HIPAA RA, CRA, Cloud RA, and SRA 

by using analogy and abstraction techniques. The Stakeholder component in cloud RA 

include patients, covered entities, business associates, and law enforcement officers.  

Security and Privacy component in cloud RA is responsible to manage users, assign 

roles and permissions, select encryption types, identify storage locations,   manage security 

policies, and manage privacy policies. The security and privacy component of HIPAA RA 

and CRA can be addressed in the cloud security and privacy management section with few 

adjustment. 
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Table 11:  CSRA components and patterns 

 Components           Description  Patterns 
1 Stakeholders - Entities using the cloud systems; service 

provider, consumer, auditor  

 

2 Security and Privacy 

management  

- Support regulation security and privacy 

requirement with few adjustments.  

- Support cloud security and privacy 
 

Abstract security: HIPAA security [Chapter 

5], authorization, authenticator, Role based 

access control, policy based access control, 
circle of trust, security logger and auditor, 

IDS, Firewall, Symmetric and Asymmetric 

encryption, identity provider and federation 
[Fer13,  Bus96] 

3 Compliance management - Support adding, modifying and update 

regulation and company policies that will 
be used to enforce a security and privacy 

in a cloud system.  

- Support protected data management  

- Support incident and compliance report 

- Support logs, event, and systems analysis 

 

Compliance policy management point 

pattern [Chapter 5], Compliance report 
management point [Chapter 5], Compliance 

analyzer management point [Chapter 5]  

4 Configuration management - Used to add, modify, and archive 
configurations for services, servers, virtual 

machines (VMs), and user settings 

Candidate for new pattern  

5 Service management - Manage cloud services including add, 
modify, delete, start and stop services. 

Candidate for new pattern 

6 Infrastructure management - Manage cloud infrastructure  including 

add, modify, delete, start, and stop VMs 

Candidate for new pattern 

7 Operation management  - Manage monitoring, performance, billing, 
and metering. 

- Notification 

Compliance analyzer management point 

8 Reference Monitor - Enforce security and privacy  Reified Reference Monitor [Fer13] 

9 Cloud Management  - Main component to manage components 
such  security and privacy management, 

compliance management, configuration 

management, service and infrastructure 

management, and operation management  

 

 

The compliance component in cloud RA is responsible to add, modify, and delete 

regulation and company policies. In addition, the compliance management section 

generates compliance and incident reports. HIPAA rule management, analysis, and 

reporting components of HIPAA RA and CRA can be addressed in the cloud compliance 

management section with few adjustment.   

The configuration component of cloud RA is responsible to add, modify, and archive 

services, servers, and user configurations. Operation management is responsible for 

monitoring, performance, billing, and metering. The monitoring and billing components of 

HIPAA RA and CRA can be addressed in cloud operation monitor with few adjustment. 
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Cloud service component is cloud RA is a component to register, unregister, start, stop, 

and delete services. Cloud infrastructure management is a component to manage available 

infrastructure services to register, unregister, start, stop, and delete infrastructures.   

Step 3: Build the RA 

At this stage, we are ready to build CSRA by using identified components from step 2. 

We can choose the structure of the architecture based on the context. We are building for 

cloud systems and the structure need to satisfy cloud architecture and best practices. In this 

case, we abstract the structure of SRA [Fer15] and CRA [Chapter 6] to build the CSRA 

architecture by considering both architectures are built with patterns. We present the 

architecture in SaaS and IaaS perspectives to highlight the required compliance and 

security components respectively. Figure 30 shows components and abstract patterns that 

are required to build the architecture for SaaS service provider perspective. As an example, 

we have developed a sequence diagram to read PHI from the SaaS layer as shown in Figure 

31. Figure 32 shows components and abstract patterns that are required to build the 

architecture for IaaS covered entity perspective. As an example, we have developed a 

sequence diagram to create PHI from the IaaS layer as shown in Figure 33. 
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Figure 30: A CSRA for SaaS service provider perspective 
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Figure 31: A sequence diagram to read PHI from SaaS service provider perspective 

:cloudAPI :serviceController :authenticator : authorizer :PHICloudService:serviceCatalog :cryptoGraphicService:ReferenceMonitor

 1.login(credentialInfo)

 1.1 login(credentialInfo)

1.2 success

1.3 success

2. getRecord(patientId)

 2.1 verifyRight(credentialInfo, action)

2.2 success

 2.3 getRecord(patientId)

2.5 PHICloudService

 2.6 getRecord(patientId)

2.10 decrypt(medicalRecord)

2.11 decrypted medical record

:storage

2.12 medical record2.13 medical record

2.14 medical record

2.15 medical record

 2.4 getPHICloudService()

:PHIRepository

 2.7 getRecord(patientId)

 2.8 getRecord(patientId)

 2.9 medical record
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Figure 32: A CSRA from IaaS covered entity perspective 
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Figure 33: A sequence diagram to upload PHI from IaaS covered entity perspective 

:cloudAPI :cloudController :authenticator : authorizer :PHIRepository :filter:regionController :cryptoGraphicService:ReferenceMonitor

 1.login(credentialInfo)

 1.1 login(credentialInfo)

1.2 success

1.3 success

 2.upload(medicalRecord)

 2.1verifyRight(credentialInfo, action)

2.2 success

 2.3 upload(medicalRecord)

2.5 region

 2.6 upload(medicalRecord,region)
2.7 clean(medicalRecord)

2.8 medicalRecord

2.9 encrypt(medicalRecord)

2.10 encrypted medical record

:storage

2.11 save(encryptedMedicaRecord)

2.12 success

2.13 success

2.14 success

2.15 success

 2.4 getAuthorizedRegion(id)
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Step 4: Evaluate the RA 

The evaluation technique is the same as the five-step approach. We used scenario-based 

completeness and industry-based evaluation technique. Completeness evaluation shown in 

[Table 9] and [Table 10] are also used to evaluate a CSRA. We have verified that Amazon 

AWS, Oracle cloud, and IBM cloud support components identified in CSRA; security and 

privacy management, compliance management, configuration management, infrastructure 

and service management, operation, and compliance management.     

7.3.Compliance deployment, storage, and availability  

Many regulations require to store consumersô data in certain geographical locations for 

compliance, security, and legal reasons. For example, HIPAA recommends PHI data to be 

stored in the United States; the European Union data regulations mandates consumersô data 

to be stored only in EU countries. A RA for regulations can be used as a guideline to deploy 

services, servers, and storage by clustering VMs in multiple zones and regions as shown in 

architecture Figures 30 and 32.  On the other hand, service availability is one of the cloud 

and regulation requirements to ensure the continuity of services and to enforce security in 

the case of breaches and natural disasters.  The CSRA architecture can provide availability 

by clustering services based on compliance zones and regions as shown in Figure 34. 

7.4.Conclusions 

We have built CSRA by using a method to build an RA from available RAs for a given 

context. We have extracted common features and structures from CRA, cloud RA, and 

SRA to build the architecture. This approach only works if we have available RAs for a 
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given context. The same approach can be used to build new RAs from existing real RAs to 

address new or existing problems.  
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Figure 34: Regulations cloud deployment, storage, and availability 
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8. REFERENCE ARCHITECTURE AS COMPOUND  PATTERN

We consider an RA as a big compound patterns. As per our survey, we havenôt seen a 

template that describe RAs in a structured format. In this chapter, we have used a modified 

POSA template [Bus96] to describe RAs in a systematic way. We gain many advantages 

when we describe RAs in a systematic way including standardization, consistency, and 

readability of the architecture.  The modified POSA template contains the following: 

Intent : Describe the summary of the problem solved by the architecture.  

Example: Give an example of a problem where the architecture may provide a solution. 

Context: Define possible context of the architecture.  

Problem: Define generic problem if we donôt use RAs. List possible forces that the 

architecture will satisfy.  

Solution: Build an RA and explain how it is used to solve the defined problem. The 

architecture include static and dynamic views of the architecture such class, sequence, and 

state diagrams. We need to evaluate the architecture to confirm its accuracy and 

completeness by using software architecture evaluation techniques.  

Implementation: Describe possible considerations of RAs to design concrete architectures 

for a given context. In this section, describe how RAs can be used to guide the design and 

implementation of concrete architectures. 
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Example resolved:  Describe the architecture solving the problem mentioned in the 

example section.  

Consequences:  Describe the benefits of the architecture by addressing the forces 

described in the problem section.  

Known uses:  List possible full or partial usage of the architecture in the industry.  

See also: Relate the architecture to other known architectures. 

We have built a template for HIPAA RA to discuss each section of the template in the 

following section.  

8.1.A template to describe an RA for HIPAA   

Intent  

The intent for HIPAA RA is to precisely understand and address HIPAA regulations 

so that covered entities could use it as a reference to design, implement, audit, and verify 

HIPAA compliance. 

Example 

Baptist hospital is managing and hosting Electronic Medical Records (EMR). The 

company is required to be 100% compliant in order to compete in the market and to build 

customer trust. The consequence of being not compliant will result in penalty fees, bad 

business reputation, and lawsuits. The company has the following requirements:  

¶ Ability to clearly understand HIPAA rules and regulations in a systematic way 

¶ Be able to be HIPAA compliant 

¶ Be able to map HIPAA rules into available best practices and patterns so that the 

hospital could use the best available solutions.   
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¶ Identify an architecture that could be used as a reference to design, implement and 

verify HIPAA compliance 

¶ Be able to adopt vendor neutral and platform independent solutions so that the 

hospital could transfer their services from one platform to another. 

Context 

An RA for HIPAA includes HIPAA rules, patterns, and best practices to regulate 

HIPAA compliance in any platform.  It covers HIPAA security rules, privacy rules, 

medical transactions and code sets rule, law enforcement rules, and unique identity rules. 

The architecture uses PHI that includes patient medical record, payment information, SSN, 

age, first name, last name, age, address, insurance information, employment information 

and any information that is used to identify an individual. The architecture can be used in 

the traditional or cloud platform. 

Problem 

HIPAA focuses on the security and privacy of the PHI. Covered entities and business 

associates are having compliance challenges because of a number of reasons. The lack of 

clear understanding and implementation is one of the major challenges in the industry. The 

complexity and advancement of security breaches is another major security challenge for 

IT and compliance. The lack of precise and systematic mapping of rules into best practice 

and patterns are major challenges in the industry. The advancement of new technologies 

such as cloud, smart phones, and IPad are also introducing new challenges for IT and 

compliance. The cost of compliance maintenance and update is also a major challenge in 

compliance. The lack of vendor neutral, platform independent and widely accepted RAs 

that could be used by covered entities and business associates is another major challenge 
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