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ABSTRACT

Author: Kashi Neupane

Title: Design and Analysis of Key Establishment Protocols
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Year: 2012

Consider a scenario where a server S shares a symmetric key kU with each user U .

Building on a 2-party solution of Bohli et al., we describe an authenticated 3-party

key establishment which remains secure if a computational Bilinear Diffie Hellman

problem is hard or the server is uncorrupted. If the BDH assumption holds during a

protocol execution, but is invalidated later, entity authentication and integrity of the

protocol are still guaranteed.

Key establishment protocols based on hardness assumptions, such as discrete

logarithm problem (DLP) and integer factorization problem (IFP) are vulnerable to

quantum computer attacks, whereas the protocols based on other hardness assumptions,

such as conjugacy search problem and decomposition search problem can resist such

attacks. The existing protocols based on the hardness assumptions which can resist

quantum computer attacks are only passively secure. Compilers are used to convert a
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passively secure protocol to an actively secure protocol. Compilers involve some tools

such as, signature scheme and a collision-resistant hash function. If there are only

passively secure protocols but not a signature scheme based on same assumption then

the application of existing compilers requires the use of such tools based on different

assumptions. But the introduction of new tools, based on different assumptions, makes

the new actively secure protocol rely on more than one hardness assumptions. We

offer an approach to derive an actively secure two-party protocol from a passively

secure two-party protocol without introducing further hardness assumptions. This

serves as a useful formal tool to transform any basic algebric method of public key

cryptography to the real world applicaticable cryptographic scheme.

In a recent preprint, Vivek et al. propose a compiler to transform a passively

secure 3-party key establishment to a passively secure group key establishment. To

achieve active security, they apply this compiler to Joux’s protocol and apply a

construction by Katz and Yung, resulting in a 3-round group key establishment. In

this reserach, we show how Joux’s protocol can be extended to an actively secure

group key establishment with two rounds. The resulting solution is in the standard

model, builds on a bilinear Diffie-Hellman assumption and offers forward security as

well as strong entity authentication. If strong entity authentication is not required,

then one half of the participants does not have to send any message in the second

round, which may be of interest for scenarios where communication efficiency is a

main concern.
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CHAPTER 1

INTRODUCTION

The main objective of cryptography for centuries is to provide privacy of

communication, that is to prevent unauthorized parties from accessing secret or

confidential information. It focuses on establishing authenticated and secure channels

among the authorized parties to protect communication from unauthorized third

parties, such as an eavesdropper or an active attacker. Key establishment protocols

allow a number of individuals to establish a secret key using an insecure medium.

After sharing the secret, participants can encrypt or decrypt, and authenticate

messages to each other in the presence of adversaries. In other words, establishment

of the secret key among the individuals serves as secure channel for communication.

Numerous research studies have been done in key establishment protocols including

[DH76, ITW82, BD94, BPR00, STW00, BCPQ01, KY03, Jou04, KLL04].

Bohli, Müller-Quade, and Röhrich [BMQR07] formally introduced a new concept,

long-term security of key establishment protocols in cryptography. It ensures the

secrecy of data over a long period of time. Long-term secure protocols are based on

two hardness assumptions, and the security of a protocol depends on both hardness

assumptions independently. A combination of two different hardness assumptions

allows the protocol to remain secure, even if one of the hardness assumptions becomes

invalid after the completion of the protocol.

A passively secure key exchange protocol allows parties to come up with a common
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secret value over an untrusted, open network against a passive eavesdropper, while an

actively secure key exchange protocol allows parties to share a common secret, even if

an adversary completely controls all communication. It has been a quite challenging

topic to develop a framework, which transforms one kind of protocols into another such

as from passively secure to actively secure [BD94, BCK98, KY03, Boh06] and from

2-party or 3-party to n-party [ITW82, SSDW90, BD94, STW00, KPT01, VSSR09].

Different techniques have been developed to establish a common secret key in

a group. The most common one is arranging users in a circle and allowing each

user to compute a common secret with both neighbors first and then establish a

common key for the group [BD94, KY03, KLL04]. Joux introduced a one-round

3-party key establishment [Jou04] based on pairings. A group key establishment

protocol using Joux’s techniques can save the number of messages exchanged to each

others [VSSR09, NS11].

1.1 Contribution

In this thesis, there are three different contributions to key establishment. In

Chapter 5, a server-assisted long-term secure 3-party key establishment protocol

with security proof is introduced. The protocol builds on the Bilinear Diffie-Hellman

(BDH) assumption and a symmetric encryption scheme, which is secure in the sense of

real-or-random indistinguishability. Provided that at least one of these two hardness

assumptions holds, semantic security of the session key is ensured. In the case

of the BDH assumption being broken after the completion of the protocol, entity

authentication and integrity are still preserved.

Most of the material in this chapter is from the following publication.

• K. Neupane and R. Steinwandt, Server-assisted long-term secure 3-party key

establishment. Proceedings of the International Conference on Security and
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Cryptography (SECRYPT 2010), July 26-28, 2010, Athens, Greece, pp 372–378.

In Chapter 6, we present a technique to transform a 2-party passively secure key

establishment protocol to a 2-party actively secure key establishment protocol. We

start with a 2-party passively secure key establishment protocol and derive a one-

way function from it. Then we construct necessary tools required to achieve active

security from one-way function. Eventually, we will have an actively secure 2-party

key establishment protocol without having introduced further assumptions.

The contents of this chapter will appear in the following publication.

• K. Neupane, 2-party key establishment: From passive to active security without

introducing new assumptions. Groups, Complexity and Cryptology (to appear

in volume 4, issue 1 (2012))

In Chapter 7, we introduce our communication-efficient 2-round group key establish-

ment. We show that Joux’s protocol can be extended to an actively secure group

key establishment in two rounds. This offers forward security as well as strong entity

authentication. If strong entity authentication is not required then one half of the

participants does not have to send any message in the second round.

The contents of this chapter have appeared in the following publication.

• K. Neupane and R. Steinwandt, Communication-efficient 2-round group key

establishment from pairings. Advances in Cryptology–CT-RSA 2011, volume

6558 of Lecture Notes in Computer Sciences, page 65–76, Springer 2011.

1.2 Dissertation outline

Chapter 2 reviews some basic cryptographic primitives and technical tools, such

as encryption schemes, signature schemes, pairings, and Diffie-Hellman assumptions.

3



It also briefly presents the definition and properties of hash functions. Finally, we

discuss the random oracle model in this Chapter.

Chapter 3 gives a brief overview of key establishment protocols. We start this

Chapter with a classification and framework. This is followed by the review of

characteristics and security notions of key establishment protocols. We close this

Chapter by presenting some classical key establishment protocols. This Chapter

provides the foundations for topics discussed in Chapters 4, 5, 6 and 7.

Chapter 4 presents the security model for the protocols proposed in Chapters 5, 6

and 7.

Chapters 5, 6 and 7 contain the three different results of our research work in

key establishment. A server-assisted long-term secure 3-party key establishment is

introduced in Chapter 5. In Chapter 6 we present a path to transform a passively secure

two-party key establishment to an actively secure two-party key establishment without

further assumptions. Our communication-efficient 2-round group key establishment

from pairings is introduced in Chapter 7.

————————————————————–
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CHAPTER 2

PRELIMINARIES

The main goal of this Chapter is to introduce necessary cryptographic primitives

needed to understand the subsequent Chapters. First of all, we review the signature

schemes, along with corresponding security notions. Then we review the concept of

pairings, Bilinear Diffe-Hellman assumptions and Real-or-Random indistinguishabil-

ity. Finally, we discuss the concept of a hash function family and the random oracle

model. Our discussion is based on the Handbook of Applied Cryptography [MOV96]

and Lecture Notes on Cryptography [BG08].

2.1 Digital signatures

A digital signature is a method to sign a message electronically by a user which

can be verified by anybody later. A digital signature protects data from being altered,

respectively enables the detection of modification. In 1976, Whitfield Diffie and Martin

Hellman introduced the notion of digital signature [DH76]. Two years later Ron Rivest,

Adi Shamir, and Leonard Adleman invented the RSA signature algorithm [RSA78].

Shafi Goldwasser, Silvio Micali and Ronald Rivest were the first, who defined the

security requirement of a signature scheme rigorously [GMR84]. We discuss signature

schemes based on [GMR88] and [BG08].

Definition 2.1 (Signature scheme). A signature scheme S = (K,S,V) is a triple of

polynomial-time algorithms:
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• A probabilistic key generation algorithm K which takes the security parameter

1k as its input, and returns a key pair (pk, sk)—a public verification key pk and

matching secret signing key sk; we write (pk, sk)← K(1k).

• A probabilistic signing algorithm S which takes message M ∈ {0, 1}∗ and secret

signing key sk as its inputs, and returns a signature σ ∈ {0, 1}∗ on M ; we write

σ ← Ssk(M)

• A deterministic verification algorithm V which takes a public key pk, a message

M , and a signature σ for M as its inputs, and returns 1 or 0, indicating whether

σ is a valid signature for M under the public key pk.

For pairs (sk, pk) output by K, we require that with overwhelming probability the

following condition holds: Vpk(M,Ssk(M)) = 1, for all messages M .

Definition 2.2 (Negligible function). A function ε : N→ R is said to be negligible if

for every constant c ≥ 0 there exists an integer kc such that ε(k) < 1
kc

for all k ≥ kc.

Definition 2.3 (Existentially unforgeable signature scheme under chosen message

attacks (UF–CMA)). A signature scheme S is said to be a existentially unforgeable

under chosen message attacks if for all probabilistic polynomial time adversaries A

the following probability is negligible (in k):

Pr[(pk, sk)← K; (m, σ)← ASsk(·) : Vpk(m, σ) = 1 ∧ (m, σ) 6= (mi, σi)],

where mi denotes a message submitted by A to Ssk(·).

Definition 2.4 (Strongly existentially unforgeable signature scheme under chosen

message attacks (SUF–CMA)). A signature scheme S is said to be a strongly

existentially unforgeable under chosen message attacks if for all probabilistic polyno-
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mial time adversaries A the following probability is negligible (in k):

Pr[(pk, sk)← K; (m, σ)← ASsk(·) : Vpk(m, σ) = 1 ∧ σ 6= σi],

where σi denotes a signature on a message mi, submitted by A to Ssk(·).

2.1.1 One-time signature

A signature scheme is a one-time signature scheme if it is secure when only one

message is signed. The following is a short description of a one time signature, the

Lamport Signature[Lam79]:

• Key Generation: Let k be a positive integer and letM = {0, 1}k be a message

space. Let f : Y → Z be a one-way function. The signer chooses yi,j ∈ Y

randomly and computes zi,j = f(yi,j), where 1 ≤ i ≤ k, 0 ≤ j ≤ 1. The private

key (sk) consists of 2k values of yi,j and the public key (pk) consists of 2k values

of zi,j.

• Signature Algorithm: If m = m1 . . .mk is the message to be signed then the

signature on m is Ssk(m1 . . .mk) = (y1,m1 , . . . , yk,mk
) = (s1, . . . , sk).

• Verification Algorithm: The verifier checks as follows:

Vpk((m1 . . .mk), (s1, . . . , sk)) = 1 ⇐⇒ f(si) = zi,mi
for all 1 ≤ i ≤ k.

The security of the signature scheme is based on the one-way property of the function

used, f . Even though, such a scheme is generally quite fast to sign a message, it is

impractical to sign multiple messages because a new key pair needs to be generated to

sign and verify each new message. Merkle Tree Signature Scheme [Mer87] by Merkle

is a relatively efficient implementation of one-time-like signatures in which one public

key is used to sign many messages. This scheme can only be used to sign limited

number of messages with one public key.
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2.2 Bilinear maps and Diffie Hellman assumptions

Let G1 and G2 be two groups of prime order q, such that q > 2k with the security

parameter being k. We use additive notation for G1, multiplicative notation for G2,

and denote by ê : G1 −→ G2 an admissible bilinear map, i. e., ê has all of the following

properties:

Bilinear: For all P,Q ∈ G1 and all a, b ∈ Z we have ê(aP, bQ) = ê(P,Q)ab.

Non-degenerate: For P 6= O, we have ê(P, P ) 6= 1, i. e., ê(P, P ) is a generator of

G2.

Efficiently computable: There is a polynomial time algorithm which for all Q,R ∈

G1 computes ê(Q,R).

To specify the Bilinear Diffie-Hellman (BDH) problem, we use a probabilistic

polynomial time (ppt) algorithm G: on input the security parameter 1k, this BDH

parameter generator G outputs q and a description of G1, G2, and ê as above; in

slight abuse of notation we write 〈q,G1, G2, ê〉 ← G(1
k). Descriptions output by G are

assumed to specify polynomial time algorithms for efficiently computing in G1, G2

and for evaluating the bilinear map ê.

Next, for a ppt algorithm A we consider the following experiment:

1. The BDH parameter generator is run, yielding BDH parameters

〈q,G1, G2, ê〉.

2. Values a, b, c← {0, . . . , q − 1} are chosen uniformly at random, and A obtains

the output of G along with aP , bP and cP as input.
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3. Now A outputs a value g ∈ G2, and is successful whenever g = ê(P, P )abc.

To measure the advantage of A in solving the BDH problem we use the function

AdvbdhA = AdvbdhG,A(k) :=

Pr













A(q,G1, G2, ê, P, aP, bP, cP ) = ê(P, P )abc

∣

∣

∣

∣

∣

∣

∣

∣

∣

∣

〈q,G1, G2, ê〉 ← G(1
k),

P ← G1 \ {O},

a, b, c← {0, . . . , q − 1}













Definition 2.5 (Bilinear Diffie-Hellman assumption). A BDH instance generator G

satisfies the BDH assumption if for all ppt algorithms A, the advantage AdvbdhA is

negligible (in k). In this case, we say that BDH is hard in groups generated by G.

Again consider the following experiment for a ppt algorithm A outputting 0 or

1: The challenger chooses a, b, c, d ∈ {0, . . . , q − 1} independently and uniformly at

random and in addition flips a random coin δ ∈ {0, 1} uniformly at random. If

δ = 0, the tuple (P, aP, bP, cP, ê(P, P )d) is handed to A, whereas for δ = 1 the tuple

(P, aP, bP, cP, ê(P, P )abc) is handed to A. Then A wins the game whenever the guess

δ′ it outputs for δ is correct; the advantage of A is denoted by

AdvbdhA :=

∣

∣

∣

∣

Pr[δ = δ′]−
1

2

∣

∣

∣

∣

.

Definition 2.6 (Decisional bilinear Diffie-Hellman assumption).

The Decisional Bilinear Diffie-Hellman assumption (D-BDH) for (G1, G2, ê) holds, if

the advantage AdvbdhA in the above experiment is negligible for all ppt algorithms A.

2.3 Real-or-random indistinguishability

Our presentation of real-or-random indistinguishability follows the one of Bellare

et al. in [BDJR00], and we refer to the latter paper for a more detailed discussion. By

9



a symmetric encryption scheme, we mean a collection SE = (Gen,Enc,Dec) of three

polynomial time algorithms:

Gen: a probabilistic algorithm that on input the security parameter 1k outputs a

secret key K ∈ {0, 1}∗;

Enc: a probabilistic algorithm that on input a secret key K and a plaintext M ∈ {0, 1}

outputs a ciphertext C ∈ {0, 1}∗;

Dec: a deterministic algorithm that on input a secret key K and a ciphertext C

outputs the corresponding plaintext M or an error symbol ⊥. For a valid secret

key K output by Gen, we impose that DecK(EncK(M)) = M for all plaintexts

M ∈ {0, 1}∗.

To formalize the security notion needed later, we use a real-or-random oracle

EK(RR(·, b)) that on input b ∈ {0, 1} and a plaintext M ∈ {0, 1}∗ returns an

encryption C ← EncK(M) of M , if b = 1. For b = 0, an encryption C ← EncK(r) of a

uniformly at random chosen bitstring r ← {0, 1}|M | is returned, where |M | denotes

the length of M .

For a ppt algorithm A now consider the following experiment where b ∈ {0, 1} is

fixed and unknown to A: a secret key K ← Gen(1k) is created, and A has unrestricted

access to EK(RR(·, b)). Further, A has access to a decryption oracle DK(·) which

executes DecK(·), subject to the restriction that no messages must be queried to DK(·)

that have been output by the real-or-random oracle. We measure real-or-random

indistinguishability under chosen ciphertext attack (ROR-CCA) advantage of A as the

difference Advror−ccaA =

Advror−ccaA (k) := Pr
[

1← AEK(RR(·,1)),DK(·)(1k)
∣

∣K ← Gen(1k)
]

−

Pr
[

1← AEK(RR(·,0)),DK(·)(1k)
∣

∣K ← Gen(1k)
]

10



Definition 2.7 (Real-or-random indistinguishability). A symmetric encryption

scheme SE is secure in the sense of real-or-random indistinguishability (ROR-CCA),

if for all ppt algorithms A, the advantage Advror−ccaA is negligible (in k).

2.4 Hash functions

2.4.1 Introduction

Hash functions can provide assurance of data integrity. A hash function is used to

construct a short fingerprint of an arbitrarily long message, which is often called the

message digest.

Definition 2.8. A hash family is a four-tuple (M,Y ,K,H), where

• M is a finite set of possible messages,

• Y is a finite set of possible digests.

• K is a finite set of possible keys.

• For each key K ∈ K, there is a hash function HK ∈ H. Each HK is a mapping

fromM to Y.

2.4.2 Properties of hash functions

• Pre-image Resistance: A family of functions H : (K ×M) → Y is said to be

pre-image resistant hash-function family if

Pr[K ← K;M ←M;Y ← HK(M);M ′ ← A(K, Y ) : HK(M
′) = Y ]

is negligible.
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• Second Pre-image Resistance: A family of functions H : (K ×M)→ Y is said

to be second pre-image resistant hash-function family if

Pr[K ← K;M ←M;M ′ ← A(K,M) : (M 6= M ′) ∧HK(M) = HK(M
′)]

is negligible.

• Collision Resistance: A family of functions H : (K ×M) → Y is said to be

collision resistant hash-function family if

Pr[K ← K; (M,M ′)← A(K) : (M 6= M ′) ∧HK(M) = HK(M
′)]

is negligible.

2.4.3 Random oracle

The random oracle model is formally introduced by Bellare and Rogaway in [BR93].

In the random oracle model, we have a random function, accessible to all users and

adversaries, which typically takes any bitstring of arbitrary length as its input, and

outputs a random bitstring of fixed length. Its outputs are truly random each time,

and it always returns the same output when the input is the same. The random oracle

model has been used to design and prove the security of many cryptosystems because

protocols designed in this model are much more efficient than the protocols designed in

the standard model while retaining many advantages of provable security [BR93]. The

probabilistic Signature Scheme (PSS) [BR96] and Optimal Asymmetric Encryption

Padding (OAEP) [BR94] are examples of simple and efficient designs based on the

random oracle model.

Unfortunately, no such function exists in practice. So when the schemes proven

secure in the random oracle are to be put in practice, we always use a hash function
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such as SHA-1 or SHA-256. The security proof in the random oracle model does not

imply the that the scheme remains secure when the random oracle is replaced by a

concrete hash function. Canetti et al. [CGH98] have provided examples of schemes

that are provably secure in the random oracle model, but completely insecure when

the random oracle model is instantiated with any function family.
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CHAPTER 3

KEY ESTABLISHMENT PROTOCOLS

This Chapter deals with the foundations of the topics we are going to discuss in

the next four Chapters. The fundamental concepts and goals of a key establishment

protocol are discussed informally. We also recall some classic key establishment

protocols. The discussion is based on the Handbook of Applied Cryptography [MOV96]

and Protocols for Authentication and Key Establishment [BM03].

3.1 Classification and framework

3.1.1 Fundamental concepts

Definition 3.1 (Protocol). A protocol is a multi-party algorithm describing the steps

and actions required by each participant to achieve a specified objective.

Definition 3.2 (Key Establishment). Key establishment is a process or protocol which

enables two or more parties to have a secret that can be used for some cryptographic

purpose.

Communicating parties in key establishment protocols are called users or princi-

pals. The goal for a set of users is to establish a common secret in the presence of a

third party. The third party, which is other than the protocol participant, is called

an adversary or opponent or attacker. Key establishment protocols may be divided

into key transport protocols and key agreement protocols depending on the types of

actions required by the participants to complete the protocols.
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Definition 3.3 (Key Transport Protocol). A key transport protocol is a key estab-

lishment technique in which a secret is created by one party and distributed to the

other(s).

In key transport protocols, a session key is chosen by one party and transported

securely to the other parties. A protocol participant or a trusted third party is allowed

to choose a key on behalf of the group and transfer it to others through a secure

channel.

Definition 3.4 (Key Agreement Protocol). A key agreement protocol is a key estab-

lishment technique whereby a shared secret is derived by two or more parties as a

function of information contributed by each of these such that no party can predeter-

mine the resulting value.

As the name implies, the main characteristic of a key agreement is each party is

involved in an interaction to establish a key. Public key cryptography has often been

used to establish key agreement protocols. In a public key cryptography a common key

between parties can be established without a shared secret between communicating

parties.

Use of trusted servers:

Many key establishment protocols involve a centralized third party which is called

a trusted third party or a trusted server. In a key establishment, the trusted server

is used mainly for two purposes: The first one is for initial system set up, and the

second one is for on-line actions. Some use it for either one action while others use it

for both actions. A trusted server may also be referred to as key distribution center

or key certification authority [MOV96].

Authentication and key confirmation:

Authentication is a process of verifying if a user or entity is who he/she claims to

15



be. This provides a basis for gaining confidence of the identity of a communication

partner as is declared. The identity of a party which may possibly share a key and

the evidence that an identified party possesses a given key are important.

Definition 3.5 (Entity authentication). Entity authentication is a process by which

one party is assured of the identity of the other partner involved in a protocol, and the

second has actually participated.

Definition 3.6 (Strong entity authentication). Strong entity authentication of a

principal A to principal B is provided if B is assured of the followings:

1. the message is actually coming from A

2. A has actually participated (i.e A is active)

3. A knows that he/she is communicating with B

We rewrite this definition (Definition 4.7) using the variables and terminologies

defined in Chapter 4.

Definition 3.7 ((Implicit) Key Authentication). Key authentication is a property

whereby each party in the protocol is assured that no other party aside from specified

identified parties may learn a particular secret key.

Definition 3.8 (Key Confirmation). Key confirmation is the property whereby each

party is assured that all the other intended (possible unidentified) parties actually have

possession of a particular secret key.

Definition 3.9 (Explicit Key Authentication). Explicit key authentication is the

property that when both implicit key authentication and key confirmation hold.

Definition 3.10 (Authenticated Key Establishment). An authenticated key estab-

lishment protocol is a key establishment protocol (Definition ??) which provides key

authentication (Definition 3.7).
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3.1.2 Objectives and properties

The main objective and properties of key establishment protocols are secrecy and

authenticity of the keys. The shared common secret is used to protect the communica-

tion among authorized users from an unauthorized third party.

Definition 3.11 (Session key). Shared secrets as a result of key establishment pro-

tocols are called session keys or these shared secrets can be used to derive session keys.

Ideally, a session key is a short-term secret or ephemeral secret.

Motivation for the use of session keys:

Motivation for using session keys includes the following:

1. To enable a more efficient type of encryption. Symmetric key encryption is

more efficient than public key encryption. Session keys are usually keys of a

symmetric cryptosystem while the master keys (long-term secrets) are usually

keys of a public-key cryptosystem.

2. To limit available ciphertext (under a fixed key) for cryptanalytic attack. If

a session key is given, the number of ciphertext available for cryptanalysis is

limited.

3. To limit exposure, with respect to both time period and quantity of data, in the

event of (session) key compromise.

4. To avoid long-term storage of a large number of distinct secret keys. When one

party is communicating with large numbers of others, he/she can create session

keys when required and discard after using it.

5. To create independence across communication sessions and applications. If one

session key is compromised then only the session related to that session is not

safe.
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Characteristics of key establishment techniques:

1. Nature and reciprocity of authentication: Any combination of entity authenti-

cation, key authentication, and key confirmation may be provided. When

provided, it may be unilateral or mutual.

2. Key freshness: A key is fresh if it is new. It is considered to exclude the cases

where an adversary knows the session key trivially. Key freshness is defined

(Definition 4.4) according to the context of the protocol using the variables and

terminologies defined in Chapter 4.

3. Key control: It considers whether one party chooses a key or is derived from

input of both and neither party be able to control the key.

4. Efficiency: It considers the following.

(a) number of message exchanges required between parties;

(b) total number of bits transmitted;

(c) complexity of computations by each party;

(d) possibility of pre-computation to reduce on-line computational complexity.

5. Third party requirement: it may be on-line, off-line, or no third party; if involved

then the degree of trust required in a third party is considered.

6. Non-repudiation: providing a type of receipt that keying material has been

exchanged.

3.1.3 Assumptions and adversaries

When a security model is defined for key establishment protocols we need to

specify the underlying assumptions and the adversarial capabilities. When considering
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the security of the protocols, the underlying cryptographic mechanism used such

as encryption algorithms and digital signatures are considered secure. Adversial

capabilities are is designed depending on the level of security we want from our

protocol. In this section we give an informal definition of types of adversaries. In

Chapter 4 we redefine these adversaries formally using the variables and terminologies

described according to the context of our protocols.

Definition 3.12 (Passive adversary). An adversary is said to be passive if he/she

records and analyzes data only.

Definition 3.13 (Active adversary). An adversary is said to be active if he/she can

modify, delete, inject and delay messages.

Perfect forward secrecy and known-key attack: The security concept for

keys has two levels. The first level is associated with long-term secrets, called master

keys while the second level is associated with short-term secrets, called session keys.

A master key is used to generate session keys. A user’s master key is either a private

key corresponding to a certified public key, or a key shared with a trusted server, or a

key shared with another user. If a long-term key or past session keys are compromised,

the adversary can take advantage of it.

Perfect forward secrecy is concerned with protecting the session keys which were

established before the long-term secret key was compromised.

Definition 3.14. (Perfect forward secrecy) A protocol is said to have perfect forward

secrecy if the past session keys will not be compromised in the future even if the

long-term keys of a set of principals is compromised.

A known-key attack is about how the future session keys are affected if the past

session keys are revealed.
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Definition 3.15. (Known-key attack) A protocol is said to be vulnerable to a known-

key attack if compromise of one or more session keys compromises other session

keys.

3.2 Key transport based on symmetric-key encryption

In this section, we discuss some key establishment protocols based on key transport

using symmetric encryption. These protocols can be divided in two categories:

symmetric key transport without a server and symmetric key transport with a server.

Notation: A and B are two users wishing to establish a session key. S denotes a

trusted server. KAS and KBS are long-term keys initially shared by A and S, and

B and S respectively; kA, kB are secret symmetric session keys chosen by A and B

respectively. rX , tX , and nX denote a random number, timestamp, and sequence

number generated by the user X. EK and DK denotes a symmetric encryption

algorithm with a key K. Optional message fields are denoted by an asterisk (∗).

3.2.1 Symmetric key transport without a server

Some of the protocols without a server do require that two parties share a long-

term secret before the actual protocol is run and some do not. These protocols are

subdivided into two groups based on whether they require that parties initially share

a long-term secret or not. We present one protocol from each group.

The following first three are the protocols in which two parties share a long-term

secret before the actual protocol is run.

Initialization: Two parties A and B share as long-term secret a symmetric key K.

• Key transport with one pass:

A→ B : EK(rA)
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The session key is rA and both A and B obtain implicit key authentication

[MOV96].

Additional security features may be obtained by including other fields in the

encrypted portion such as timestamp or sequence number to provide a freshness

guarantee to B, a field containing redundancy to provide explicit key authentica-

tion to B, and a target indentifier to prevent undetectable message replay back

to A immediately.

A→ B : EK(rA, t
∗
A, B

∗)

If B sends an analogous message to A then a session key contributed to by both

parties may be obtained.

A→ B : EK(rA, t
∗
A, B

∗);B → A : EK(rB, t
∗
B, A

∗)

If the session key is computed as f(rA, rB), where f is to be chosen as a one-way

function whose output depends on both inputs then this protocol is contributory

[MOV96].

• Key transport with challenge response:

If freshness is desired without using a time-stamp then a random number or

a sequence number denoted by nB may be sent at the cost of one additional

message

1. B → A : nB

2. A→ B : EK(rA, nB, B
∗)

The session key is sk = rA.
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If it is desired that both parties contribute to the session key, the following

three-round protocol can be considered.

1. B → A : nB

2. A→ B : EK(rA, nA, nB, B
∗)

3. B → A : EK(rB, nB, nA, A
∗)

• Authenticated key exchange protocol:

Initially A and B share long-term symmetric keys K,K ′. hK is a MAC (keyed

hash function) used for entity authentication and h′K′ is a pseudorandom

permutation or keyed one-way function used for key derivation.

1. A→ B : rA

2. B → A : (B,A, rA, rB), hK(B,A, rA, rB)

3. A→ B : (A, rB), hK(A, rB)

Both compute the session key, sk = h′K′(rB). Mutual entity authentication, and

implicit key authentication are also achieved [MOV96].

• Shamir’s no-key protocol:

Shamir’s no-key protocol is a key-transport protocol without a priori shared

keys which allows key establishment over an open channel without requiring

either shared or public keys. A secret key K is transferred with privacy, but

without authentication, from user A to user B. A and B choose respective secret

numbers a, b, with 1 ≤ a, b ≤ p− 2, co-prime to p− 1.

1. A→ B : Ka mod p

2. B → A : (Ka)b mod p
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3. A→ B : (Kab)a
−1 mod p

Both compute the session key K. This protocol provides protection from a passive

adversary only; it does not provide authentication [MOV96].

3.2.2 Symmetric key transport with a server

These are key transport protocols, in which the server shares a long-term secret

with each user. A session key is chosen by the server or a user, and then transported

to the other user(s) with the help of the long-term secret. We present one which is

historically important in this category.

• Needham-Schroeder shared-key protocol:

The Needham-Schroeder shared-key protocol is the basis for many server-based

authentication and key distribution protocols. It does not need timestamps but

provides both entity authentication and key establishment with key confirmation. kS

is a session key chosen by the trusted server S for A and B to share. However no

longer is recommended because its vulnerability to replay attack [DS81] by Denning

an Sacco, in which if an attacker uses an older compromised value for Ks, then he can

replay the message EKBS
(KS, A) to Bob, who will accept it, being unable to tell that

key is not fresh [MOV96].

1. A→ S : A,B, nA

2. S → A : EKAS
(nA, B, k, EKBS

(KS, A))

3. A→ B : EKBS
(KS, A)

4. B → A : EKS
(nB)

5. A→ B : EKS
(nB − 1)
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Entity authentication (A with B) and key establishment with key conformation are

achieved [MOV96].

3.3 Key transport based on public-key encryption

Key transport based on public-key encryption refers to protocols in which one princi-

pal chooses a session key and securely transports it to the other principal(s) by using

a public key. These protocols may be divided into two categories: key transport

using public key encryption without signatures, and key transport using public key

encryption with signatures. We discuss a few protocols from both categories.

Notation: A and B are two users wishing to establish a session key. Let kA, kB be

secret symmetric session keys chosen by A and B respectively; pkA and pkB denote

the public-key of user A and B respectively. EpkX(Y ) denotes public-key encryption of

data Y using party X’s public key. SskA and SskB denote the signatures of A and B

respectively; rA and rB are nonces to detect replay and impersonation. CertX is a

certificate binding party X to a public key suitable for both encryption and signature

verification.

3.3.1 Key transport using public key encryption without signatures

As the name implies, one party chooses a secret key and transfers it to the other

with the help of public keys, without applying a signature. This section reviews

one-pass key transport by public-key encryption and the Needham-Schroeder public-

key protocol, which was designed to provide mutual entity authentication using the

exchanged nonces as shared secrets for key establishment [BM03].

• One-pass key transport by public-key encryption:

A→ B : EpkB(kA, A).
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The originator A obtains no entity authentication of the intended receiver B

but provides implicit key authentication. If a timeliness guarantee is desired, a

timestamp may be included in encrypted messages.

• Needham-Schroeder public-key protocol: This is an example of a protocol

independent of timestamps, providing both entity authentication and key

establishment with key confirmation

Initialization: A pair of a public key and a matching secret key are generated

for each party. One secret key is given to each party and public keys are given

to everybody.

Protocol:

1. A→ B : EpkB(kA, A)

2. B → A : EpkA(kA, kB)

3. A→ B : EpkB(kB)

The session key is computed as f(kA, kB) using an appropriate publicly known non-

reversible function f .

3.3.2 Key transport using public-key encryption with signatures

In such protocols, privacy of keying material is provided by encryption, and source

authentication is provided by signatures. We also present three protocols in the X.509

standard.

Initialization: For each user, two key pairs public/private key for encryption and

signature are generated. Private keys are given to each individual and public keys are

distributed to everybody including the adversary.

• Encrypting signed keys:
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A→ B : EpkB(kA, rA,SskA(B, kA, rA))

Entity authentication of A to B and freshness are provided. A major disadvan-

tage is that the data for encryption is too large.

• Encrypting and signing separately:

A→ B : EpkB(kA, tA),SskA(B, kA, tA)

It is desired to achieve entity authentication of A to B and freshness. This is

acceptable only if the signature scheme is such that no information regarding

plaintext data can be deduced from the signature itself on the data.

• Signing encrypted keys:

A→ B : tA, EpkB(A, kA),SskA(B, tA, EpkB(A, kA))

It is desired to achieve entity authentication of A to B to prevent problems in

the above two protocols.

Now we present the protocols in the X.509 standard. The X.500 series of

recommendations was standardized by the International Telecommunication

Union (ITU) in parallel with the International Organization of Standardization

(ISO) to provide directory services for communication. These are fully-specified

protocols involving public-key transport using the general techniques of signing

encrypted keys.

Let DA = (tA, rA, B, EpkB(kA)), DB = (tB, rB, A, EpkA(kB))

• X.509 Strong one-pass authentication:
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1. A→ B : CertA, DA,SskA(DA)

This provides entity authentication of A to B only.

• X.509 Strong two-pass authentication:

1. A→ B : CertA, DA,SskA(DA)

2. B → A : CertB, DB,SskB(DB)

This provides mutual entity authentication and key transport with key authenti-

cation.

• X.509 Strong three-pass authentication:

1. A→ B : CertA, DA,SskA(DA)

2. B → A : CertB, DB,SskB(DB)

3. A→ B : rB, B,SskA(rB, B)

This provides mutual entity authentication and key transport with key authen-

tication without requiring timestamps. Timestamps tA and tB may be set to

zero, and need not be checked.

3.4 Key agreement based on asymmetric techniques

Key agreement based on asymmetric technique refers to a protocol in which a

shared secret is derived by two or more parties as a function of information contributed

by one or each of these in the presence of adversaries over an open network. The

security of such a protocol relies on the intractability of the hardness assumption used

to derive the protocol. Diffie-Hellman key agreement is a fundamental technique to

design the key agreement protocol based on asymmetric techniques. In this section,
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we review the basic version of the Diffie-Hellman key agreement protocol, the one-pass

Diffie-Hellman key agreement protocol, the two-pass Diffie-Hellman key agreement

protocol and the three-pass Diffie-Hellman key agreement protocol.

• Diffie-Hellman key agreement protocol (basic version): An appropriate

prime number p and a generator g of a subgroup, with prime order q, of Z∗p are

selected and published. Then two users A and B select random values, a and b

respectively, in the range between 1 and q − 1.

1. A→ B : ga mod p

2. B → A : gb mod p

Both compute the shared key as K = (gb)a mod p = (ga)b mod p

The basic version provides the secrecy of the shared key from passive adversaries

only. This protocol lacks the fundamental properties of key establishment such

as entity authentication and key authentication.

• ElGamal key agreement protocol:

This is one-pass Diffie-Hellman which provides unilateral key authentication.

Each user B first picks an appropriate prime number p and a generator g of a

subgroup, with prime order q, of Z∗p, then selects a random integer b, 1 ≤ b ≤ q−1

and computes gb mod p. Finally B publishes its public key (p, q, g, gb), keeping

private key b secret.

Now A chooses a random integer a, 1 ≤ a ≤ q− 1 sends to B the following single

message as allowing one-pass key agreement.

1. A→ B : ga mod p.

Both compute the shared key as K = (gb)a mod p = (ga)b mod p
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This provides key authentication of the recipient to the originator because the

originator knows the public key of the recipient [MOV96].

• MTI/A0 key agreement protocol:

This is two-pass Diffie-Hellman key agreement, secure against passive attacks.

This allows two parties to share a secret with mutual key authentication

without key conformation or entity authentication. In an initialization phase an

appropriate prime p and a generator g of a subgroup, with prime order q, of

Z∗ are selected. The users A selects a random integer a, 1 ≤ a ≤ q − 1, as a

long-term private key and computes a long-term public key ga mod p. Similarly

the user B selects a random integer b, 1 ≤ b ≤ q − 1, as a long-term private

key and computes a long-term public key gb mod p. Now A chooses a random

integer x, 1 ≤ x ≤ q − 1 and B chooses a random integer y, 1 ≤ y ≤ q − 1.

1. A→ B : gx mod p

2. B → A : gy mod p

A computes K = (gy)a(gb)x = gyagbx = gya+bx mod p

B computes K = (gx)b(ga)y = gxbgay = gxb+ay mod p

This provides implicit key authentication against passive adversaries. Entity

authentication and key conformation are not provided. A signature is not used

[MOV96].

• Station-to-Station protocol (STS):

This is a three-pass Diffie-Hellman protocol which allows two parties to share a

secret with mutual entity authentication and mutual explicit key authentication

[MOV96]. A chooses a random integer (1 ≤ a ≤ q− 1) and B chooses a random

integer (1 ≤ b ≤ q − 1). KAB = gab as in Diffie-Hellman key agreement.
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1. A→ B : ga mod p

2. B → A : gb mod p, EKAB
(SskB(g

b, ga))

3. A→ B : EKAB
(SskA(g

a, ga))

B verifies A’s signature. B accepts that KAB is actually shared with A if the

signature was from A.

3.5 Attacks on key establishment protocols

When a key establishment protocol is designed, the designer may not be aware of

some weakness or flaws of the protocol that can be found later. When the protocol

is carried out in practice, it may be attacked by different types of attackers. In this

section, we discuss some very common attack strategies and the classical flaws of key

establishment protocols.

3.5.1 Attack strategies and classic protocol flaws

Attack 1: man-in-the middle attack

The classic man-in-the middle attack on an unauthenticated Diffie-Hellman key

agreement is as follows. Let a and b be the secret keys of A and B respectively. An

intruder E creates two secret keys a′ and b′. When A sends ga to B, E replaces the

exponent a by a′ and sends ga
′
to B. Similarly when B sends gb to A, E replaces

the exponent b by b′ and sends gb
′
to A. Now E will have common keys gab

′
with A

and ga
′b with B. Whenever A sends message m to B using gab

′
then E can decrypt

the message and encrypt with ga
′b and then sends the latter to B. Similarly E can

retransmit any message sent to A by B.

Attack 2: Reflection attack

If A and B want to authenticate one another by demonstrating the knowledge of a

previously shared symmetric key K by encrypting and decrypting a challenge with it.
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Protocol:

1. A→ B : rA

2. B → A : EK(rA, rB)

3. A→ B : rB

Attack:

1. A→ E : rA

2. E → A : rA, here E starts a new session.

3. A→ E : EK(rA, r
′
A), as an answer to the new session.

4. E → A : EK(rA, r
′
A), as an answer to the first session.

5. A→ E : r′A

This attack can be prevented by using different keys for different sessions or including

the identifier of the originating party within the encrypted message.

Attack 3: Interleaving attack

If A and B want to provide freshness and entity authentication by choosing random

numbers together with the signatures.

Protocol:

1. A→ B : rA

2. B → A : rB,SskB(rB, rA, A)

3. A→ B : r′A,SskA(r
′
A, rB, B)

Attack:
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1. E → B : rA

2. B → E : rB,SskB(rB, rA, A)

3. E → A : rB

4. A→ E : r′A,SskA(r
′
A, rB, B)

5. E → B : r′A,SskA(r
′
A, rB, B)

This protocol is vulnerable to an interleaving attack because message (2) and (3)

are symmetric. This may be prevented by making the two message structures different

and securely binding an identifier to each message indicating a message number, or

simply requiring the original rA to take the place of r′A in (3).

3.6 Compilers for authenticated key establishment

Compilers are the tools which transform one kind of protocol into another.

Ingemarsson et al. [ITW82], Burmester and Desmedt [BD94], and Steiner et al.

[STW00] have extended the 2-party Diffie-Hellman protocol to the group setting.

Mayer and Yung [MY99] proposed a compiler which transforms any two-party protocol

into a centralized (asymmetric) group protocol, which is not scalable. Bellare, Canetti

and Krawczyk [BCK98] introduced a compiler known as BCK compiler which converts

unauthenticated protocols into authenticated protocols. Katz and Yung [KY03]

proposed a compiler, which is known as Katz-Yung compiler which transforms a group

key exchange protocol secure against any passive adversary into an authenticated

group key exchange protocol which is secure against active adversaries. The Katz-Yung

compiler is the first scalable compiler. In this compiler, every protocol message includes

an identifier of the sender and a sequence number. From the second round onwards, all

the messages in the protocol should be signed with a strong existentially unforgeable

signature scheme (SUF-CMA) under chosen message attack. This compiler adds one
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more round to the original protocol. Katz and Shin [KS05] presented a compiler

which transforms a protocol which is secure against active adversaries into a protocol

that is secure against malicious insiders. This protocol takes two additional rounds.

Bohli [Boh06] showed that the Katz-Yung compiler does not guarantee that if the

original protocol is secure against malicious insiders that the compiled protocol is

secure against malicious insiders. Bohli also proposed a framework to transform any

2-round key establishment protocol secure against passive adversaries to a protocol

which is secure against active adversaries and malicious insiders in an unauthenticated

network. In this framework, to achieve the security against malicious insiders all the

protocol participants pick a random number and commit to it in the first round. In

the second round each user has to prove that they behave honestly with respect to the

commitments. This framework requires each user to sign all messages he/she sends

with a signature scheme that is existentially unforgeable under chosen message attack.
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CHAPTER 4

SECURITY MODEL

This Chapter reviews the security model of the protocols proposed in subsequent

Chapters.

4.1 Security model

To analyze the security of the protocols proposed in Chapters 5, 6, and 7, we

use a model based on the framework of Bresson et al. [BCPQ01], which in turn is

derived from [BPR00]. The latter paper by Bellare et al. also gives more details on

the variables that are used below to describe protocol instances.

Protocol participants. If a server is involved (Chapter 5) in the protocol then

U0 = S denotes a server and U = {U1, . . . , Un} denotes a polynomial size set of users.

Otherwise, U = {U0, . . . , Un} denotes a polynomial size set of users.1 Both server and

users are modeled as ppt algorithms, and each U ∈ U ∪ {S} can execute a polynomial

number of protocol instances Πs
U concurrently (s ∈ N). To describe a protocol instance

Πs
U , seven variables are associated with it:

accsU : indicates if the session key stored in sksU has been accepted;

pidsU : stores the identities of those users in U with which a key is to be established

(including U);

1We assume user identities to be encoded as bitstrings of identical length.
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sidsU : stores a session identifier that can serve as public identifier for the session key

stored in sksU ;

sksU : stores the session key and is initialized with a distinguished null value;

statesU : stores state information;

terms
U : indicates if this protocol execution has terminated;

usedsU : indicates if this instance is used, i. e., involved in a protocol run.

Initialization. Before the actual protocol executions, an initialization phase without

adversarial interference takes place. In this phase, for each user U ∈ U a verification

key/signing key pair (pkU , sk
sig
U ) for an existentially unforgeable (UF-CMA secure)

signature scheme is generated, sksig
U is handed to U , and each user U obtains the

public keys pkU ′ for all U
′ ∈ U . We denote the signing resp. verification algorithm

with Sig resp. Ver. In addition, if the server is involved (Chapter 5) then for each user

U ∈ U , a secret key KU ← Gen(1k) for the underlying symmetric encryption scheme

(Gen,Enc,Dec) is generated; this key is given to U and the server S. Thus, after this

initialization phase, the server shares a symmetric key KU with each user U ∈ U .

Communication network and adversarial capabilities. The network is non-

private, fully asynchronous, and allows arbitrary point-to-point connections among the

users and between users and the server. The adversary A is modeled as ppt algorithm

with complete control over the communication network. The following three oracles

materialize the adversary’s capabilities:

Send(Ui, si,M) : sends the message M to instance Πsi
Ui

of user Ui and returns the

protocol message output by that instance after receiving M . In addition, the

Send oracle enables A to initialize a protocol execution; sending the special
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message M = {Ui1 , . . . , Uir} to an unused instance
∏si

Ui
initializes a protocol run

among Ui1 , . . . , Uir ∈ U . After such a query,
∏si

Ui
sets pidsiUi

:= {Ui1 , . . . , Uir},

usedsiUi
:= true, and processes the first step of the protocol.

Execute(Ui1 , si1 . . . , Uir , sir) : executes the protocol between the unused instances.

After such a query,
∏si

Ui
sets pidsiUi

:= {Ui1 , . . . , Uir}, usedsiUi
:= true, and

returns the transcript of the execution.

Reveal(U, s) : returns the session key sks
U if accsU = true and a null value otherwise.

Corrupt(U) : for a user U ∈ U this query returns U ’s long term signing key sksig
U . If a

server is involved (Chapter 5), this oracle also returns the symmetric key KU

shared between U and the server S; for U = S, the list of all symmetric keys

KU (U ∈ U) is returned, along with the information to which user each such

key belongs.

In addition, A has access to a Test oracle, which can be queried only once: the query

Test(U, s) can be made with an instance Πs
U that has accepted a session key. Then a

bit b← {0, 1} is chosen uniformly at random; for b = 0, the session key stored in sksU

is returned, and for b = 1 a uniformly at random chosen element from the space of

session keys is returned.

Definition 4.1 (Passive adversary). An adversary is said to be passive if he is given

access to the Execute, Reveal, Corrupt, and Test oracles.

Definition 4.2 (Active adversary). An adversary is said to be active if he is given

access to the Send, Execute, Reveal, Corrupt, and Test oracles.

To exclude useless protocols, subsequently we consider only correct key establis-

hment protocols, i. e., in the absence of active attacks a common session key is
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established, along with common session identifier and matching partner identifier. To

define what we mean by a secure key establishment protocol, we rely on the following

notion of partnering.

Definition 4.3 (Partnering). Two instances
∏si

Ui
and

∏sj
Uj

are partnered if sidsiUi
=

sid
sj
Uj
, pidsiUi

= pid
sj
Uj

and accsiUi
= acc

sj
Uj

= true.

Making use of this definition, we can specify what we mean by a fresh instance,

i. e., an instance the Test oracle can be queried with:

Definition 4.4 (Freshness). An instance
∏si

Ui
is said to be fresh if the adversary

neither queried Corrupt(Uj) for some Uj ∈ pidsiUi
before a query of the form

Send(Ui, si, ∗) has taken place, nor Reveal(Uj, sj) for an instance
∏sj

Uj
that is partnered

with
∏si

Ui
.

If the server is involved (Chapter 5) in the protocol then we use the following

definition for freshness.

Definition 4.5 (Freshness). An instance
∏si

Ui
is said to be fresh if the adversary

neither queried Corrupt(Uj) for some Uj ∈ pidsiUi
, nor Reveal(Uj, sj) for an instance

∏sj
Uj

that is partnered with
∏si

Ui
.

We write SuccA for the event that the adversary A queries Test with a fresh

instance and correctly guesses the random bit b used by the Test oracle and refer to

AdvkeA = AdvkeA (k) :=

∣

∣

∣

∣

Pr[Succ]−
1

2

∣

∣

∣

∣

as advantage of A.

Definition 4.6 (Semantic security). A key establishment protocol is said to be

(semantically) secure, if AdvkeA = AdvkeA (k) is negligible for all ppt algorithms A.
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Finally, in formalizing strong entity authentication and integrity, we follow the

definitions of Bohli et al. [BVS07].

Definition 4.7 (Strong entity authentication). We say that strong entity authenti-

cation to an instance Πsi
Ui

is provided if accsiUi
=true and for all uncorrupted Uj ∈ pid

sj
Uj

there exists with overwhelming probability an instance Π
sj
Uj

with sid
sj
Uj

= sidsiUi
and

Ui ∈ pid
sj
Uj
.

Definition 4.8 (Integrity). A key establishment protocol fulfills integrity if with

overwhelming probability for all instances
∏si

Ui
,
∏sj

Uj
of uncorrupted principals the

following holds: if accsiUi
= accsiUj

=true and sidsiUi
= sid

sj
Uj
, then sksiUi

= sk
sj
Uj

and

pidsiUi
= pid

sj
Uj
.
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CHAPTER 5

SERVER-ASSISTED LONG-TERM 3-PARTY KEY ESTABLISHMENT

In the design of key establishment protocols it is common practice to make use

of asymmetric building blocks. A question naturally arising here, especially when

aiming at long-term guarantees, is the effect of a violation of an underlying hardness

assumption—for instance a discrete logarithm computation might become feasible a

few years after a key establishment protocol has been executed. In a server-assisted

setting, trying to integrate symmetric techniques as a fall-back technique appears to

be a natural approach, and in [BMQR07] Bohli et al. propose a 3-round protocol

for two-party key establishment addressing this scenario: their proposal builds on a

symmetric encryption scheme which is secure in a sense reminiscent of left-or-right

indistinguishability. Given such a primitive, Bohli et al.’s construction ensures semantic

security of the session key if the server is uncorrupted or a Decision Diffie Hellman

assumption holds.

The 3-party protocol in the random oracle model presented below enables the

establishment of a common session key among 3 parties within 3 rounds. The protocol

builds on the Bilinear Diffie Hellman (BDH) assumption and a symmetric encryption

scheme which is secure in the sense of real-or-random indistinguishability. Provided

that at least one of these two hardness assumptions holds, semantic security of the

session key is ensured. In case the BDH assumption is broken after completion of

the protocol, entity authentication and integrity are still preserved. We did not make

39



an attempt to avoid the random oracle model, but tried to avoid the introduction

of new hardness assumptions respectively requirements on the underlying symmetric

encryption scheme.

5.1 The proposed 3-party protocol

The proposed protocol has three rounds with a total of seven messages being

sent, and makes use of a random oracle H : {0, 1}∗ → {0, 1}k. To describe the

protocol we use the notation from Section 2.2 with P being a generator of the additive

group G1 of prime order q, as used in the BDH assumption. By E we denote the

encryption algorithm of a symmetric encryption scheme that is secure in the sense

of ROR-CCA, and by S resp. V we denote the signature resp. verification algorithm

of an existentially unforgeable signature scheme. With this notation, the proposed

protocol for establishing a common session key among users U1, U2, U3, invoking a

server S, is described in Figure 5.1 (for ease of notation, we omit indices referring to a

particular user instance and write only sidU instead of sidsU etc.).

5.2 Security analysis

The security of the protocol in Figure 5.1 can be ensured in the “long-term”

provided that the underlying signature scheme is existentially unforgeable and the

invoked symmetric encryption scheme is secure in the sense of ROR-CCA. More

specifically, we have the following.

Proposition 5.1. Suppose the signature scheme used in the protocol in Figure 5.1 is

secure in the sense of UF-CMA and the symmetric encryption scheme is secure in the

sense of ROR-CCA. Then the protocol in Figure 5.1 is secure, if the invoked signature

scheme is existentially unforgeable and at least one of the following conditions holds:

• The server S is uncorrupted.
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Round 1:

Computation: Each Ui selects ui ← {0, . . . , q − 1} uniformly at random, and
computes uiP .

Broadcast: Each Ui broadcasts (U1, U2, U3, uiP )

Round 2:

Computation: The server S selects Ksrv ← {0, 1}k uniformly at random and
for i = 1, 2, 3 computes Ci := EKUi

(U1, U2, U3, uiP,K
srv). Each Ui computes

kusr = H(ê(P, P )u1u2u3)(= H(ê(u2P, u3P )u1) = H(ê(u1P, u3P )u2) =
H(ê(u1P, u2P )u3)).

Broadcast: The server broadcasts (U1, U2, U3, C1, C2, C3).

Check: Each Ui decrypts Ci and checks consistency of the plaintext with the
values sent in Round 1.

Round 3:

Computation: Each Ui computes mki := Ksrv ‖ Kusr ‖ U1 ‖ U2 ‖ U3, sets
Kconf

i := H(mki ‖ 00), and σi := SskUi
(U1, U2, U3, u1P, u2P, u3P,K

conf
i ).

Broadcast: Each Ui broadcasts (U1, U2, U3, σi)

Check: Each Ui verifies the signatures σj (j 6= i), using the values from Round 1,
the value Kconf

i just computed, and the public verification keys pkUj
.

Key derivation: If none of the checks failed, Ui sets sidUi
:= H(mki ‖ 01),

skUi
:= H(mki ‖ 10), and then accUi

:=true.

Figure 5.1: Long-term secure 3-party key establishment among users U1, U2, U3,
invoking a server S.
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• The BDH assumption for the underlying BDH instance generator holds.

If the above two assumptions hold during the protocol execution (only), then the protocol

in Figure 5.1 still guarantees integrity and strong entity authentication.

Proof. Let qsend and qro be polynomial upper bounds for the number of the adversary

A’s queries to the Send oracle and random oracle H, respectively. We begin by defining

three events and argue that each of them can occur with negligible probability only:

Forge: this is the event that A succeeds in forging a signature σi of a protocol

participant Ui on a Round 3 message without having queried Corrupt(Ui). Let

Advuf = Advuf(k) be a negligible upper bound for the probability that a ppt

adversary creates a successful forgery for the underlying signature scheme. During

the protocol’s initialization phase, we can assign a challenge verification key to a

user U ∈ U uniformly at random, and with probability at least 1/|U| = 1/n the

event Forge results in a successful forgery for the challenge verification key. Thus

Pr[Forge] ≤ n · Advuf ,

i. e., Forge can occur with negligible probability only.

Repeat: this is the event where the server S uses the same value ksrv more than once,

or a user outputs a value uiP with uiP = ujP for a value ujP that has already

been output by some (possibly the same) user earlier. Both Ksrv and uiP are

only chosen in response to a Send query, and only one such value is created per

Send query. Consequently, we have

Pr[Repeat] ≤

qsend
∑

i=1

i− 1

2k
≤ q2send/2

k,

i. e., Repeat can occur with negligible probability only.
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Collision: this is the event of a collision in the random oracle H, i. e., H produces the

same output value for two different input values. As a Send query causes at

most two random oracle queries, we can bound the total number of queries to

H by 2 · qsend + qro. Therefore

Pr[Collision] ≤ (2 · qsend + qro)
2/2k

is negligible.

As each of the events Forge, Repeat, Collision occurs with negligible probability only,

subsequently we may assume they do not occur. Now, for proving security in the

sense of Definition 4.6, game hopping turns out to be convenient. The event of A to

succeed in Game i and the advantage of A in Game i will be denoted by SuccGame i
A

and AdvGame i
A , respectively. First we discuss the situation where the BDH assumption

holds; the case of having (only) an uncorrupted server will be discussed thereafter.

Security if the BDH assumption holds. A short sequence of games can be used

to establish the desired result in this case:

Game 0: This game is identical to the original attack game for the adversary, with

all oracles being simulated faithfully. In particular,

AdvA = AdvGame 0
A .

Game 1: Here we modify the simulation as follows: In Round 3, if none of the users

in pidi is corrupted, k
usr is chosen uniformly at random from {0, 1}k, instead of

being computed as H(ê(P, P )u1u2u3).

We claim that |AdvGame 1
A − AdvGame 0

A | is negligible. To see this, consider the
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following algorithm B to solve the BDH problem: On input a BDH challenge with

group elements (P, aP, bP, cP ) ∈ G4
1, B will act as challenger for the adversary

A and choose three protocol instances
∏si

Ui
,
∏sj

Uj
,
∏sk

Uk
by guessing uniformly at

random among all ≤ qsend instances queried to the Send oracle.

With probability at least 1/q3send, the adversary A queries Test(Ui, si) with

pidsiUi
= {Ui, Uj, Uk}—in all other cases B aborts. In Round 1, B replaces the

messages of Ui, Uj, Uk with aP , bP and cP accordingly, and as the Test session

must not be revealed, this is unnoticeable to A. Game 1 differs only from Game 0,

if A queries H with ê(P, P )u1u2u3 , and whenever A recognizes the session key

correctly, B chooses one of the ≤ qro values queried to H uniformly at random

and outputs this value as potential solution to the BDH challenge. We obtain

∣

∣AdvGame 1
A − AdvGame 0

A

∣

∣ ≤
∣

∣Pr[SuccGame 1
A ]− Pr[SuccGame 0

A ]
∣

∣

≤ q3send · qro · Adv
bdh
A ,

i. e.,
∣

∣AdvGame 1
A − AdvGame 0

A

∣

∣ is bounded by a negligible function as desired.

Game 2: Here we replace the session key skUi
(as well as skUj

and skUk
) with a

uniformly at random chosen bitstring in {0, 1}k. Game 2 and Game 1 only

differ if the adversary queries the random oracle H with a bitstring of the form

∗ ‖ Kusr ‖ ∗. With no information about Kusr ∈ {0, 1}k other than H(mki ‖ 00)

and H(mki ‖ 01) being available to A, we obtain

∣

∣AdvGame 2
A − AdvGame 1

A

∣

∣ ≤
qro + 2 · qsend

2k
.

By construction AdvGame 2
A = 0, and we recognize the protocol in Figure 5.1 as
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secure, provided that the BDH assumption holds.

Security if the server is uncorrupted. In other words, A must not query

Corrupt(S). For this scenario, again game hopping allows to establish the desired

result:

Game 0: As in the previous setting, this game is identical to the original attack game

for the adversary, with all oracles being simulated faithfully:

AdvA = AdvGame 0
A

Game 1: In this game we modify A in such a way that it chooses first of all,

independently and uniformly at random, three protocol instances Πsi
Ui
, Π

sj
Uj
,

Πsk
Uk

of the at most ≤ qsend instances queried to the Send oracle. With probability

at least 1/q3send, the adversaryA will query Test(Ui, si) with pidsiUi
= {Ui, Uj, Uk}—

in all other cases just a uniformly at random chosen bit b ∈ {0, 1} is output. We

have AdvGame 0
A ≤ q3send · Adv

Game 1
A .

Game 2: Now, in Round 2 of the protocol the simulator replaces the server’s message

Ci directed to Πsi
Ui

with an encryption of a uniformly chosen random bitstring

of the appropriate length. To bound |AdvGame 2
A − AdvGame 1

A | we derive from

the challenger the following algorithm C to attack the ROR-CCA security of

the underlying symmetric encryption scheme: whenever the protocol requires

to encrypt or decrypt a message using the symmetric key KUi
, C queries

its encryption or decryption oracle, respectively, simulating Corrupt, Reveal,

Send and Test in the obvious way. Note that C simulates the (by assumption

uncorrupted) server S, too. In particular, C knows Ksrv, and there is no need for

C to query its decryption oracle with a message received from the real-or-random
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oracle for computing the session key. Whenever A correctly identifies the session

key after receiving the challenge of the (simulated) Test oracle, C outputs 1, i. e.,

claims that its encryption oracle operates in “real mode”, whenever A guesses

incorrectly, C outputs 0.

Writing bror and btest for the values of the real-or-random oracle’s internal random

bit and the random bit of the (simulated) test oracle, respectively, we obtain

(with a slight abuse of notation)

∣

∣Advror−ccaC

∣

∣ =
∣

∣Pr
[

1← Cb
ror=1

]

− Pr
[

1← Cb
ror=0

]∣

∣ =

=

∣

∣

∣

∣

1

2
· Pr

[

1← Abtest=1 | bror = 1
]

+
1

2
· Pr

[

0← Abtest=0 | bror = 1
]

−

1

2
· Pr

[

0← Abtest=1 | bror = 0
]

−
1

2
· Pr

[

1← Abtest=0 | bror = 0
]

∣

∣

∣

∣

=
1

2
·
∣

∣

∣
Pr

[

1← Abtest=1 | bror = 1
]

+
(

1− Pr
[

1← Abtest=0 | bror = 1
])

−
(

1− Pr
[

1← Abtest=1 | bror = 0
])

− Pr
[

1← Abtest=0 | bror = 0
]∣

∣

∣

=
1

2
·
∣

∣

∣
Pr

[

1← Abtest=1 | bror = 1
]

− Pr
[

1← Abtest=0 | bror = 1
]

+
(

Pr
[

1← Abtest=1 | bror = 0
]

− Pr
[

1← Abtest=0 | bror = 0
)]

∣

∣

∣

≥
1

2
·
∣

∣AdvGame 2
A − AdvGame 1

A

∣

∣ .

In other words, we recognize |AdvGame 2
A − AdvGame 1

A | as negligible as required.

Game 3: In this game, in Round 2 of the protocol the simulator replaces the server’s

message Cj directed to Π
sj
Uj

with an encryption of a uniformly chosen random

bitstring of the appropriate length. With the same argument as above, we

recognize
∣

∣AdvGame 3
A − AdvGame 2

A

∣

∣ as negligible.
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Game 4: Finally, in this game, in Round 2 of the protocol the simulator replaces the

server’s message Ck directed to Πsk
Uk

with an encryption of a uniformly chosen

random bitstring of the appropriate length. Repeating the argument for Game 2

again, we recognize
∣

∣AdvGame 4
A − AdvGame 3

A

∣

∣ as negligible.

Game 5: At this point we replace the session key skUi
(as well as skUj

and skUk
) with

a uniformly at random chosen bitstring in {0, 1}k. Game 4 and Game 5 only

differ if the adversary queries the random oracle H with a bitstring of the form

Ksrv ‖ ∗. With no information about Ksrv ∈ {0, 1}k other than H(mki ‖ 00) and

H(mki ‖ 01) being available to A, we obtain

∣

∣AdvGame 4
A − AdvGame 5

A

∣

∣ ≤
qro + 2 · qsend

2k
.

By construction AdvGame 5
A = 0, and we recognize the protocol in Figure 5.1 as

secure, provided that the server S is uncorrupted.

Integrity. If three instances of honest users agree on a common session identifier

H(mk ‖ 01), unless the event Collision occurs they have obtained the same “master

key” mk—and therewith partner identifier. With the session key being computed as

H(mk ‖ 10), we see that equality of session identifiers with overwhelming probability

ensures identical session keys, too.

Strong entity authentication. The session identifier is derived from the “master

key” mk as H(mk ‖ 01), and mk is derived from values ujP , ukP , received from

and signed by the intended partners; mk also includes the partner identifier. The

partner instances know the same values and derived with overwhelming probability

an identical confirmation key Kconf and therewith an identical session identifier.
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CHAPTER 6

2-PARTY KEY ESTABLISHMENT: FROM PASSIVE TO ACTIVE SECURITY

WITHOUT INTRODUCING NEW ASSUMPTIONS

Since the work in [DH76] by Diffie and Hellman, and in [RSA78] by Rivest et al.,

the most commonly used hardness assumptions for the security of key establishment

protocols are derived from the discrete logarithm problem and the integer factorization

problem. After Shor [Sho94] and Boneh and Lipton [BL95] proposed some remarkable

quantum algorithms which can solve the integer factorization problem and the discrete

logarithm problem over any group in quantum polynomial time, the search for public

key cryptosystems based on different hardness assumptions, which can resist quantum

computer attacks, has become a popular topic in public key cryptography. Researchers

have proposed key establishment protocols building on the conjugacy search problem

(the conjugacy search problem in a groupG: given g and h inG, find an x inG such that

h = x−1gx [AAG99]) in braid groups, such as the protocols by Anshel et al. [AAG99]

and by Ko et al. [KLC+00]. The protocols such as [SU05] and [SU] by Shpilrain and

Ushakov, and [Kur06] by Kurt are examples of key exchange protocols based on the

decomposition search problem in a non-commutative group (the decomposition search

problem: given two elements g1 and g2 of the platform group G and two subgroups

A and B of G (not necessarily distinct), find elements a in A and b in B such that

g1 = ag2b [SU05]). The protocol [Sti05] by Stickel is a generalization of Diffie-Hellman

key exchange protocol in non-abelian groups. Unfortunately, all these protocols are
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unauthenticated, i.e., at best secure against passive eavesdroppers only, which is far less

than what we want from key exchange protocols in real life. Unauthenticated protocols

can be converted to authenticated protocols by the use of compilers. Compilers may

involve some tools, such as a signature scheme and a collision-resistant hash function.

The protocols based on integer factorization problem and the discrete logarithm

problem can be converted to the authenticated protocols by using existing compilers,

which use a signature scheme based on same hardness assumption. If there are only

unauthenticated protocols available but no signature schemes based on the same

hardness assumptions, such as protocols [AAG99, KLC+00, SU05, SU, Kur06, Sti05],

then the derivation of authenticated protocols from these protocols requires to use

such tools based on different hardness assumptions. But the introduction of new tools,

based on different hardness assumptions, makes the new authenticated protocol rely

on more than one hardness assumptions. We present a technique which transforms

any passively secure two-party key establishment protocol to a two-party actively

secure key establishment protocol without introducing further assumptions, for the

cost of one additional round.

6.1 Derivation of necessary tools and transformations

In this section, we discuss in detail how to transform a passively secure key exchange

protocol to an actively secure one. This is done in several steps. First of all, we review

some definitions and techniques needed for such a transformation. Then we go over

each step. Finally, we derive the two-party actively secure key establishment protocol.

Definition 6.1 (length preserving function). A function f : {0, 1}∗ → {0, 1}∗ is

length preserving if for every x ∈ {0, 1}∗ it holds that |f(x)| = |x|.

Universal hash families are useful and important in many areas of cryptography.

These families were introduced by Carter and Wegman [CW79] and have been
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extensively studied since then. There are many different variants of universal hash

families. We now give a formal definition of one of the variants — strongly universal

hash function families, which are useful for the construction of a signature scheme.

We follow [KK05] for the definition.

Definition 6.2 (Strongly k-universal hash function family). A collection of function

families U = {Uk}k∈N, where each Uk is a function family Uk = {µs : {0, 1}
`1(k) →

{0, 1}`2(k)}s∈{0,1}n(k), is k-wise independent if:

• Efficient: Given k and strings s ∈ {0, 1}n(k) and x ∈ {0, 1}`1(k), the value

µs(x) can be computed in poly(k) time, where the functions `1(·) and n(·) are

polynomially bounded.

• k-wise independent: For all k, any distinct values x1, . . . , xk ∈ {0, 1}
`1(k), and

any (arbitrary) values y1, . . . , yk ∈ {0, 1}
`2(k) we have:

Pr[µs(x1) = y1 ∧ · · · ∧ µs(xk) = yk] = 2−n·`2(k)

where the probability is over random selection of s ∈ {0, 1}n(k).

• Efficient sampling: For all j, k with 1 ≤ j ≤ k, any distinct x1, . . . , xj ∈

{0, 1}`1(k), and any y1, . . . , yj ∈ {0, 1}
`2(k), one can sample uniformly in poly(k)

time from the set

{s ∈ {0, 1}n(k) : µs(x1) = y1 ∧ · · · ∧ µs(xj) = yj}.

Although no function has been proven to be one-way, all practical public-key

cryptosystems are based on functions that are believed to be one-way. Informally, a
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one-way function is a function which is easy to compute but hard to invert. We give

the formal definition as follows:

Definition 6.3 (One-Way function family). F = {fk : {0, 1}
`(k) → {0, 1}`

′(k)}k∈N is

one a way function family if:

1. fk(x) can be computed in poly(k) time;

2. For all ppt algorithms A the following probability is negligible (in k)

Pr[x← {0, 1}`(k); x′ ← A(1k, fk(x)) : fk(x
′) = fk(x)]

Providing the definitions of universal hash function families and one-way function,

we now discuss universal one-way hash functions. The notion of universal one-way

hash family, called UOWHF was introduced by Naor and Yung [NY89]. UOWHFs

were proposed as an alternative of collision resistant hash functions. The collision

resistant hash functions are the families in which, given a randomly chosen function

f from the hash family, it is infeasible to find any pair of distinct inputs x and x0

such that f(x) = f(x0). UOWHFs only require target collision resistance, where the

adversary chooses a target input x before seeing the description of the function f . We

follow [NY89, BG08, KK05] for the definition of this function family. Formally:

Definition 6.4 (Universal one-way hash family). Let H = {Hk}k∈N, where Hk is a

function family Hk = {hs : {0, 1}
`1(k) → {0, 1}`2(k)}s∈{0,1}n(k). Then H is a universal

one-way hash family if:

• Efficient- Given k and strings s ∈ {0, 1}n(k) and x ∈ {0, 1}`1(k), the value

h(x) can be computed in poly(k) time, where the functions `1(·) and n(·) are

polynomially bounded.
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• Compressing- For all k, we have `2(k) < `1(k).

• Universally one-way- For all ppt algorithms A, the following probability is

negligible (in k):

Pr[x← A(1k); s← {0, 1}n(k) ; x′ ← A(1k, s, x)

: x, x′ ∈ {0, 1}`1(n) ∧ x 6= x′ ∧ hs(x) = hs(x
′)].

In our approach, we use a UOWHF which hashes messages of arbitrary length.

To construct such a UOWHF, we derive a UOWHF which hashes only fixed length

messages and then construct a UOWHF which hashes messages of arbitrary length.

Now we show how to derive a UOWHF for arbitrary length messages from a UOWHF

for fixed length messages.

6.1.1 Derivation of a UOWHF for arbitrary length messages

The composition technique used here was introduced by Victor Shoup [Sho00]

and is based on the technique of linear hashing [BR97] with some clever modification.

Given a UOWHF for fixed length messages, a UWOHF for arbitrary length messages

can be constructed as follows: Let Hk : {0, 1}
a → {0, 1}b, a > b be a UOWHF which

hashes fixed length messages. Let m = a− b. If x is an arbitrary length message then

consider x as a sequence of l-blocks x1, . . . , xl of m-bit messages, where the last block

xl encodes the length of the message x. The number of blocks l may vary but we may

assume that there exists L such that l ≤ L. Define v2(i) as the largest integer v such

that 2v divides i. LetM0,M1, . . . ,Mt be random b-bit strings. Let k1, . . . , kl be l

independent keys for H, and let h0 be an arbitrary b-bit string. For 1 ≤ i ≤ l, define

hi = Hk((Mv2(i) ⊕ hi−1)||xi). The output of the composite hash function is hl.

Theorem 6.1. If {Hk} is a UOWHF then the above composite scheme is also a
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UOWHF [Sho00].

6.1.2 One-way function from a passively secure key exchange

protocol

Our ultimate goal is to derive an actively secure key exchange protocol from a

passively secure key exchange protocol. As we have given the definition of a passively

secure key exchange protocol and a one-way function, we are now ready to derive the

latter one from the former one. We assume the existence of a two-party passively

secure key exchange protocol and then derive a one-way function from it.

Theorem 6.2. The existence of a passively secure two-party key exchange protocol

implies the existence of a one way function.

Proof. Let D1 and D2 be the domains of random input of two parties respectively,

and R is the domain of the protocol transcripts of a passively secure two-party key

exchange protocol P . Let F be a collection of functions from D1×D2 to R defined by

F = {fk : {0, 1}
`1(k) × {0, 1}`2(k) → {0, 1}`

′(k)}k∈N

Each function fk takes secret random values of each party as its input and returns

the concatenation of protocol transcripts.

Claim 6.1. F is a family of one-way functions.

Assume F is not one way, i.e., there exists a ppt algorithm B such that

Pr[(x1, x2)← {0, 1}
`1(k) × {0, 1}`2(k) ; (x′1, x

′
2)← B(1

k, fk(x1, x2))

: fk(x
′
1, x

′
2) = fk(x1, x2))]
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is non-negligible in k. In this case, we arrive at a contradiction that the protocol

P is not passively secure as follows: we construct an adversary B′ to the passively

secure key exchange protocol P by using the adversary B to one-way function. The

adversary B′ queries the Execute(Ui, Uj) and receives fk(x, y) from the instances
∏si

i

and
∏sj

j then B′ challenges B with fk(x, y). By our assumption B returns (x′, y′)

such that fk(x, y) = fk(x
′, y′) with some non-negligible probability. Now B′ queries

Test(Ui, si) to
∏si

i . B
′ can produce the identical protocol transcripts with (x′, y′) as

with (x, y).Therefore, B′ can return the session key with the same probability as B

was able to return (x′, y′) such that fk(x, y) = fk(x
′, y′). This contradiction implies

that F is a family of one-way functions.

Construction: To illustrate the process, we construct a one-way family from the

given Diffie-Hellman key exchange protocol.

Let S be the multiplicative group of the finite field F = GF (2n), where elements are

expressed as binary numbers, with each coefficient in a polynomial basis representation

yielding one bit in the corresponding representation as a binary number. Let g be a

publicly known generator of S.

1. Alice chooses x, 1 ≤ x ≤ 2n − 1 at random and sends gx to Bob.

2. Bob chooses y, 1 ≤ y ≤ 2n − 1 at random and sends gy to Alice.

3. Alice computes the shared key k = (gy)x.

4. Bob computes the shared key k = (gx)y.

Now the one-way function family is, F = {fk : Z2n−1 × Z2n−1 → F × F},

defined by

fk(x, y) = (gx, gy) (6.1)
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6.1.3 Universal one-way hash function from a one-way function

A universal one-way hash function is used to derive an actively secure protocol.

In this section, we derive universal one-way hash function from the above one-way

function in the following two steps:

First, we consider the family of one-way function, which we constructed in Section

6.1.2, F = {fk : {0, 1}`1(k) × {0, 1}`2(k) → {0, 1}`
′(k)}k∈N, and then derive a family

of length preserving one-way function F ′ using the technique by Goldreich [Gol09]

as follows: Since |fk(x)| ≤ `′(k), we define a function family F ′ = {f ′k}k∈N only on

strings of length `′(k) as

f ′k(x) = fk(x
′)

Here the length of bitstring x on the left side is `′(k) and the length of bitstring x′ on

the right side is `1(k)+ `2(k). If the length `′(k) of bitstring x is bigger than the length

`1(k) + `2(k) then take off the last `′(k)− `1(k)− `2(k) bits from x to produce x′ and

then apply fk. If the length `′(k) of bitstring x is smaller then the length `1(k) + `2(k)

then append 1 and as many 0s as needed at the end to produce a bitstring x′ of length

`′(k) and then apply fk.

Clearly

|f ′k(x)| = |fk(x
′)| = `′(k) = |x|.

So f ′k is length preserving.

If F is a one-way function then so is F ′ [Gol09].

Second, we consider the length preserving one-way function family

F ′ = {f ′k : {0, 1}
`′(k) → {0, 1}`

′(k)}k∈N

constructed above, and then construct a universal one-way hash family H as follows
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using the technique from [KK05, Rom90]:

Initially, compute ` = `(k) = 5`′(k) + log`′(k) + 2 and set J = J(k) = 16`2. Then

construct a family G = {Gk}k∈N, where Gk = {gñ : {0, 1}`
6
→ {0, 1}`

3
}ñ∈N using the

technique in [NY89].

Eventually, we construct H = {Hk}, where

H = {hñ0,...,ñJ
: {0, 1}`

6
→ {0, 1}(J+1)`3}, and hñ0,...,ñJ

is defined as follows:

hñ0,...,ñJ
(x) = g0ñ0

(x) . . . g
J · `

4

8
ñJ

(x).

Theorem 6.3. Assuming F ′ is a one-way function family, H is a universal one-way

hash family [KK05].

Construction: We construct a universal one-way hash function from the one-way

function constructed above. Since the one-way function, we constructed in the previous

section is a one-to-one one-way function, there is no need to derive length preserving

function. we can construct a one-way function family by using a technique [NY89].

Define Gk : F × F → {0, 1}n−r × {0, 1}n−r by

Gk = {ga,b,c,d(x1, x2) = ([ax1 + b]r, [cx2 + d]r), a, b, c, d ∈ F ; a 6= 0, c 6= 0} (6.2)

where r = logn and [cx+ d]r denotes the first n− r bits of cx+ d.

We derive a UOWHF from Gk. Before constructing this UOWHF, we show Gk is

a strongly 2-universal hash function family.

Definition 6.5 (Collision accessibility property). Let G be a strongly 2-universal hash

function family. Suppose that for an element g ∈ G, given the requirement g(x) = g(y),

it is possible to generate a function g ∈ G in polynomial time such that g(x) = g(y)

with equal probability over all functions in G which obey the requirement g(x) = g(y).
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Then G is said to have collision accessibility property.

Claim 6.2. Gk is a strongly 2-universal hash function family.

Proof. First we show the function family

G′k = {g
′
a,b,c,d(x1, x2) = (ax1 + b, cx2 + d), a, b, c, d ∈ F ; a 6= 0, c 6= 0} is a strongly

2-universal hash function.

For every (x1, x2), (y1, y2) ∈ F × F such that (x1, x2) 6= (y1, y2) and (α, β), (γ, δ) ∈

F × F there are unique a, b, c, d ∈ F ; a 6= 0, c 6= 0 such that

ax1 + b = α

cx2 + d = β

ay1 + b = γ

cy2 + d = δ

Therefore, Pr[g′a,b,c,d(x1, x2) = (α, β) ∧ g′a,b,c,d(y1, y2) = (γ, δ)] = 1
24n

. This implies

that G′k is strongly 2-universal hash function family.

Since there are 24r solutions a, b, c, d ∈ F ; a 6= 0, c 6= 0 such that

ax1 + b = [α]r

cx2 + d = [β]r

ay1 + b = [γ]r

cy2 + d = [δ]r

Pr[ga,b,c,d(x1, x2) = ([α]r, [β]r) ∧ g′a,b,c,d(y1, y2) = ([γ]r, [δ]r)] =
24r

24n
= 1

(2n−r)4
. This

implies that Gk is a strongly 2-universal hash function family.

Define Hk = {g ◦ f |g ∈ Gk}, where Gk is a strongly 2-universal hash family which

has the collision accessibility property.

Now we construct a family of functions,

U = {Hk}k (6.3)
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Claim 6.3. U = {Hk}k is a UOWHF family.

Proof. We use the techniques used by Naor and Yung in [NY89] to show that U is

a UOWHF family. We show that if U is not a UOWHF family then we have an

algorithm which can invert a randomly chosen f on a random input.

Suppose that A is an algorithm that produces an initial (x1, x2) ∈ F × F , and

when given h ∈ Hk,

Pr[A((x1, x2), h) = (y1, y2) ∧ h((x1, x2)) = h((y1, y2)) ∧ (x1, x2) 6= (y1, y2)] ≥ ε,

where the probability is over all h ∈ Hk and A’s random choices.

We can define an algorithm B which tries to find (w1, w2) for a given random

(z1, z2) = f(w1, w2) as follows:

1. run A to produce (x1, x2).

2. choose a random g ∈ G such that g(z1, z2) = g(f(x1, x2)).

3. run A on input h = g ◦ f and (x1, x2), and denote its output by (y1, y2).

For r = logn this construction gives a r-to-1 function and exactly r − 1 elements

collide with f(x1, x2). Hence if step 3 is successful, i.e.,

h((x1, x2)) = h(y1, y2) but (y1, y2) 6= (x1, x2) then the probability of f(y1, y2) =

(z1, z2) and (y1, y2) = (w1, w2) is 1/r.

Claim 6.4. If (w1, w2) was chosen uniformly at random, then the above procedure

chooses h uniformly at random from Hk.

Proof. We define subsets of H according to which element collides with f(x1, x2).

Each g appears in r − 1 subsets. All the subsets are of equal size (by the property of

being strongly 2-universal hash function)

58



Since (w1, w2) was chosen at random and f is a 1-to-1 function, the random subset

was chosen uniformly. Step 2 chooses, with equal probability, h from that subset.

Hence the whole procedure defines a uniformly random choice of h.

Since h was chosen uniformly at random, step 3 of the algorithm succeeds, with

probability at least ε, by assumption. Hence the inversion succeeds with probability

at least ε/r. As r = logn, we have a polynomial time algorithm capable of inverting f

with some non-negligible probability.

6.1.4 Signature scheme

In this section, we review a method [NY89] to derive a signature scheme from a

universal one-way hash function and a one-way 1− 1 function.

An overview of the signature scheme:

To construct a one-time signature [Lam79], the user publishes a one-way function

and a row of windows [〈f(xij)〉, i = 1, 2, . . . , ñ, j ∈ {0, 1}], which tags a message

of length ñ-bits by opening the halves corresponding to the bits of the message.

Anyone can verify a tag but only the committed user can open a tag and no one

else can tag a different message unless it can invert a random value of f . In 1989,

Naor and Yung derived a new type of signature by extending the tagging system

[Lam79, BM84, Mer87] to regenerate the windows so that many messages can be

signed [NY89]. The system contains a linked list of nodes. A system state is a list

consisting of nodes. Each node is associated with a message and its successor node.

The node Ni contains four data fields: Ni = 〈hi, rmi, rsi, κi〉, where hi is a universal

one-way hash function, rmi will tag the next message Mi+1, rsi will tag the successor

node Ni+1, and κi is a random seed used to generate random strings to hash arbitrary
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length bitstring using hi. The one-way 1− 1 function f constructed in section 6.1.2 is

used in the tag encryption, and the UOWHF, constructed in section 6.1.3 is used for

hashing.

Key Generation Algorithm: The user publishes the one-way 1 − 1 function

f and an initial node N1 = (h1, rm1, rs1, κ1), where h1 is a universal one-way hash

function, rm1 is a row of windows [〈f(xij)〉, i = 1, 2, . . . , ñ, j ∈ {0, 1}], which can

tag a message of length ñ bits by opening the halves corresponding to the bits of

the message, rs1 is another row of windows, just as rm1, and κ1 is used to generate

random strings to hash arbitrary length bitstring using h1.

Signature Algorithm: The state of the system changes after signing each

message. At state si the user signs a message Mi+1. To sign a message Mi+1, the

user generates random bitstrings h0 andMs by using using κi. The user generates

a new node Ni+1 = (hi+1, rmi+1, rsi+1, κi+1) using the key generation algorithm and

computes ni = hi(Ni+1) and hi(Mi+1) using the technique in section 6.1.1, with h0

andMs. Now the user tags hi(Mi+1) and ni using rows rmi and rsi respectively by

opening their respective half windows. The signature consists of a tag on the hash of

the message, hi(Mi+1), the state of the system and the list of nodes used so far with

tags and one last unused node.

Verification Algorithm: Validity of the message can be verified by checking the

tag of hi(Mi+1) and validity of the system’s state by checking the tag of ni+1. It is

done by proper opening of rst for all t = 1, 2, . . . , i. This is done all the way to the

root and if all checks are valid the user accepts the signature.

Theorem 6.4. The key generation, signing and verification algorithms are polynomial

time [NY89].

Construction: We construct a signature scheme from the universal one-way hash
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function constructed above in the previous section.

Key Generation: Let f be a one-way 1−1 function f(x, y) = (gx, gy), as defined

by equation 6.1 in section 6.1.2, For 1 ≤ i ≤ n and j ∈ {0, 1}, the signer chooses

(xij, yij) ∈ Z2n−1 × Z2n−1 randomly and computes f(xij, yij) = (gxij , gxij) = (zij) =

rm1, called a window to tag a message of n-bit length. The signer also computes

another window rs1, just as rm1. The signer picks a universal one-way hash function

h1 from the family defined by equation 6.3 in section 6.1.3 and a random seed κ1 to

generate two random bits h0 andMs. Now the signer publishes a node, called the

initial node N1 = (h1, rm1, rs1, κ1) as his public key and his private key consists of

the input values of rm1 and rs1.

Signature:The state of the system changes after signing each message. At state

si the user signs a message Mi+1. To sign a message Mi+1, the user generates

random bitstrings h0 and Ms by using using κi. The user generates a new node

Ni+1 = (hi+1, rmi+1, rsi+1, κi+1) using the key generation algorithm and computes

ni = hi(Ni+1) and hi(Mi+1) using the technique in section 6.1.1, with h0 and Ms.

Now the user tags hi(Mi+1) and ni using rows rmi and rsi respectively by opening

their respective half windows. The signature consists of a tag on the hash of the

message, hi(Mi+1), the state of the system and the list of nodes used so far with tags

and one last unused node.

Verification: A sequence of random stringsMs, and h0 are generated by using

the state seed κi. The node ni+1 = hi(Ni+1) and hi(Mi+1) are computed. Now the

validity of the message can be verified by checking the tag of hi(Mi+1) and validity of

the system’s state by checking the tag of ni+1. It is done by proper opening of rst for

all t = 1, 2, . . . , i. This is done all the way to the root and if all checks are valid the

user accepts the signature.

Theorem 6.5. If a 1− 1 one-way function exists, then the one-way function based
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signature scheme described above is strongly unforgeable [NY89] and [BSW06].

6.1.5 Actively secure two-party key establishment

In this section, we derive the actively secure key exchange protocol from a passively

secure key exchange protocol. In 2003, Katz and Yung introduced a compiler [KY03]

which transforms any passively secure group key exchange protocol to an actively

secure one with one more extra round based on the Bellare et al. [BCPQ01] model. We

use the technique used by Katz and Yung for a two-party passively secure key exchange

protocol. During the initialization phase, each user generates a public/private key

pair as (pksig
U , sksig

U ) for a strong existentially unforgeable signature scheme using the

technique discussed in section 3.3. Let Succ∑ (t) denote the maximum advantage of

any adversary in forging any new message/signature pair running in time t. Let U

and V be the two identities of users wishing to establish a common key. Without

loss of generality, it is assumed that each message sent by an instance
∏i

U in the

original protocol P includes the sender’s identity U and a sequence number which

begins at 1 and incremented each time
∏i

U sends a message, i.e., sth message sent by

an instance
∏i

U has the form U ||s||m. User U initially chooses a random nonce ru and

broadcasts U ||0||ru, and user V initially chooses a random nonce rv and broadcasts

V ||0||rv. After receiving these messages from each other, each user stores ru, rv as

a part of its state information. Now the participants U and V execute the protocol

P ′ with the following changes in the original protocol P and compute the session

key. Whenever an instance
∏i

U is supposed to send a message U ||s||m to V , as a

part of protocol P , the instance instead signs s||m||U ||V ||ru||rv using sksig
U to obtain

signature σ, and sends U ||s||m||σ. As instance
∏j

V receives a message U ||s||m|σ, it

checks whether the following three conditions are satisfied or not:

1. U ∈ PidjV .
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2. s is the next expected sequence number for messages from U .

3. σ is a correct signature of U on s||m||U ||V ||ru||rv.

If any of these is untrue,
∏j

V aborts the protocol and set acciV= false and skj
V=null

otherwise
∏j

V continues as it would proceed in P, upon receiving message U ||s||m.

The session key is computed as in P .

Theorem 6.6. If Pis a passively secure group key exchange protocol achieving forward

secrecy, then P ′ given by the above compiler is an actively secure group group key

exchange protocol achieving forward secrecy [KY03].
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CHAPTER 7

COMMUNICATION-EFFICIENT 2-ROUND GROUP KEY ESTABLISHMENT

FROM PAIRINGS

Group key establishment protocols enable a set of n ≥ 2 users to establish a

common key over a public communication network. To obtain a constant round

solution, i. e., a protocol where the number of rounds is independent of the number

of participants n, a common technique is to impose a ring topology on the set of

participants and to establish pairwise Diffie-Hellman keys among neighbors first.

In view of Joux’s one-round 3-party key establishment [Jou04], it is natural to ask

if this primitive could be used to devise an alternative construction for group key

establishment. Indeed, in [VSSR09] a compiler is presented using a three-party key

establishment instead of a two-party solution as fundamental building block. To

achieve active security, Vivek et al. suggest to combine a construction in [VSSR09]

with a well-known compiler by Katz and Yung [KY03], which relies on the availability

of a strongly unforgeable signature scheme. Overall, a 3-round solution for group key

establishment is obtained from Joux’s protocol.

With 2-round solutions for group key establishment being available, one may ask

for the existence of an alternative construction building on Joux’s protocol. Below

we provide such a construction in the standard model using a bilinear Diffie-Hellman

assumption. The protocol is inspired by the 2-round construction of Bohli et al.

[BVS07], but unlike the latter rests on Joux’s 3-party key establishment as basic
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primitive—rather than a 2-party Diffie-Hellman key establishment. An interesting

feature is that by restricting to the “standard” security guarantee of key secrecy, which

does not imply strong entity authentication, half of the participants have to send only

one protocol message. This seems to render our protocol an interesting candidate for

settings where communication is costly. As a minor technical point, our protocol relies

on an existentially unforgeable signature scheme; strong unforgeability is not needed.

7.1 Common reference string

In the key derivation of our protocol, we follow the technique used in [ABVS07]

(which in turn goes back to [KS05]) and we refer to [KS05] for a construction

assuming the existence of a one-way permutation. For this we fix a collision-resistant

pseudorandom function family F = {F k}k∈N and assume F k = {F k
` }`∈{0,1}l to be

indexed by a (superpolynomial) size set {0, 1}l. In the common reference string

(accessible to the adversary and all users) we encode two values vi = vi(k) such that

no ppt algorithm can compute λ 6= λ′ satisfying F k
λ (vi) = F k

λ′(vi) (i = 0, 1).

Moreover, we encode in the common reference string also an index into a family of

universal hash functions UH, specifying one UH ∈ UH. This function UH will be used

to translate common key material to an index into the mentioned collision-resistant

pseudorandom function family.

7.2 A pairing-based group key establishment

To describe our protocol, we write U0, . . . , Un−1 for the protocol participants who

want to establish a common session key. We assume the number n of these participants

to be greater than three and even—if 2 - n, then Un−1 can simulate an additional

(virtual) user Un.
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7.2.1 Description of the protocol

We arrange the participants U0, . . . , Un−1 in a circle such that U(i−j) mod n respectively

U(i+j) mod n is the participant j positions away from Ui in counter-clockwise (left)

respectively clockwise (right) direction. Figure 7.1 describes both rounds of the

proposed construction; to simplify notation, we do not explicitly refer to protocol

instances Πsi
i .

Thus, in Round 1 users Ui with odd index i perform two executions of Joux’s

protocol, and users with an even index i perform only one such 3-party key

establishment. For the actual key derivation, the messages sent by users with even

index in Round 2 are not really needed, and as shown in Proposition 7.1, omitting

those messages does not affect the semantic security of the protocol. Strong entity

authentication is no longer guaranteed then, however, as an adversary could simply

replay an old message of, say, U0 in Round 1.

7.2.2 Security analysis

The following proposition shows that the protocol in Figure 7.1 is secure in the

sense of Definition 4.6 and—if we insist on all Round 2 messages being sent—also

offers strong entity authentication.

Proposition 7.1. Suppose that the D-BDH assumption holds for (G,G′, e) and the

underlying signature scheme is secure in the sense of EUF-CMA. Then the following

hold:

• The protocol in Figure 7.1 is semantically secure, fulfills integrity, and strong

entity authentication holds to all involved instances.

• If users Ui with i even do not send their Round 2 messages, the protocol in

Figure 7.1 is semantically secure and fulfills integrity.
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Round 1:

Computation Each Ui chooses ui ∈ {0, . . . , q − 1} uniformly at random and
computes uiP . Users Ui with 2 | i in addition compute a signature σI

i on
pidi‖uiP .

Broadcast Each Ui broadcasts uiP (if 2 - i) respectively (uiP, σ
I
i) (if 2 | i).

Check: Each Ui verifies σ
I
0, σ

I
2, . . . , σ

I
n−2 (using pidi for the partner identifier).

If any check fails, Ui aborts, otherwise Ui computes







tLi := e(P, P )u(i−2) mod nu(i−1) mod nui and
tRi := e(P, P )uiu(i+1) mod nu(i+2) mod n , if i is odd
tMi := e(P, P )u(i−1) mod nuiu(i+1) mod n , if i is even

.

Round 2:

Computation Each Ui computes confi := (pidi‖u0P‖u1P‖ . . . ‖un−1P ) and

{

a signature σII
i on confi‖Ti where Ti := tLi /t

R
i , if i is odd

a signature σII
i on confi , if i is even

Broadcast Each Ui broadcasts (σ
II
i , Ti) (if 2 - i) respectively σII

i (if 2 | i).

Check Each Ui verifies σ
II
0 , . . . , σ

II
n−1 (using the ujP received in Round 1 and

pidi for the partner identifier) and checks if T1 · T3 · T5 . . . Tn−1 = 1 holds.
If any of these checks fails, Ui aborts.

Key derivation: Each Ui recovers the values tRj for j = 1, 3, . . . , n − 1 as
follows:

• Ui with 2 - i finds tRj = tLi ·
(i−j−2) mod n

∏

s=2
2|s

T(j+s) mod n

• Ui with 2 | i finds tRj = tMi ·
(i−j−1) mod n

∏

s=2
2|s

T(j+s) mod n

Finally, each Ui computes the master key K := (tR1 , t
R
3 , . . . , t

R
n−1, pidi), sets

ski := FUH(K)(v0) and sidi := FUH(K)(v1).

Figure 7.1: A 2-round group key establishment derived from Joux’s protocol.

Proof. Let qsend be a polynomial upper bound for the number of queries to the Send

oracle by A and denote by Forge the event that A succeeds in forging a signature σi

in the protocol without having queried Corrupt(Ui). Moreover, denote by Advuf =
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Advuf(k) an upper bound for the probability that a ppt adversary creates a successful

forgery for the underlying signature scheme. During the protocol’s initialization phase,

we can assign a challenge verification key to a user U ∈ U uniformly at random, and

with probability at least 1/|U| the event Forge results in a successful forgery for the

challenge verification key. Thus

Pr[Forge] ≤ |U| · Advuf ,

and the event Forge can occur with negligible probability only.

Security. We prove the security of the protocol by “game hopping”, letting

adversary A interact with a simulator. The advantage of A in Game i will be

denoted by AdvGame i
A :

Game 0: This game is identical to the original attack game, with all oracles of the

adversary being simulated faithfully. Consequently,

AdvA = AdvGame 0
A .

Game 1: If the event Forge occurs, we abort the game and count this as a successful

attack. Otherwise the game is identical with Game 0:

|AdvGame 1
A − AdvGame 0

A | ≤ Pr(Forge).

Game 2: In this game we modify the adversary in such a way that at the beginning

she guesses (randomly) which instance Π
si0
i0

will be queried to the Test oracle as

well as two instances of Π
si0
i0

with which Π
si0
i0

will in Round 1 establish a 3-party

key tRi0 . Whenever at least one of these guesses turns out to be wrong, we abort
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the simulation and consider the adversary to be at loss. Otherwise the game is

identical with Game 1. Consequently,

1

q3send
· AdvGame 1

A ≤ AdvGame 2
A ,

and as qsend is polynomial in k it will suffice to recognize AdvGame 2
A as negligible.

Game 3: This game differs from Game 2 in the simulator’s response in Round 2.

Instead of computing tRi0 resp. tMi0 as specified in Round 1, the simulator replaces

tRi0 resp. t
M
i0

with a uniformly at random chosen element inG′. For consistency, the

corresponding key of the other 2 participants in this 3-round key establishment

is replaced with the same random value.

We have |AdvGame 3
A − AdvGame 2

A | ≤ |Pr(SuccGame 3
A ) − Pr(SuccGame 2

A )|, and to

recognize the latter as negligible consider the following algorithm B to solve

the D-BDH problem: B faithfully simulates all parties and oracles as faced by

A in Game 2 with two exceptions. Namely, let (P, aP, bP, cP, e(P, P )x) be the

D-BDH challenge received by B. Then

• in Round 1, B replaces the random value ui0P with aP , and analogously

bP and cP are used as Round 1 message for the other two participants in

the 3-party key establishment with Ui0 ;

• the 3-party key tRi0 resp. tMi0 of these three parties is not computed as

specified in the protocol (in fact, B does not know a, b, c) but replaced

with the value e(P, P )x in the D-BDH challenge.

Whenever A correctly identifies the secret bit of the (simulated) Test oracle, B
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outputs a 1, i. e., claims x = abc. By construction we have

AdvbdhB =

∣

∣

∣

∣

1

2
· Pr[SuccGame 2

A ] +
1

2
· (1− Pr[SuccGame 3

A ])]−
1

2

∣

∣

∣

∣

=
1

2
·
∣

∣Pr[SuccGame 3
A ]− Pr[SuccGame 2

A ]
∣

∣ ,

and with the D-BDH assumption we recognize |AdvGame 3
A − AdvGame 2

A | as

negligible.

Game 4: In this game the simulation of the Test oracle is modified: instead of

returning with probability 1/2 the correctly computed session key ski0 , always a

uniformly at random chosen bitstring is returned. As after the replacement in

the previous game one of the entries of the master key K is a uniformly chosen

random value, K has sufficient entropy so that FUH(K)(v0) is computationally

indistinguishable from a random bitstring, i. e.,
∣

∣AdvGame 4
A − AdvGame 3

A

∣

∣ is

negligible. With AdvGame 4
A = 0, the semantic security of the protocol in

Figure 7.1 follows. Moreover, we observe that the proof nowhere relied on

the Round 2 messages of parties Ui with 2 | i being sent.

Integrity. Successful signature verification in Round 1 for Ui with 2 | i and for Ui

with 2 - i in Round 2 implies that the pidi-values of all involved parties are identical,

and integrity follows from the collision-resistance of the underlying pseudorandom

function family.

Entity authentication. Successful verification of the signatures on the Round 2

messages ensures the existence of a used instance for each intended communication

partner and that the respective confi-values are identical. The latter implies equality

of both the pidi- and the sidi-values.
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7.2.3 Making use of a random oracle

If one is willing to make a random oracle assumption, the usage of a universal

hash function and a pseudorandom function family in the above protocol is of course

no longer required, and we can compute the session key and session identifier as

ski = H(K ‖ 0) and sidi = H(K ‖ 1), respectively. From an engineering point of

view, working in such an idealized model and using a standard cryptographic hash

function to implement the random oracle H could be attractive. Going further, with

a random oracle H : {0, 1}∗ −→ {0, 1}k we can also replace the values tLi , t
R
i , t

M
i

from Round 1 with their images under H, so that for computing Ti we only compute

H(tLi )⊕H(tRi ), i. e., instead of arithmetic in G′ we can use XOR. Figure 7.2 shows the

relevant changes to the protocol in Figure 7.1 if a random oracle is used in this way.

Adapting the above security analysis to this random oracle-based variant is

straightforward—owing to the random oracle the D-BDH assumption can be replaced

with a computational assumption in the usual manner. In the random oracle

formulation, the similarity of our proposal with the 2-round group key establishment

suggested in [BVS07] is quite apparent, and it is worth highlighting some differences:

• With the main building block in our protocol being Joux’s 3-party key

establishment, we rely on a (computational) bilinear Diffie-Hellman assumption

rather than an ordinary (computational) Diffie-Hellman assumption.

• All protocol participants now have to perform one or two pairing computations,

followed by one or two exponentiations, to compute a 3-party key—the number

of exponentiations depending on the position in the circle being odd or even.

In [BVS07] two exponentiations per participant yield common (Diffie-Hellman)

keys with the clockwise and counter-clockwise neighbor in the circle.

• In the protocol proposed above, the session key is derived directly from the
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Round 1:

Computation Each Ui chooses ui ∈ {0, . . . , q − 1} uniformly at random and
computes uiP . Users Ui with 2 | i in addition compute a signature σI

i on
pidi‖uiP .

Broadcast Each Ui broadcasts uiP (if 2 - i) respectively (uiP, σ
I
i) (if 2 | i).

Check: Each Ui verifies σ
I
0, σ

I
2, . . . , σ

I
n−2 (using pidi for the partner identifier).

If any check fails, Ui aborts, otherwise Ui computes







tLi := H(e(P, P )u(i−2) mod nu(i−1) mod nui) and
tRi := H(e(P, P )uiu(i+1) mod nu(i+2) mod n) , if i is odd
tMi := H(e(P, P )u(i−1) mod nuiu(i+1) mod n) , if i is even

.

Round 2:

Computation Each Ui computes confi := (pidi‖u0P‖u1P‖ . . . ‖un−1P ) and

{

a signature σII
i on confi‖Ti where Ti := tLi ⊕ tRi , if i is odd

a signature σII
i on confi , if i is even

Broadcast Each Ui broadcasts (σ
II
i , Ti) (if 2 - i) respectively σII

i (if 2 | i).

Check Each Ui verifies σ
II
0 , . . . , σ

II
n−1 (using the ujP received in Round 1 and

pidi for the partner identifier) and checks if T1 ⊕ T3 ⊕ T5 ⊕ · · · ⊕ Tn−1 = 0
holds. If any of these checks fails, Ui aborts.

Key derivation: Each Ui recovers the values tRj for j = 1, 3, . . . , n − 1 as
follows:

• Ui with 2 - i finds tRj = tLi ⊕
(i−j−2) mod n

⊕

s=2
2|s

T(j+s) mod n

• Ui with 2 | i finds tRj = tMi ⊕
(i−j−1) mod n

⊕

s=2
2|s

T(j+s) mod n

Finally, each Ui computes the master key K := (tR1 , t
R
3 , . . . , t

R
n−1, pidi), sets

ski := H(K‖0) and sidi := H(K‖1).

Figure 7.2: Introducing a random oracle H : {0, 1}∗ −→ {0, 1}k in the proposed
protocol.

tRi -values, whereas the approach in [BVS07] relies on separate key contributions

for this, one of them being masked by the tRi -values. These key contributions

(or a hash value of such) are sent in a signed Round 1 message, resulting in a
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total of two signature computations per participant; in our construction at least

those parties Ui with 2 - i sign only one message.

• Bohli et al. compute the session identifier based on the Round 1 messages,

whereas our construction relies on the availability of the Round 2 messages to

do so.

• In terms of communication cost the two protocols seem pretty comparable, if in

our approach we send all Round 2 messages:

– Participants in the construction from [BVS07] send in Round 1 a group

element and a short bitstring (either a key contribution or a hash value)

along with a signature on these values; in Round 2 a session identifier and

a bitstring (respectively two for one dedicated participant) are sent along

with a signature.

– Half of the participants in our construction send in Round 1 a group

element, the other half a group element and a signature; in Round 2

all participants in “odd positions” send a signature along with a bit-

string/group element, and if strong entity authentication is desired, all

participants at “even positions” send a signature.
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CHAPTER 8

CONCLUSION

The server assisted 3-party protocol we presented in Chapter 5 can be seen as

expensive in the sense that shared keys with a server, a signature scheme and two

hardness assumptions are involved. However, the security guarantee established is

rather strong and the efficiency as well as the hardness assumptions compare in our

opinion quite acceptably to Bohli et al.’s two-party solution. Avoiding the introduction

of new hardness assumptions about the involved cryptographic primitives can certainly

be seen as a feature of the presented protocol.

In Chapter 6 we proposed a compiler which can transform any passively secure

2-party key exchange protocol to an actively secure 2-party key exchange protocol

without introducing further assumptions in the standard model. Passively secure

protocols based on any hardness assumption can be converted to actively secure

protocols with the use of this compiler. The emphasis of our work is to obtain actively

secure key exchange protocol from a passively secure key exchange protocol based on

hardness assumptions, which may resist quantum computer attacks, such as conjugacy

search [SU] or decomposition search problem.

The 2-round group key establishment we presented in Chapter 7 uses Joux’s

protocol as fundamental building block—instead of a 2-party Diffie-Hellman key

establishment. In scenarios where semantic security of the session key and forward

security are sufficient, the protocol has the attractive feature that every other partici-
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pant has to broadcast only one message. For applications where communication cost

is high, this seems an attractive feature. Even when strong entity authentication is

needed, however, the efficiency of the suggested protocol seems to be quite acceptable,

in particular when allowing the use of a random oracle.
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