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A social network is a structure of individuals and organizations, which are 

connected by one or more types of interdependency, such as friendship, affinity, common 

interests or knowledge. Social networks use Web 2.0 technology, which is mostly based 

on a service-oriented architecture. We are studying patterns for social networks in this 

environment. A pattern is an encapsulated solution to a software problem in a given 

context, secure threats are possible in this context. We present a collection of patterns 

associated with the most important aspects of social networks, with emphasis on 

controlling the actions of the users of these networks. 
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1. INTRODUCTION

 
The appearance of Web 2.0 introduced many changes for users and developers. 

Web 2.0 allows anyone with an internet connection and a browser to read and write 

information. Now almost everybody has a website and can keep in contact with friends 

and collaborators in a simple way. Terms like search engine, tagging, share and upload 

are now popular. The social network, which is a structure of individuals and 

organizations connected by friendship relationships, affinity or common interests, 

appeared as an idea to have a group of people where everybody could share information 

and thoughts in the same space. The interactions between people in social networks are 

performed online and everybody that belongs to that social network will be able to 

participate in those interactions.  

Developers have an important role in the creation of social networks. They need 

to create dynamic web-based sites that are also secure. Security is one of the most 

important challenges in social networks, because there is a huge amount of important 

information about the users in social networks and their privacy can be violated at any 

time. Social networks were not designed to be secure; only recently there has been 

pressure from the users to make them more secure. However, security cannot be applied 

to a system that is already built, it has to be considered in the early stages of the software 
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development (Fernandez, Marin & Larrondo-Petrie, 2010). This implies that there is a 

need for secure platforms that can offer the user the privacy that they need and the 

richness of the Web 2.0 technologies. 

We have developed a collection of patterns to have a better understanding of the 

needs of social network interactions and their security threats. These patterns can provide 

guidelines for developers and software architects that need to add security in the 

requirements and analysis stages of the lifecycle.  

We present here four patterns about social networks in the context of Web 2.0 

technologies:  

• Controlled Participation-Collaboration describes the functionality of the 

collaboration between users in application (Marin, Fernandez  & Larrondo-Petrie, 

2010). 

•  Collaborative Tagging is useful to share content using keywords and tag contents 

(Marin et al., 2010). 

•  Secure Location-Based Service describes a secure model to use the location 

based services in social networks (Fernandez, Marin & Larrondo-Petrie, 2011). 

• Controlled Sharing of Information in Social Networks defines a model for sharing 

information between social networks users. 

While numerous works analyze social networks, we have not found an expression 

of their requirements in the form of patterns. 

This thesis is organized as follows: Section 2 presents some background on social 

networks, Web 2.0, location based services and patterns. 
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 Section 3 considers some threats in social networks, while Sections 4 to 7 present 

the patterns. We discuss our results in Section 8 and we end with some conclusions and 

future work on Section 9. 
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2. BACKGROUND 

2.1 Social networks  

Social networks are built from a group of people who share the same interests, 

backgrounds and activities. In social networks, people can communicate with each other 

in many ways. They can share and upload profiles with images, video and texts.  

The Social Web is a set of social relations that link people through the web, these 

online social interactions form the basis of online activity including online shopping, 

education, gaming among others. The social aspect of Web 2.0 has been to facilitate 

interaction between people with similar tastes (Social Web, 2011).  By making the social 

object not an item of media but a personal profile, the online experience has changed 

from one of consuming and contributing content to one of participating in a shared space 

with friends and contacts. Social network sites are structured as personal networks, with 

the individuals at the center of their own community. People and their online interactions 

are captured as published content on the web in a way that allows content and people-as-

content to be traversed through social, rather than thematic links. 

The concept of social networks is changing frequently, there are different trends 

that can be mentioned; one of the most important concepts are "real-time web" and 

"location based". Real time allows users to contribute content, which is then broadcasted 

as it is being uploaded; this concept is analogous to live radio and television broadcasts.  

http://en.wikipedia.org/wiki/Real-time_web
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Twitter set the trend for "real time" services, where users can broadcast to the 

world what they are doing, or what is on their minds within a 140 character limit (Web 

2.0, 2011). 

 Facebook uses this concept with their "Live Feed" where users' activities can be 

streamed as soon as they happen.  

Companies have begun to merge business technologies and solutions, with social 

networking concepts. Instead of connecting individuals based on social interests, 

companies are developing interactive communities that connect individuals based on 

shared business needs or experiences. Many, such as Linked In, provide specialized 

networking tools and applications that can be accessed from their members’ websites.       

Foursquare gained popularity as it allowed for users to "check-in" to places that 

they are visiting at that moment. Gowalla is another service which functions in much the 

same way that Foursquare does, leveraging the GPS in phones to create a location-based 

user experience (Web 2.0, 2011). Clixtr, in the real time space, is also a location based 

social networking site since events created by users are automatically geotagged, and 

users can view events occurring nearby through the Clixtr iPhone app (Web 2.0, 2011). 

2.2 Some existing social networks  

Some of the most popular social networks include: 

• Facebook, with 750 million users is the biggest social network in the Western 

world. Facebook allows users to create profiles with pictures, list of personal 

interests and personal information.  

They can also create and join interest groups or pages some of which are 

maintained by organizations as a means of advertising. 

http://en.wikipedia.org/wiki/Twitter
http://en.wikipedia.org/wiki/Facebook
http://en.wikipedia.org/wiki/Applications
http://en.wikipedia.org/wiki/Foursquare_(service)
http://en.wikipedia.org/wiki/Gowalla
http://en.wikipedia.org/wiki/GPS
http://en.wikipedia.org/wiki/IPhone
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• Google Plus, is the new social network created by Google, which already has 25 

million of users. Google Plus integrates social services such as Google 

Profiles and Google Buzz, and introduces new services identified as Circles, 

Hangouts and Sparks (Google Plus, 2011).  

• Qzone, with 480 million users, this social network allows people to keep a diary, 

share photos and listen to music, but many parts of the site charge a fee. It is 

primarily used in China and is growing rapidly (Popular social networks, 2011). 

• Twitter, with 200 million users, it allows its users to send 140-character messages 

which can include links to content elsewhere online (Popular social networks, 

2011). 

• Renren, with 160 million users it is sometimes called "the facebook of China" 

and is very popular with students. Some 32,000 universities, 56,000 high schools 

and 85,000 companies are listed on the site. As Renren is used mainly for college 

students, the key information to make one’s identity effective is college, high 

school, middle school and hometown. Social networks for each of these specified 

colleges, schools and companies have been established. In their additional section 

of personal profiles, users can also put on information about their contact 

information, hobbies, favorite music, movies, the clubs they joined, etc. Renren 

users earn "points" for various activities, such as logging in regularly, posting 

updates, and receiving comments and replies from contacts. As users earn points, 

their "level" on the website increases, and at certain levels users gain extra 

privileges such as access to additional emoticons, skins for their profile, and the 

http://en.wikipedia.org/wiki/Google_Account
http://en.wikipedia.org/wiki/Google_Account
http://en.wikipedia.org/wiki/Google_Buzz
http://www.telegraph.co.uk/technology/social-media/7497640/Social-media-more-popular-in-China-than-UK.html
http://en.wikipedia.org/wiki/College
http://en.wikipedia.org/wiki/High_school
http://en.wikipedia.org/wiki/High_school
http://en.wikipedia.org/wiki/Middle_school
http://en.wikipedia.org/wiki/Skin_(computing)
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ability to view other user's profiles without others' knowledge (Popular social 

networks, 2011). 

• VKontakte, with 135 million users is mostly used by Russian internet users 

(Popular social networks, 2011). VKontake offers a similarity in design and 

functionality to facebook, and as such has been described as a "facebook 

clone." Like facebook, VKontake allows users to message contacts publicly or 

privately, create groups and events, share and tag images and video, and play 

browser-based games. One distinction of VKontake  is its integration 

with torrent file sharing technology which allows users to share larger files. 

• Badoo, with 124 million users, a truly global operation, the site is managed and 

run from London, owned by a Cypriot company - itself owned by a Russian 

entrepreneur. Most of its users are based in Latin America, Spain, Italy and 

France (Popular social networks, 2011). Badoo offers dating services and picture 

rating. 

• Bebo, with 117 million users it offers similarity functionality to facebook. Users 

can post blogs, photographs, music, videos and questionnaires to which other 

users may answer. Additionally, users may add others as friends and send them 

messages, and update their personal profiles to notify friends about themselves. 

• LinkedIn, with 115 million users LinkedIn is a business-based social network. Its 

purpose is to allow registered users to maintain a list of contact details of people 

with whom they have some level of professional relationship, called Connections. 

Users can invite anyone (whether a site user or not) to become a connection. It 

can then be used to find jobs, people and business opportunities.  

http://en.wikipedia.org/wiki/Facebook
http://en.wikipedia.org/wiki/Torrent
http://en.wikipedia.org/wiki/Facebook
http://en.wikipedia.org/wiki/Blog
http://en.wikipedia.org/wiki/Photograph
http://en.wikipedia.org/wiki/Questionnaire
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• Orkut, with 100 million users, is  another Google-owned site, that is very popular 

in India and Brazil, but has failed to make much impact elsewhere (Popular social 

networks, 2011). The service is designed to help users meet new and old friends 

and maintain existing relationships. Each member can become a fan of any of the 

friends in their list and can also evaluate whether their friend is "Trustworthy", 

"Cool", "Sexy" on a scale of 1 to 3 (marked by icons) and this is aggregated in 

terms of a percentage. Each member can customize their profile preferences and 

can restrict information that appears on their profile from their friends and/or 

others (not on the friends list). Another feature is that any member can add any 

other member on Orkut to his/her "Crush List" and both of them will be informed 

only when both parties have added each other to their "Crush List".  

• MySpace, with 50 million users is owned by News Corporation. MySpace once 

dominated the social networking market, but declined steadily from 

2008.MySpace has several features: Bulletins are posts that are posted on to a 

"bulletin board" for everyone on a MySpace user's friends list to see. Bulletins can 

be useful for contacting an entire friends list without resorting to messaging users 

individually. The  'Groups' feature allows a group of users to share a common 

page and message board. Groups could be created by anybody, and the moderator 

of the group could choose for anyone to join, or to approve or deny requests to 

join. MySpace introduced MySpaceIM, an instant messenger that uses one's 

MySpace account as a screen name. It also offers multimedia services like 

MySpaceTV which is a video sharing website similar to YouTube and an audio 

recording service. 

http://en.wikipedia.org/wiki/MySpaceIM
http://en.wikipedia.org/wiki/Instant_messenger
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2.3 Distribution of social networks around the world 

 
Figure 1 shows one of the latest reports of social networks around the world: 

Facebook is the most popular social network in USA and Australia. In South America, 

especially in Brazil, Orkut has gained a big popularity and is one of the best competitors 

of facebook. In Europe, facebook is popular in the majority of the countries except 

Russia,   while VKontakte has the largest number of users. In China, Qzone is the most 

popular social network (Vincos Blog, 2011). 

 

 

 

 
 
 

Figure 1 World Map Social Networks (Vincos Blog, 2011) 
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2.4 Web 2.0 

 
The early Internet, now referred to as Web 1.0, significantly lowered the cost of 

publishing content to a global audience. Anyone with an Internet connection could follow 

links to access content. The content of web sites was generally controlled by the 

individual, company or organization that created it. Software tools were developed for 

contributing content and using standards for information and data exchange. E-mail and 

instant messaging tools made possible keeping in touch with existing contacts, and forum 

and chat-room spaces made possible to discover and temporarily interact with new people 

or groups.  

Web 1.0 has been followed by the emergence of Web 2.0 which allows anyone 

with a web connection to write as well as read. Online publishing tools have been 

extremely simplified and the cost of publishing to a global audience has become almost 

free. High-powered search, user controlled content-tagging to supplement formal 

classifications, and user-generated content have all emerged to make it much easier to 

navigate topic-driven, or even person-driven cross sections of the web. Rather than 

surfing around a single site for information on a given topic, users hop from site-to-site, 

or find the content brought together from many different sources and sites conveniently 

presented to them. The speed at which content is published has accelerated even more, 

and contents are contained within “flows” of media (Brooker, Carey, Warren, 2010). 

Web 2.0 classification: 
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• Rich Internet Application (RIA) defines the experience brought from desktop to 

browser whether it is from a graphical point of view or usability point of view 

(Web 2.0, 2011). 

• Service-oriented architecture (SOA)  is a key piece in Web 2.0 which defines 

how Web 2.0 applications expose their functionality so that other applications can 

leverage and integrate the functionality providing a set of much richer 

applications (Examples are: Feeds, RSS, Web Services, Mash-ups) (Web 2.0, 

2011). 

• Social Web defines how Web 2.0 tends to interact much more with the end user 

and make the end-user an integral part (Web 2.0, 2011). 

As such, Web 2.0 draws together the capabilities of client- and server-side 

software, content syndication, and the use of network protocols. Standards-oriented web 

browsers may use plug-ins and software extensions to handle the content and the user 

interactions. Web 2.0 sites provide users with information storage, creation, and 

dissemination capabilities that were not possible in the environment now known as "Web 

1.0". Web 2.0 has supported the emergence of social media, in which individuals and 

organizations can easily publish media, discuss it online, and in which media objects can 

act as starting places for people to connect, communicate, and network. 

2.5 Location- Based Services 

The widespread use of cellular telephones and the availability of user location 

information are facilitating personalized location-based applications. They are part of a 

new suite of emerging social networking tools that run on the Web 2.0 platform. 

http://en.wikipedia.org/wiki/Rich_Internet_application
http://en.wikipedia.org/wiki/Service-oriented_architecture
http://en.wikipedia.org/wiki/Client_(computing)
http://en.wikipedia.org/wiki/Server_(computing)
http://en.wikipedia.org/wiki/Content_syndication
http://en.wikipedia.org/wiki/List_of_network_protocols
http://en.wikipedia.org/wiki/Web_browser
http://en.wikipedia.org/wiki/Web_browser
http://en.wikipedia.org/wiki/Plug-in_(computing)
http://en.wikipedia.org/wiki/Computer_data_storage
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Location-based services offer users the ability to look up the location of a friend 

using a smart phone, desktop, or other device, anytime and anywhere. 

Mobile devices with geo-positioning capabilities are becoming cheaper and more 

popular. By sharing their location information (e.g., via Wi-Fi, Bluetooth,GPRS, GSM), 

mobile users have available a variety of location based services. An interesting type of 

such services is a friend-locator service, which shows to the users their friends’ locations 

on a map and helps identify nearby friends. Friend locators together with other mobile 

social networking services are predicted to become a multi-billion dollar industry over 

the next few years (Brooker, Carey & Warren, 2010). Several friend-locator services, 

such as iPoki, Google Latitude, and Fire Eagle are already available. Also, social 

networks sites such as Facebook, Twitter and Flickr have applications that use location-

based services.  

Although, location-based services are popular among social network users there 

are several privacy and security problems that should be considered. Strangers can get 

this information easily through the social network platform due to their lack of security. 

To use location-based services users should define what they want to share and what they 

want to hide, and their wishes should be enforced by the system. 

2.6 Software Patterns 

A pattern is a recurring combination of meaningful units that occurs in some 

context. Patterns have been used in building construction, enterprise management, and in 

several other fields. Their use in software is becoming very important because of their 

value for reusability and quality; they distill the knowledge and experience of many 

designers.  
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Software patterns present a generic approach to solving a problem; they have to 

be tailored to specific cases. Properly used, they can save time and improve quality. Their 

use has a strong effect on the general architecture of a system. Depending on what stage 

or level they are applied, patterns can be classified as (Fernandez, 1998): 

• Language patterns: idioms, apply to one (or a few) languages (Fernandez, 1998). 

• Design patterns: embody the experience and knowledge of many designers and 

when properly catalogued, they provide a repository of solutions for useful 

problems (Fernandez, 1998). 

• Architectural patterns: sets of perhaps many classes that represent some 

architectural structure at the system level (Fernandez, 1998). 

• Analysis patterns: defined in the conceptual model of the application or domain. 

• Security patterns: A security pattern encapsulates security expertise in the form of 

worked solutions to recurring problems, presenting issues and trade-offs in the 

usage of the pattern (Security patterns, 2011).
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3. THREATS IN SOCIAL NETWORKS 

The rapid growth of social networks has been one of the most important advances 

on the web in the last 10 years. However, the popularity of social networks poses a threat 

to people. Attackers can gain important personal information very easily by using social 

networks. Information such as passwords and bank accounts can help attackers in a wide 

range of network crimes, including identity theft.  

Users are encouraged to provide name, address, gender, date of birth, school, 

place of birth, interest and other personal information in social networking sites. This 

information will be shared with other users and, attackers can find this information. Some 

social networking sites such as Twitter do not leave much room for users to provide 

important personal information but attackers can analyze a series of these posts and gain 

what they want. 

There are different ways to attack social networks: 

• Phishing 
 
 In social networks an attacker can disguise himself as a legitimate user and uses social 

engineering to entice other users to click the designed URL or to provide more 

information. Often, users in social networks are willing to accept the invitation of 

strangers and communicate with them (Chengyu, Lio & Luo, 2009). 
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• Misuse of user information 

On social networking sites, users have privacy settings that they can use and personalize 

so that certain people that they would not want viewing their information, cannot. 

However, still many users are being found by their unwanted hiring employers 

and being not hired due to their personal viewable content, or even sometimes let go from 

their jobs. To avoid misusing these social networking sites, it is important to be very 

aware of the fact that nothing is ever completely erased from the internet. Also, it is 

important to realize that the information in social networks is open to the public and this 

information can be used for different purposes. 

• Location-Related Privacy 

Nowadays, location based services are an important part of social networks. However 

there are different security issues that should be considered. For instance, it may be 

possible to infer personal information from the locations that people visit, e.g., a user's 

presence at a church or at the location of a political meeting may reveal the user's 

religious or political views. Similarly, periodical visits to a medical facility may suggest a 

health problem. Location based services in social networks enable the dissemination of 

this information without the user being aware of the risks of this exposure. For these 

reasons, users may be concerned about disclosing their exact locations at certain times to 

untrusted entities. 

• Spam 
 



16 
 

The madness spread of spam will greatly damage network availability. Traditional spam 

is spread via e-mail, but now it begins to utilize social networks. The spam, including 

advertising or malicious code, can spread very fast via friend lists in social networks 

(Chengyu et al., 2009).  

 

• Worms 
Worms can self-replicate and spread automatically. Worms may steal private information 

such as passwords and bank account numbers. This information is then in the 

underground black market (Chengyu et al., 2009).  

• Data mining 

If users don’t have privacy controls and the network provider is not honest, it is possible 

to identify the preferences of individual use. 
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4. PATTERNS FOR SECURE INTERACTIONS IN SOCIAL NETWORKS IN WEB 

2.0 

4.1 The Controlled Participation-Collaboration  

4.1.1 Intent 

Describe the functionality of the collaboration between users participating in 

social networks, together with access right restrictions. 

4.1.2 Example 

A small company wants to create a manual covering the use of one of its products. 

The traditional approach is to gather a small set of experts to write it, hopefully reducing 

the potential for costly errors. However, manuals face a market of readers with different 

skill levels, and the company’s writers may not always get everything right. Customers 

often know what they need better than the company does, but the flow of information has 

traditionally gone from the publisher to the customer, rather than the other way around. It 

is hard then to produce good-quality manuals (Hinchcliffe, Nickull, and Governor, 2009). 

4.1.3 Context 

This pattern can be useful when a group of people has a common interest in 

sharing and communicating information about a specific subject. They all have access to 

the facilities of an environment such as the one provided by Web 2.0. 
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4.1.4 Problem 

There are tasks where we need the collaboration of a large variety of people, who 

can provide unique points of view or expertise. How do we share information among 

people in different places and with different areas of expertise so they can work together? 

The solution for this problem is affected by the following forces: 

 

• There are issues that can be solved better when many people collaborate, we 

should provide a convenient way for them to interact.  

• Consistent participation may provide a platform for some users to be recognized 

as experts. We want to know who are the users with a high level of expertise in 

some area. 

• A person needs to be designated to accept or reject the changes in the content 

made by the users; otherwise the collaboration may be overwhelmed by some 

users or become corrupted with spurious content. 

• We should control who can propose new content to avoid spammers and similar 

input providers. 

4.1.5 Solution 

An open process may provide better results than having only a few people provide 

their knowledge and we want to let as many people as possible to participate under 

controlled conditions. Each collaboration should be received before acceptance. Only 

registered users should be able to add content.  
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Figure 1 presents the class diagram for this pattern. The User is authenticated by 

an Authentication system (pattern) (Brown & Fernandez, 1999). The User has specific 

Rights with respect to the Content. The Reviewer approves the content provided by the 

user. 

 

 
 

Figure 2 Class Diagram for Participation and Collaboration pattern 
 
 

Dynamics 

The class diagram supports the use cases shown in Figure 2. 

The sequence diagram of Figure 3 shows the use case modify content: First the 

user logs in the platform, then she can make changes but those changes are not published 

until the reviewer approves them. 
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4.1.6 Implementation 

 
• Using the facilities of Web 2.0 implement a collaborative platform through which 

users or application actors can contribute knowledge, code, facts, and other 

material relevant to a discussion. The material can be made available, possibly in 

more than one format or language, and participants can then modify or append to 

that core content. 

• The collaborative platform allows the user to modify an article, upload images, 

videos and audio. To do that the user must have an account to be identified to the 

reviewer, it is important to use an appropriate authentication system. 

 
 
 

 
 

Figure 3 Use Case Diagram for Participation and Collaboration pattern 
 
 



21 
 

:User Content :Reviewer

modify_content

change_content

notify

approve_changes

publish_changes

publish_changes

<<actor>> <<actor>>

make_permanent

 
 

Figure 4 Sequence Diagram for the use case modify content 
 
 

 

4.1.7 Known Uses 

 
•   Platforms of collaboration such as Wikipedia, a free web encyclopedia.  

• Facebook Wiki, a technical reference for developers interested in the Facebook 

Platform.  

• Facebook Platform is a standards-based Web service with methods for accessing 

and contributing data (Facebook wiki, 2009). 
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4.1.8 Related Patterns  

• The Authenticator pattern (Brown & Fernandez, 1999) is used to authenticate the 

users of the system. 

• The Role-Based Access Control (RBAC) pattern (Fernandez & Pan, 2001) is used 

to define the rights of the users with respect to the contents. 

4.1.9 Consequences 

This pattern has the following advantages:  

• Allows users in any place to modify content; they can share text, videos, images 

and can discuss any topic trying to collaborate and give different ideas. 

• Experts demonstrate their knowledge or talent about certain topic and they can be 

recognized in their field of expertise. 

• We can keep out spammers and other undesirable users. 

Possible disadvantages include: 

• Sometimes the reviewers do not know about a specific topic and they can 

eliminate   important or   useful content. They can also be biased. This means the 

reviewer should be carefully selected 

4.2 Collaborative Tagging  

4.2.1 Intent   

The Collaborative Tagging pattern makes content more meaningful and useful by 

using keywords to let users tag bookmarks, photographs, and other content. 
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4.2.2 Example 

Consider a person tagging a photograph of broccoli. One person might label it 

“cruciform,” “vegetable,” or “nutritious,” while another might tag it “gross,” “bitter,” or 

worse. We need some way to attach information to this item as a guide to possibly 

interest users (Hinchcliffe et al., 2009).  

4.2.3 Context 

People in the Internet  need to search different kinds of content such as pictures, 

text, content, audio files, bookmarks, news, items, websites, products, blog posts, 

comments, and other items available online. They may want an item for a variety of 

reasons. 

4.2.4 Problem 

Often, we need to use a search system to find resources on the Internet. The 

resources must match our needs, and to find relevant information, we need to enter search 

terms. The search system compares those terms with a metadata index that shows which 

resources might be relevant to our search. The primary problem with such a system is that 

the metadata index is often built by a small group of people who determine the relevancy 

of those resources for specific terms (Hinchcliffe et al., 2009). The smaller the group that 

does this, the greater the chance that the group will apply inaccurate tags to some 

resources or omit certain relationships between the search terms and the resources’ 

semantic relevancy. How do we let users guide the search for people with related 

interests? 
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The solution is affected by the following forces: 

• The number of ways to classify an item is open and the choices can be as different 

as the users and all of these classifications are valid in some sense. 

• A specific item can belong to an unlimited number of categories. We want to have 

a variety of ways to find items. 

4.2.5 Solution 

Let the users add tags to items to indicate categorizations of interest to the 

members of the group.  

Figure 4 shows the class diagram for this pattern. The User belongs to a Domain 

and applies Tags from this domain to Resources. A User is any human, application, 

process, or other entity that is capable of interacting with a resource. A domain is the total 

set of objects and actions that the language provides. Resource denotes any digital asset 

that can have an identifier. Examples of resources include online content, audio files, 

digital photos, bookmarks, news items, websites, products, blog posts, comments, and 

other items available online. 

Figure 5 shows the use cases related to this pattern.  Figure 6 shows a sequence 

diagram for the use case Tag a resource: First the user selects a resource, he then makes a 

semantic classification of the resource by adding a tag. The user has freedom to assign 

any word to a resource. After the user tags a resource, the domain changes its content and 

people can start to use the tag for searches.  
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4.2.6 Known Uses 

• Flickr has implemented the capability to have many humans provide tags for 

digital photographs (Flickr, 2009).  

• Technorati lets individuals use tags for blog articles. It also it has published a 

microformat for tags in blog entries and indexes blogs using those tags (and 

category data) (Technorati, 2009). 

• Slashdot’s beta tagging system lets any member place specific tags on any post 

(Slashdot, 2009). 

 

 
 
 

 
 
 

Figure 5 Class Diagram for the Collaborative Tagging Pattern 
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Figure 6 Use Case Diagram for the Collaborative Tagging Pattern 

User Domain Resource

getResource

resource

create(tag)
:tag

attach(tag)

tag added

<<actor>>

 
 

Figure 7 Sequence diagram for assign tag use case 
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4.2.7 Consequences 

This pattern has the following advantages: 

• Users can classify their collections of items in any way that they find useful.  

• When users try to find an item, the results have more variety and meanings. 

• Tags provide a way to measure aspects such as directionality and centrality. 

Possible liabilities are: 

• When users can freely choose tags, the resulting metadata can include the same 

tags used with different    meanings and multiple tags for the same concept, which 

may lead to inappropriate connections between items and inefficient searches for 

information about a subject. 

• There is no explicit information about the meaning of each tag. 

• The personalized variety of terms can present challenges when searching and 

browsing.  

4.3 Secure Location-Based Service  

4.3.1 Intent 

Provide a person with the location of those friends who have allowed their 

locations to be shown and restrict the location information only to this group. The people 

in the group may also temporarily block their locations. 
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4.3.2 Example 

Alice and several of her friends have agreed on sharing their locations, this is 

convenient for their socializing. However, occasionally strangers find out their locations. 

This is a privacy violation and may endanger them. 

4.3.3 Context 

This pattern can be used in social networks where location services are available. 

4.3.4 Problem 

We want to know the location of some of our friends and we want them to know 

where we are. However, we don’t want strangers to find out this information. 

The solution for this problem is affected by the following forces: 

• Location: it may be convenient and useful to know where your friends are and 

that they know where you are. 

• Security: if location-based services are not protected, strangers may find out 

where you are in what city you live, and even your address. This may violate your 

privacy and maybe endanger you. 

• Privacy: if strangers can find your location, this is a privacy violation. 

• Control: people may want to hide their visibility at some times. There should be 

an easy way to do this. 
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4.3.5 Solution 

Define a circle of friends who want to be in contact with each other and want to 

know their locations at all times except when they block their visibility, we need to 

control access to their locations. 

 

 

 

 

 

 

 
 

 
 
 
 

Figure 8 Class diagram for the Secure Location-Based Service pattern 
 

Structure  

A Person is part of a circle of friends, who trust each other. A Person is in some 

CurrentLocation at a given time. Only the other friends in the circle can see (read) his 

location. A person can hide her location whenever he wants. If the requester is 

authorized, the FriendLocator will find the location of the requested person. Note that 
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we are applying here the Authorization pattern, where subject and object stereotypes 

define those 2 elements of the model; a person can show or hide his location according to 

his wishes. 

Dynamics 

The class diagram of Figure 1 supports the use cases shown in Figure 2. Both use 

cases require user authentication Find Friend also requires access control. 

The sequence diagram of Figure 3 shows the use case “Find friend”. In this figure 

friend1 tries to find friend2. The FriendLocator checks to see if friend1 is authorized to 

see this location. If “yes”, it asks for friend2’s location to Current Location.  

An object in this class returns the current location of friend2 to friend1. This 

sequence diagram assumes friend1 has already been authenticated. 

4.3.6 Implementation 

• Social networks with location-based services like Facebook can be used to match 

users with a place, event or local group to socialize in or enable a group of users 

to decide on a meeting activity. 

• Several mobile operating systems, e.g. Symbian and Linux, include location 

services as part of their application libraries. 
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Person

Control visibility Authenticate

Find Friend

Control Access

<<include>>

<<include>>

<<include>>

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9 Use Case Diagram for the Secure Location-Based Service pattern  
 
 

 

 
Figure 10 Sequence Diagram for the use case “Find Friend” 
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4.3.7 Known Uses 

• IPoki: a GPS-based social network that allows people to connect with others to share 

geolocation information. With Ipoki the user can change his privacy settings at any 

time to control who can see what (Ipoki, 2011). 

• Google Latitude: a location-aware mobile app developed by Google. Latitude 

allows mobile phone users to allow specific people to view their current location.  

Via their own Google Account, the user's cell phone location is mapped on Google 

Maps. The user can control the accuracy and details of what each of the other users 

can see  an exact location can be allowed, or it can be limited to identifying the city 

only. For privacy, it can also be turned off by the user, or a location can be manually 

entered. Users have to explicitly opt in to Latitude, and may only see the location of 

those friends who have decided to share their location with them (Location-based 

service, 2011). 

• Fire Eagle: a Yahoo! owned service that acts as a store for a user's location. A user 

can authorize other services and applications to update or access this information via 

the Fire Eagle API, allowing a user to update their location once and then use it on 

any Fire Eagle enabled-website (Location-based service, 2011). 

• Waze: a GPS application featuring turn-by-turn navigation, developed by Waze 

Mobile for mobile phones. Waze is a community-driven application and learns from 

users' driving times to provide routing and real-time traffic updates. It is free to 

download and use, as it gathers map data and other information from users of the 

service. Additionally, people can report accidents, traffic jams, speed traps, and police 

and can update roads, landmarks, house numbers, etc. (Location-based service, 2011). 

http://en.wikipedia.org/wiki/Location_awareness
http://en.wikipedia.org/wiki/Mobile_app
http://en.wikipedia.org/wiki/Google
http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Google_Account
http://en.wikipedia.org/wiki/Google_Maps
http://en.wikipedia.org/wiki/Google_Maps
http://en.wikipedia.org/wiki/Yahoo!
http://en.wikipedia.org/wiki/API
http://en.wikipedia.org/wiki/GPS
http://en.wikipedia.org/wiki/Turn-by-turn_navigation
http://en.wikipedia.org/w/index.php?title=Waze_Mobile&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=Waze_Mobile&action=edit&redlink=1
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4.3.8 Consequences 

This pattern has the following advantages: 

• Location: a person can find the location of his friends in the circle of friends.  

• Security: the Friend Locator can restrict access to only the friends in the circle. 

• Control: a person can hide his location at certain times. 

• Privacy: no strangers can find out the location of a person. 

The pattern has the following liabilities: 

• We do not get announcements if a friend is close to our location, we need to ask 

for locations. The model can be extended to include this feature. 

• We can only belong to one circle of friends. The model can be extended to 

include this feature. 

4.3.9 Related Patterns  

• The Circle of Trust pattern:  allow the formation of trust relationships among 

service providers in order for their subjects to access an integrated and more 

secure environment. 

• Reference Monitor: enforce authorizations when a subject requests a protection 

object and provide the subject with a decision (Delessy, Fernandez & Larrondo 

Petrie, 2007). 
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• Authorization: this pattern describes who is authorized to access specific 

resources in a system, in an environment in which we have resources whose 

access needs to be controlled. It indicates, for each active entity that can access 

resources, which resources it can access, and how it can access them (Fernandez, 

Gudes & Olivier, 2009). 

4.4 Controlled Sharing of information in social networks 

4.4.1 Intent 

Defines a way to filter information that will be shared, indicating the group of 

persons that will have access to that information  

4.4.2 Example 

Alice wants to share her last birthday party pictures but only with her family and 

close friends.  

4.4.3 Context  

This pattern can be used in every social network because their concept of sharing 

information is the same. 

4.4.4 Problem 

The user wants to share information but not with all the contacts that he has on his 

network; he only wants to share with a specific group or groups of contacts. How can he 

control with whom he shares this information? 

The solution for this problem is affected by the following forces:  
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-Security: if the information that the users share is not protected, strangers may use this 

information for different, maybe bad purposes. 

- Scope: users should be able to specify precisely with whom they want to share what 

information.  

 

-Sharable Information: A person can separate the information she wants to share with 

some group.  

4.4.5 Solution 

Define different groups to share information with a specific group or groups of 

friends. With these filters users can share information just with the friends that they want 

without showing their private pictures or locations to strangers. 
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Figure 11 Class Diagram for Controlled Sharing Information Pattern 

 
 
 

Person

Share Information

Authenticate

<<include>>

<<include>>

Create group

Access Information

Friend

<<include>>

 
Figure 12 Use Case Diagram for Controlled Sharing Information Pattern 

 
 
Structure 

The class diagram of figure 11 shows this situation. A Person creates a Group of 

friends including family, friends, acquaintances, co-workers, etc. A Person can define 

Sharable Information to be shared with a specific group of people according to the 

Rights he gave them. Sharable Information is a subset of his Personal Information. 

The Person accessing the shared information should be authenticated by the 

Authenticator system.  

The class diagram of Figure 11 supports the use cases shown in Figure 12. The 

sequence diagram of Figure 13 shows the use case “Share Information”. In this use case 

the user shares information with a specific group of people. 
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The Person creates a new group of friends, then he assign rights to that group, 

adding or removing privileges to decide how is he going to share the information with his 

friends 

 
 
 
 

:Person :Right :Sharable Information

CreateGroup(name)

AssignRights(group)

share(group)

:Group

 
 

Figure 13 Sequence Diagram for uses cases Create a group and Share information 
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4.4.6 Implementation 

Groups are useful to share relevant content with the right people, and follow 

content posted by people that users find interesting. Social networks such as facebook 

Google plus and LinkedIn use this kind of implementation to control how the users will 

share the information. The use of groups gives the option to share relevant content with 

the right people and follow content posted by people that the users find interesting.  

Facebook uses the following classification:  

• Close Friends: users can add their best friends to this list to see more of them in 

their News Feed and get notified each time they post. They also have the option 

to turn these extra notifications off.  

• Acquaintances: this list is for friends that users don’t need to stay in close touch 

with. People on the acquaintances list will rarely show up in the News Feed. 

Users can also choose to exclude these people when they post something, by 

choosing Friends except Acquaintances in the audience selector.  

• Restricted: This list is for people that users added as a friend but just they don’t 

want to share with, like the boss. When the user adds someone to the restricted 

list, they will only be able to see public content. 

4.4.7 Known uses 

• Facebook: On facebook the groups are called Lists these are an optional way for 

the users to organize friends. With this feature, users will share the stories in 

News Feed or post for specific people, like coworkers or family (Facebook, 

2011). 

http://www.facebook.com/help/?faq=112320895539157
http://www.facebook.com/help/?faq=120939471321735
http://www.facebook.com/help/?faq=203805466323736
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• Google Plus: Google Plus Circles helps to organize everyone according to social 

connections such as ‘family,' 'work friends,' 'music buddies,' and 'alumni'. For 

example, the user might post an announcement about his engagement and show it 

only to people in the friends and family circles (Google plus, 2011). 

• LinkedIn: on LinkedIn the groups are called Tags, the most common Tags are: 

colleagues, friends, classmates, group members and partners and they have the 

purpose of sharing information with specific groups of people. 

4.4.8 Consequences  

This pattern has the following advantages:  

 -Security: we can control access to only the friends that belong to a specific group of 

friends.  

- Scope: using groups a person can classify his friends in different categories. 

-Sharable information: a person has the control of the information that his sharing with 

the whole network or with a specific group. 

The pattern has the following liabilities:  

 
• For some social networks, users with many friends it will be difficult to classify 

everybody in a specific group; this task may take a lot of time. 

• In some social networks, the controls for sharing data are confusing for the users; 

especially when there are hierarchies of groups. 
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4.4.9 Related Patterns 

• The Authenticator pattern (Brown & Fernandez, 1999) is used to authenticate the 

users of the system. 

• The Role-Based Access Control (RBAC) pattern (Fernandez & Pan, 2001) is used 

to define the rights of the users with respect to the contents. 
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5. CONCLUSIONS AND FUTURE WORK 

5.1 Conclusions 

This thesis presented a perspective of security issues in social networks and 

proposed a way to define their security requirements as well as related requirements 

using patterns. We presented two basic patterns for social network interaction: the 

Participation-Collaboration Pattern describes the functionality of the collaboration 

between users in applications, while the Collaborative Tagging Pattern is useful to share 

content using keywords to tag bookmarks, photographs and other contents. The Secure 

Location- based Service Pattern describes how a person can share location information 

with a specific group of friends and restrict this knowledge to friends. The Controlled 

Sharing of Information in Social Networks Pattern describes how social networks can 

create groups of friends to share information just with the interested parties. These 

patterns will be useful for software developers of social networks to provide design 

guidelines to add security in the requirements and analysis stages of the software 

lifecycle. A software developer will have knowledge of social networks and will build a 

system with the essential security requirements needed in a social network website. The 

controls defined in these patterns can also be useful to guide the development of security 

and standards for social networks.    
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5.2 Future Work 

The Web 2.0 technology brought many changes in to web applications. Social 

networks appeared bringing security issues that were not previously considered. The state 

of security for social networks is not very advanced there are many applications that are 

built by third party developers that are not using the best practices in security during the 

software development lifecycle. The information shared through social networks is 

valuable and can affect the privacy of the users; we propose to define security patterns for 

those aspects that require precise definition and study of social network security. These 

include: 

• The Secure Mashup pattern. A mashup is a web application that combines data or 

functionality from several other applications or services to produce a new service 

(Hinchcliffe et al., 2009). This combination may bring security problems. We are 

considering also a variant for wireless mashups (Maximilien, Grandison, Sun, 

Richardson, Guo & Liu, 2009). 

• Social Network Usability patterns. We need a clear conceptual model of user 

interaction to provide a logical and simple model for a user to set her privacy 

preferences. We are starting some work on this direction (Fernandez & Munoz-

Arteaga, 2009). 

• Social Networks in a Cloud Environment. This work implies analyzing the threats 

to social networks when their platforms are based on clouds. 

• Support for social networks using web services. Web services have a set of well-

developed security standards (Fernandez, Hashizume, Buckley, Larrondo-Petrie, 
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& VanHilst, 2010). Due to their emphasis on performance, current social 

networks have not exploited this technology to provide security (Bose & Ennai, 

2008). 

• Secure software development methodology. The supporting software structure 

and any applications that run on it must be developed in a secure way. We have 

developed a general methodology to build secure systems that could be adapted to 

this environment (Fernandez, Larrondo-Petrie, Sorgente & VanHilst, 2006). 
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