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ABSTRACT 
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Title:  Virtualization Techniques for Mobile Systems 
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Dissertation Co-advisors: Dr. Borko Furht and Dr. Ankur Agarwal 

Degree:   Doctor of Philosophy 

Year:    2013 

In current mobile system environment there is a large gap in the use of smart phones for 

personal and enterprise use due to required enterprise security policies, privacy concerns 

as well as freedom of use. In the current environment, data-plans on mobile systems have 

become so wide spread that the rate of adaptation of data plans for every day customers 

has far outpaced the ability for enterprises to keep up with existing secure enterprise 

infrastructures.  Most of the enterprises require/provide the access of emails and other 

official information on smart platforms which presents a big challenge for the enterprise 

in securing their systems.  Therefore due to the security issues and policies imposed by 

the enterprise in using the same device for dual purpose (personal and enterprise), the 

consumers often lose their individual freedom and convenience at the cost of security.  

Few solutions have been successful addressing this challenge. One effective way is to 

partition the mobile device such that the enterprise system access and its information are 
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completely separated from the personal information. Several approaches are described 

and presented for mobile virtualization that creates a secure and secluded environment for 

enterprise information while allowing the user to access their personal information. A 

reference architecture is then presented that allows for integration with existing enterprise 

mobile device management systems and at the same time providing a light weight 

solution for containerizing mobile applications.  This solution is then benchmarked with 

several of the existing mobile virtualization solutions. 
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1. INTRODUCTION 

In a short span of time, mobile phones have matured from limited oversized gadgets to 

small powerful feature packed smart phones. Early feature phone devices offered little 

more function than basic email, calendar and contacts. Due to advances in semiconductor 

technology, these devices started offering the computation power comparable to a slightly 

older generation computer and made them capable of running a wide variety of user 

installed applications.  With the emergence of apps, there came the increased importance 

of protecting the data on the device, much of which was of a personal nature.  As 

adoption in the general public grew, people wanted to use their smartphones in the 

workplace; Enterprises began to embrace the new platforms under the banner of Bring 

Your Own Device (BYOD) and set about discovering ways to use them in enhancing the 

overall productivity and communication among team members.  This brought about the 

challenge of how to manage devices not owned by the company yet still provide methods 

to securely access enterprise information in a way that complied with company policy, 

which in turn led to enterprise level device management and policy enforcement. 

1.1. Motivation 

Enterprises are being faced with supporting employee owned devices since they no 

longer wish to incur the cost of paying for devices and phone/data services.  Employees 

are buying their own devices that have enterprise capability and want to connect to the 
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enterprise network so that they can do their work with greater flexibility and freedom.  

However, the employees also don’t want to give up user experience and freedom at the 

cost of complex IT security policies.  There are a number of components such as device 

choice, security models, liability, user experience, privacy and economics that need to be 

considered in delivering a Bring Your Own Device (BYOD) offering that works well for 

the user and the enterprise.  In order to achieve adoption and sustainability from the 

BYOD community, in the enterprise from the BYOD community, mobile virtualization is 

rapidly becoming a very attractive choice because it offers flexibility and addresses the 

concerns over privacy of personal data while also delivering the security requirements of 

the Enterprise. 

In this dissertation, we address this separation between personal and enterprise, 

present and discuss the development and research that has been done in the last few years 

to address this mobile virtualization and present a comparison analysis of these various 

solutions.   

This dissertation will look at technologies such as Hypervisors which are 

evolutions from the desktop and server environments that have special CPU and memory 

requirements, whereas, other technologies leverage operating system and application 

permissions to provide application container separation.  The more traditional separation 

over the last few years has been through the use of Device Management Policies to 

dictate the persona of applications and data. 

1.2.  Enhancing User Productivity 

In order to achieve adoption and sustainability in the enterprise, mobile virtualization is 
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rapidly becoming a very attractive choice because it addresses the flexibility while 

preserving the privacy concerns from the user and it also delivers the security 

requirements for the enterprise. On the other side of the ecosystem, the device makers 

and carriers will benefit from mobile virtualization because they are able to more easily 

replicate the features found in various devices and also deliver more features at a lower 

cost.  Allowing BYOD devices in the enterprise is more than just giving in to employee 

preferences, but it means to put policies in place that govern how devices will be used 

and how they will be managed while maintaining end user flexibility. 

1.3.  Improving System Security 

Mobile device security in a BYOD environment is critical because you want to protect 

the user's device from being compromised from internet attacks which could lead to loss 

of personal and enterprise data.  Various forms of protection are built in as part of the 

Operating System like device encryption, password policies, remote lock, remote 

selective/full wipe and more, whereas additional security is supplemented via third party 

applications that take advantage of Device Administration API's that are built into the 

Operating System to provide protection against malware, application scanning upon 

installation and more. 

Device security is key in maintaining data integrity, but a practice amongst users 

that is becoming a more widely seen is that of device rooting which can be a very serious 

security exposure for enterprises [Grum01].  Essentially, rooting a device is the process 

of granting privileged access in the Operating System to manage the device, thereby 

allowing the user to overcome the limitations that are implemented to safe guard the 
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device hardware.  Rooting installs a new Superuser that can affect application 

permissions by giving them more access to allow them to have system level privileges.  

Common examples of this are: to enable Hotspot WiFi capabilities thereby bypassing 

carrier restrictions, enabling the device to do VNC screen sharing or enabling other 

application stores like Cydia and others that allow for unrestricted applications to be 

installed. 

Operating Systems like Android implement various mechanisms to maintain 

system security and reduce the vulnerabilities in the system.  One mechanism is 

Application Sandboxing which enforces each application to run in its own process and 

assign a specific user and group-id to manage access to files by process ownership.  

Complementing this mechanism is Application Permissions, where a declarative 

permission model is used to enforce restrictions on specific operations that application 

wishes to perform or device resources the application wishes to access.  Through the 

combination of these mechanisms, the system is made fairly secure; however there are 

limitations that make the system susceptible to data leakage over the internet as with with 

social networking applications [KhNa01]. 

1.4. Contributions 

This dissertation focuses on the study of various techniques in mobile virtualization and 

how it is applied in the mobile enterprise.  These contributions can be summarized as 

follows: 

1) A comparative study of various mobile virtualization techniques and technologies 

has been performed. 
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2) A case study is presented of a mobile virtualization pilot that was conducted 

where one of the technologies tested and surveyed with a group of mobile users 

within an enterprise.  The pilot survey results were then analyzed and presented. 

3) An innovative reference architecture for mobile virtualization has been developed 

and presented, which is suitable for mobile hybrid based applications. 

4) The reference architecture has been tested and compared with other mobile 

virtualization techniques using a performance benchmark.  The results were then 

analyzed through the use of statistical analysis to help identify the performance 

impacts in each of the virtualization technologies across the various platforms that 

were tested. 

With the work presented here, deployment plans and strategies can be developed more 

intelligently for integrating the growing BYOD community into the enterprise mobile 

ecosystem.  The number of BYOD users is growing rapidly due to the rapid adoption of 

smartphones by consumers and with the research presented here, enterprises are able to 

make much more intelligent decisions in the choices of technologies to adopt and deploy. 

1.5. Proposed Methodology/Innovation 

In this dissertation, we present a Mobile Virtualization Computing Model for mobile 

devices.  For designing such a system, we have defined a concept of a layered Mobile 

Computing Security model that will integrate various security components into the 

appropriate layered architecture.  Layered architecture is an effective way of dividing and 

conquering a problem.  It provides a way to separate the concerns of various domains, 

thus, providing an effective solution to a domain specific problem.  It can be also argued 
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that this approach will provide a flexible and scalable solution in addressing inter-domain 

specific issues. 

We propose a layered system design that will be based on subsystem components 

that can be added or removed to provide dynamic adaptability for the user profiles 

depending on the user's domain environment.  This system will adapt itself in cases 

where any one component becomes enabled in order to maintain system integrity, 

enable/disable components depending on the location of the user, adjust performance 

utilization based on the task being performed and provide authentication methods will 

adapt based on the user domain profile. 

 

 

Figure 1.1: Mobile Software Development Process 

 

A standard development process as described in figure 1.1 will be used to develop 

the system being proposed.  Initially, the requirements and specification will be collected.  

The system solution will then be modeled and analyzed through the use of use case 

scenarios.  This will then be followed by a system design process that will be verified 

through several use case scenarios, at which point a prototype will be developed where 

the model will be tested.  
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2. MOBILE VIRTUALIZATION TECHNOLOGIES 

In order to achieve increased adoption and sustainability “bring your own device” 

(BYOD) schemes within the enterprise, mobile virtualization is rapidly becoming a very 

attractive choice because it provides both employee and enterprise with flexibility while 

addressing the privacy concerns of the user and meeting the organizations security 

requirements. Allowing BYOD devices in the enterprise requires policies in place that 

govern how devices will be used and how they will be managed while maintaining end 

user flexibility.  A number of technologies for mobile virtualization have been developed 

over the last few years which range from sophisticated mobile device policy 

management, to hypervisors and container based separation [JaKa01]. 

2.1. Mobile Virtualization via Device Management Policies 

Mobile Separation can be achieved through the use of IT Security Policies that are 

managed by a Mobile Device Management (MDM) system.  This type of approach is 

done by a server based management approach that lets the IT managers enforce policies 

across the user base which can be applied to the whole community or on a group basis so 

that it can be customized to the level of security required per group.  For example, 

executives can have a stricter set of policies to include device encryption and a general 

group that allows for limited email, calendar and contacts support.  There are many 

MDM’s available now in the market and most of them support the major Operating 

Systems like iOS, Android, RIM and Windows.  Some examples of these that provide a 
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wide range of security policies that manage separation of applications and data are 

BlackBerry Enterprise Server, MobileIron and Good Technology amongst several more 

[Grum02]. 

2.1.1. BlackBerry Balance 

Research in Motion (RIM) specifically took advantage of this marketing opportunity by 

focusing on the enterprise market and developed the BlackBerry smartphone along with a 

server component called the BlackBerry Enterprise Server (BES). RIM incorporated 

algorithms for managing the security of the device, applications and data in a secure and 

reliable manner. RIM further extended their technology and allowed the consumers to 

manage both, the personal and enterprise data & applications by introducing BlackBerry 

Balance technology solution. BlackBerry Balance extended its device security policies by 

managing them from the server and maintained a separation of enterprise applications 

and data from the rest of the system. The security layer clearly identified and elegantly 

separated the secured applications installed on the device with applications marked as 

unsecured. It further obstructed the user from exchanging data between secured and 

unsecured applications, like cut and paste, thereby preventing any information leakage 

[BaTe01]. 

Essentially, this solution allowed work-related data to be stored in such a way that 

it is not accessible by personal use applications; thereby, setting up for application 

classification of enterprise and personal data.  For example, in the case of social network 

applications like Twitter or Facebook, BlackBerry Balance restricts the access to 

enterprise data from within social networking applications.  From a personal use 
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perspective, access to the personal phone is permitted when the BlackBerry smartphone 

is locked.  An important aspect for the enterprise is the ability to manage the devices, 

especially when people leave the company.  For this, the IT admin has the ability to either 

delete all device data or delete only the enterprise data and disassociate the device from 

the BlackBerry Enterprise Server [Epst01][Hale01]. 

BlackBerry Balance is included in RIM’s latest version of BlackBerry Enterprise Server 

5.0.3 and BlackBerry Enterprise Server Express 5.0.3 or later, which can be used for 

company owned or employee owned smartphones running BlackBerry OS 6, 7 and later. 

[Hale01]. 

In summary, BlackBerry Balance leverages specific IT policies along with 

features built into the BlackBerry device operating system to provide the data and 

application separation for business and personal purposes.  This gives the flexibility for 

the enterprise to support both consumer and corporate owned devices. 

2.1.2. MobileIron Virtual Smartphone Platform 

The MobileIron Virtual Smartphone Platform allows companies to manage multiple 

operating systems at a granular level, support corporate and employee-liable devices, 

enforce cost control, and create a private enterprise application storefront for employees. 

[Mobi01]  By creating this storefront, MobileIron provides an effective private online app 

delivery system that is controlled via policies that controls who can download or run the 

app.  IT Administrator can also create and apply rules for application security, which can 

define the applications as required, allowed or disallowed [Cox1].  Through this policy 

control, MobileIron achieves the control and separation as to what applications can be 
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installed or run on the mobile device. 

2.2. Mobile Virtualization via Hypervisors 

Virtualization via hypervisors gives the ability to run two or more instances of an 

operating system on the same phone, thereby giving the ability to run personal apps and 

services on one OS and the business services on the more secure OS.  There are two types 

of virtualization approaches for this. 

Type 1 - Bare metal virtualization 

This type of hypervisor runs at the host mobile hardware level and has direct access to the 

hardware resources.  This type of hypervisor can host multiple operating systems.  

Because there is direct control to the hardware, performance of each of the operating 

systems can be optimized.  Furthermore, since each operating system is completely 

isolated from the other, this provides the best isolation and security from one another.  

[CrSo01] 

Type 2 – Hosted virtualization 

This type of hypervisor runs within the host mobile operating system environment, just 

above the hosted OS where the second software level runs and the guest operating 

systems run at the third level above the type 2 hypervisor – see figure below.  Installation 

of the hypervisor is done on top of the guest OS because it is just like any other 

application.  Performance of the guest OS is heavily dependent on the host OS.  

Furthermore, any compromise of the host OS will render the guest OS inoperative as 

well. [CrSo01] 
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Hypervisor technologies have a downside in that they are required to work 

directly with OEMs which takes longer and there are fewer smartphones today that can 

support hardware level virtualization [Brand01], however, this will change over time as 

the ARM Cortex-A7, A15 and similar processors are incorporated into more mobile 

smartphones / tablets and also as standards like Virtualization Management Object 

(VirMO) proposed by Red Bend in the Open Mobile Alliance Device Management (OMA 

DM) Working Group [Red01].  

 

 

Figure 2.1:  Hypervisor Types 
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2.2.1.  KVM on ARM 

Kernel based Virtual Machine (KVM) is a virtualization infrastructure for the Linux 

kernel that supports native virtualizations on processors with hardware virtualization 

extensions.  KVM/ARM is a virtualization solution for ARM processor based devices 

that can run virtual machines with nearly unmodified operating systems.  Since the ARM 

CPU processor is not virtualizable, KVM/ARM uses a lightweight paravirtualization 

[DaNi01] via a script-based method to automatically modify the source code of an 

operating system kernel to allow it to run in a virtual machine.  This lightweight 

paravirtualization is architecture specific but operating system independent as seen on the  

 

Figure 2.2:  KVM Overview [Rama01] 
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above figure. [DaNi01]  These changes in the guest OS kernel are made so that it can take 

care of sensitive non-privileged instructions (Figure 2.2) by doing the trap and emulate 

methods which are then handled by an interrupt handler which then emulates the 

appropriate functionality [Rama01]. 

2.2.2. Xen Hypervisor on ARM 

Xen is an open-source hypervisor that allows for multiple operating systems to safely 

share the hardware via resource management without sacrificing performance or 

functionality [BaDr01].  Figure 2.3 illustrates a basic Xen configuration where the 

hypervisor consists of a small layer on top of the physical hardware.  It implements 

virtual resources such as vMemory, vCPU, event channels and shared memory, and it 

controls the assignment of I/O devices to VMs.  The user domains – DomUs are  

started by the Dom0 and they can run any paravirtualized operating systems like Linux 

and others.  These guest OSs have minimal changes where privileged operations are 

changed to calls to the hypervisor [SaVa01].   

Xen has been ported to the ARM architecture [Xen01] used for secure mobile 

phones supporting enhanced security features for mobile devices with mandatory access 

control through access control models and a secure boot process which is designed to 

detect any alterations of the VM during the bootstrap process.  Samsung has taken a keen 

interest in this project and has developed a version that supports ARMv5, ARMv6 and 

ARMv7 processors, the later one supporting the new virtualization extensions [Morg01]. 
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Figure 2.3:  Xen Hypervisor [Xen01] 

2.2.3.  OKL4 Microvisor - Open Kernel Labs 

Open Kernel Labs (OK Labs) is a provider of virtualization software for mobile devices, 

consumer electronics and embedded systems.  Its leading offering is the OKL4 

Microvisor which has been embedded into more than 1.2 billion devices, including 

almost all CDMA phones because of the strong partnership with Qualcom [CrSo1].  The 

Okl4 Microvisor is a type 1 hypervisor that can be either built into the device at the OEM 

level or applied after the fact via OK Lab's Virtualization Over the Air (VOTA) process, 

which is similar in concept to Over the Air (OTA) firmware updates. 

2.2.4.  Motorola Evoke AQ4 

The Motorola Evoke was the world's first mobile phone that uses hypervisor 

virtualization, implemented using OKL4 as the core virtualization technology.  The 

requirements for the phone were such that they only could be met by a design based on 
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virtualization.  This was accomplished by using a phone with a specific price point based 

on a single core design using an ARM9 core, a user interface running on Linux (OS), the 

baseband stack running outside of Linux, and components from BREW UI framework 

were re-used. 

 

Figure 2.4:  Evoke Software Architecture [Heis01] 

 

Evoke's software architecture is shown in the diagram below, where there are two 

virtual machines running on top of the OKL4 Microvisor which interact via the OKL4 

message-passing IPC as well as through shared memory.  The complete Linux system is 

running de-privileged and the AMSS/BREW baseband stack/OS are both running in user 
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mode.  Due to the high performance of the OKL4 Microvisor, the virtualization overhead 

was kept to almost unnoticeable levels which in many respects were better than what was 

achievable with running native Linux. 

As a result, Motorola produced an attractive device with a snappy user interface 

that was even more responsive than other non-virtualized phones, even those which were 

based on more powerful ARM11 processors [Heis01]. 

2.2.5. VMWare 

VMware is committed to bringing virtualization to the mobile handset and two 

manufacturers – LG and Samsung have announced their support for this solution on 

Google Android [Thom01].  At VMworld 2011, VMWare announced VMware Horizon 

Mobile Manager, previously known as VMware Mobile Virtualization Platform (MVP) 

which allows Android phones to use virtual machine technology to run a second instance 

of Android, very much the same way virtualization works on servers and desktops. This 

solution basically has two separate phones running on one device, and can switch from 

the personal one to the corporate one by clicking a “work phone” icon.   By isolating the 

employee’s work environment from their personal environment and providing IT 

managers a Web-based management console to control what employees can do on the 

work portion of the phone, the user can have a more relaxed personal experience while 

the enterprise can have a manageable and secure environment [VMTN1]. 

Having two environments on the same device doesn’t really make things more 

complex for the user because common functions such as receiving a call are active 

regardless of which environment is active.  VMware says performance impact will be 
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minimal and that the offering will work on both single and dual-core processors.  Google 

Android was picked for the development of this platform largely due to the flexibility of 

it being open source.  Initially, LG signed on to the project last December and now 

recently, Samsung has joined in providing a wider variety of devices such as the Galaxy S 

II phones and Galaxy tablets.  In the future, more devices and other manufacturers are to 

be supported according to press announcements [Zieg01]. 

It is possible today to do many work activities on Android phones and tablets, but 

the real issue is how to ensure that the enterprise doesn’t get affected by malware, viruses 

or losing data when the device is lost.  This is why VMware’s Horizon Mobile is very 

attractive because the enterprise phone is not affected by any malicious software and can 

be managed by IT administrators.  If the device is lost, it can be remotely locked or 

wiped.  Furthermore, the virtual phone can be provisioned with standardized or custom 

templates and also push out application updates over the air.  User policies can be defined 

that can restrict what functions/features can be used and configure security features such 

as device lockup timeouts and passwords.  From the employee’s perspective, they are 

happy because they can now use their favorite personal device to do their work as well as 

use their favorite personal applications without having to carry two different devices. 

[Whit01]. 

Horizon Mobile Manager (HMM) is a web-based device management system that 

allows IT administrators to comprehensively manage the lifecycle of the work phone 

from creating it to wiping it.  HMM has a key set of capabilities that make up the system 

that allows it to be managed.  Key features implemented in the system are:  (1) Templates 

to create a work phone which can be created to address the needs of different employees.  
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Some employees, like managers, can have some extra applications that are required for 

their day to day work or executives that may have more restrictive policies.  (2) Policy 

management engine to define what the user can and cannot do in the work phone.  This is 

a key feature because the enterprise may want to restrict particular features on the phone 

whenever the enterprise phone is active.  One example is the ability of copying data 

across applications between the personal and work side, thereby preventing data leakage.  

(3) Provision the work phone over-the-air thereby allowing the device to be remotely 

provisioned, eliminating the need for a physical in-person installation.  Furthermore, the 

IT administrator can make adjustments, add/remove applications, push down new 

templates without having to reload the device.  (4) Review health of the deployment and 

vital stats from a dashboard.  (5) Application management with the ability to push 

applications over-the-air to the work phone from the application catalog.  Allows the 

add/remove of apps and dynamically pushing the updates to the device.  Multiple 

application versions are allowed.  (6) Lock or wipe to de-provision the work phone which 

allows the ability to lock or wipe a device when the device is lost or sometimes the user 

might want to just reload the enterprise side [VMTN1]. 

On the device side, VMware Horizon Mobile Platform is built around a type 2 

mobile hypervisor that is based on a lightweight paravirtualization technique for ARMv7 

cores that is aimed at minimizing the total system complexity.  A series of device and 

platform virtualization approaches for storage, networking and telephony are 

implemented which are key in enabling the performance, reliability and security of the 

system.  Finally, this hypervisor is applied to the virtualization of the Android operating 

system, allowing it to run both the guest and host environments [BaBu01]. 
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VHMM differentiates from previous approaches of system virtualization on the 

ARMv4-7 architectures that have entailed some form of core paravirtualization like Xen 

on Arm [Sava01] by employing a distinct shallow paravirtualization approach that 

requires only the identification and replacement of sensitive instructions. [BaBu01].  

 

Figure 2.5:  MVP Personal/Enterprise screen shots [VMTN1] 

2.2.6.  Red Bend – vLogix Mobile 

Red Bend acquired VirtualLogix, a provider of mobile device virtualization solutions 

which it delivered to semiconductor vendors, OEMs, ODMs' service providers, and 

systems integrators. Over 1 million devices shipped with VirtualLogix's type 1 hypervisor 

technology embedded on devices like the Acer beTouch E110, E120, and ch E130 

models; HTC Tianyi; KTouch W606; and CoolPad Yulong W711.  Red Bend adopted this 

technology to fit into it's broader portfolio and also saw it could use its strength, which is 

its ability to partition secure software domains that can be managed separately [CrSo01]. 

This offering supports processors based on the ARM Cotex-A15 and Cortex-A7 
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cores in single and multi-core configurations. Red Bend is enabling device manufacturers 

to take advantage of this latest family of cores without the need to modify an existing 

high-level operating system (HLOS). vLogix Mobile performs management of the 

chipset's multi-core architecture in the Virtualizer, allowing the HLOS to remain as is. 

Users of this technology benefit by not having to redesign, redevelop and revalidate 

existing software to support new OS configurations [Red01]. 

The solution is comprised of the Virtualizer which is a type-1 hypervisor that runs 

together with suite of software modules that are configurable according to the desired 

deployment.  The Virtualizer runs on the host hardware, also known as a Bare Metal 

Hyper, and schedules access to the shared hardware services like file systems, serial lines 

and network interfaces amongst the virtualized operating environments.  System 

resources like RAM and persistent storage like flash memory are partitioned and 

allocated according to the performance demands of each of the operating domains or 

virtual machines.  Hardware resources like CPU, clock and memory management unit are 

also virtualized for each of the guest operating systems and the access to the actual 

hardware is allocated by the Virtualizer [Red01]. 

Virtual devices are provided for each of the guest operating systems that access 

system resources like screen, 2D/3D hardware acceleration, multimedia acceleration, Wi-

Fi, GPS and other input/output devices.  This provides a secure separation in each of the 

OS/domains to the features of each device without the physical access to the device itself.  

The Domains are virtual machines that are designed to run virtualized images of Android 

where IT administrators deploy over the air a secure enterprise environment that can run 

corporate applications and provide network access on a consumer owned device [Red01]. 
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Figure 2.6:  vLogix Software Architecture [CrSo01] 

 

Red Bend's solution is simple to use, where the user clicks on an icon on their 

home screen that takes them to work image that is running their business apps and easily 

switches back to their personal side by clicking on the personal home icon.  IT 

administrators can control what applications are installed on the enterprise side and also 

exclude services like Android Market/Google Play [Gohr01].    

Notifications in the business partition will appear on the user's notification bar 

where they can then go back to the home screen and switch to the business partition.  The 

difference between Type 1 and Type 2 hypervisors can be visualized by noting the change 

from one platform to another when one is done at the phone lock screen where the other 

one is done at the application level, thereby providing an increased hardware level 

security and better performance [Brand01]. 
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2.2.7.  Cells 

Cells’ virtualization architecture is used for enabling multiples smartphones that run 

simultaneously on the same physical cell phone in an isolated manner.  This architecture 

follows a usage model where there is one foreground virtual phone and multiple 

background virtual phones.  A device namespace mechanism and device proxies are 

integrated with a lightweight operating system virtualization to multiplex phone hardware 

across multiple virtual phones while providing native hardware device performance.  The 

platform includes a fully accelerated 3D graphics, complete power management features, 

and full telephony functionality with separately assignable telephone numbers and caller 

ID support.  A prototype was implemented of Cells that supports multiple Android virtual 

phones on the same phone. Performance results demonstrated that Cells imposed only 

modest runtime and memory overhead, worked seamlessly across multiple hardware 

android smartphone devices and transparently runs Android applications at native speed 

without any modifications [AnDa01].  

2.2.8.  Cellrox  

Cellrox is an Android based technology that has roots on the Cells project [Cell01] and it 

is not considered to be a complete OS virtualization because the virtualization is limited 

to the user space, creating multiple personas that share a common Linux kernel.  Since 

the kernel is shared, all of the personas have to be a similar version of Android.  Cellrox 

provides the same look and feel as the original operating system in order to provide a 

common user experience between the personal and work personas.  Multi-tasking 

between the various personas works much the same way as how multi-tasking works 
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between different Android apps where only one persona is in the foreground at any given 

time and the apps running in other personas run just like any other background app.  

Cellrox has the ability to support more than two personas which gives the ability to have 

a multi-tear level of locking down applications.  For example, the personal persona can 

be very relaxed, while a work persona has semi-restricted environment with standard 

security policies for the enterprise and third persona could be a completely locked down 

environment for highly confidential applications.  One of the outstanding features that 

Cellrox features is the ability to have shortcuts of the applications from the different 

personas such that the user doesn’t have to jump between the different personas to find 

the application which is the case in most of the separation technologies [Madd02]. 

Usability is a key component in Cellrox.  Only one persona is in the foreground 

while the others run in the background.  The user can easily switch between the personas 

by using a custom key-combination to cycle through the personas or by swiping up and 

down on the home screen of a persona and each persona has an application icon that can 

be launched to see a complete list of available personas to select from.  For security 

purposes, the system can be configured such that a no-auto-switch option will prevent 

background personas from being switched to the foreground without explicit user 

consent, preventing a background persona from appearing unexpectedly.  An auto-lock 

feature can be enabled that will require the user to unlock the persona using a pass code 

or gesture whenever a persona switches from the background to the foreground. 

CellRox’s technology was evaluated through an experimental study at Columbia 

University and the results demonstrated performance benefits in their approach, 

suggesting no noticeable performance difference between the operation of the mobile 
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device in a persona compared to the native device operation [Cell02]. 

2.3. Mobile Separation via Containers 

Another approach to providing separation on a mobile device is via Application 

Containers.  This is achieved by using a solution more like Unix method of multiple users 

where you have one box with multiple users logged in and each user has their own 

experience.  Each user has its own experience and all users run concurrently with one 

kernel and one operating system [Cree01].   Applying this logic, one user is the personal 

side and the second user is the enterprise side. 

2.3.1.  Good Dynamics Technology 

Good Technology provides two technologies that address BYOD.  First is Good for 

Enterprise – a secure e-mail, mobile device management and a Intranet-Internet proxy 

server solution targeted for enterprises.  Second is Good Dynamics platform that brings 

necessary tools, infrastructure, and APIs to developers, allowing them to provide secure 

applications across devices and operating systems.  This protection is delivered by 

containerizing data at the application level which is accomplished by wrapping a layer of 

protection around the enterprise deployed apps, which separates the corporate data from 

the employee's private information and consumer applications.  Through this 

containerized approach, Good Dynamics establishes a secure application environment 

that minimizes the possibility of data loss.  The containerized applications provide the 

employee the freedom to access enterprise data in a safe and secure manner while being 

able to switch back and forth with their personal applications without compromising 

company information.  This container-based method applies secure and encrypted 
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transmission of data end to end, from the enterprise servers behind the firewall all the 

way to the mobile device.  Good Dynamics architecture requires that every application 

use the Good Dynamics APIs and be compiled/linked with its SDK in order for it to run 

within its secured container.  This limits the number of commercial applications that can 

run within this container. 

2.3.2.  Divide by Enterproid 

Enterproid introduced a mobile virtualization solution in late 2011 called the Divide 

Platform which gives users a way to use their smartphones for both work and personal 

life.  This solution which runs on Google's Android devices 2.2 or later and Apple's iOS 

devices like iPhone and iPad is designed to provide multiple profile support, a set of 

productivity apps, as well as a personal and enterprise cloud management system.  The 

Divide system truly blends in well providing the end user true separation from the work 

environment without compromising personal freedom [Dolc01]. 

Divide functions as a container application, with security policies and 

management features applied solely around that application, leaving the rest of the user's 

device untouched.  Organizations can then in turn manage their own applications within 

the container.  The management features are essentially the same as with most MDM 

solutions: password policy, encryption, data isolation, clipboard restrictions, remote wipe, 

screen locking and more [Madd01] 

Virtualization is done by having separate secure profiles for work and personal 

environments.  The personal side enjoys the freedom of all the functions, features and 

applications including access to the Android Market, where as the work side is managed 
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Figure 2.7:  Divide personal/enterprise screen shots [Dolc01] 

 

by the IT administrators with a separate more strict profile suited for the appropriate 

enterprise.  Switching between the two environments is done by a simple double tap of 

the Home key or can also be done via application icons on each of the sides or by going 

to the notification/alerts bar.  Separation of applications is essential in a virtualization 

system because you want to avoid data leakage from enterprise into personal 

applications.  All applications in the container side benefit from an encrypted 256 bit 

storage.  Furthermore, encryption is not dependent on the OS, hence not compromised 

immediately on rooted/jailbroken devices – all the encryption is built within the 

application.  Another example of separation is to limit the potential for leaking enterprise 

information into personal social networks by limiting the transfer of information between 
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the personal side and enterprise container by restricting the ability to cut/paste 

information between the two environments.  Additionally, Divide provides a rich set of 

native-Android office applications like mail, calendar, tasks and contacts.  The mail 

application provides threaded email conversations which can also be searched both on the 

device and on the server.  The enterprise mail, calendar, contacts are configured and 

delivered via the standard Active-Sync API’s which provides the ability to connect to 

various email backend systems like Google, Yahoo,  Microsoft, IBM Lotus Notes, etc.,  

All of which  are fully synced via 3G or WiFi networks, thereby providing ultimate 

flexibility wherever you are at.  Most importantly, because all these applications run in 

the separate work environment, everything is fully encrypted and compliant to the 

policies defined by your IT administrator [Haza01]. 

Another set of features that furthers capabilities of the system is a cloud based 

management portal that allows the user and the IT administrator to manage their devices.  

The user portal, also referred to as “My Divide”, provides the user of the smartphone a 

number of features to control their device, such as the typical device wipe, reset both 

device and divide password, lock device, but it also provides features like just wiping 

enterprise data, audio beacon to locate device, device location, push a URL do the device 

browser and more.  The portal also provides additional tabs that give the user the ability 

to view their network usage, the applications installed as well as a detailed list of the state 

of the device components like the phone, WiFi, battery, network, audio, location and 

more. 

The IT admin portal, also called “Divide Manager”, provides some similar 

functions such as location, device or enterprise wipe, and password reset, but it also 
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functions where the system is configured by defining groups of users, device policies and 

enterprise applications.  The device policies allow for configuring the typical mobile 

device management settings, but what is different here is that these settings are for 

managing the enterprise partition.  Here you can set the device password quality, length, 

expiration, history and lockup timeouts.   

Security features allow for controlling clipboard sharing, actions taken when a 

user removes their SIM card and even checks to see if the device is rooted and gives 

options on what actions to take if this were to take place.  Another key piece of the 

system is the ability to manage applications in the enterprise partition.  The admin is able 

to upload specific applications that will get pushed to the device upon installation of 

Divide.  Furthermore, the system allows for the ability to control what apps are allowed 

or not allowed to be installed in the enterprise partition.  System performance and battery 

life are well maintained because these are managed by the operating system and does not 

require direct access to the hardware [Cree11]. 

Divide differentiates itself from other solutions is that it runs as an application and 

it does not require any cooperation with the phone OEM.  The install does not require any 

low-level drivers and uses the standard Android procedures for installing applications.  It 

is a light weight solution that shares much of the device resources and significantly 

reduces the device overhead required by virtualization and also delivers 256 bit 

encryption for data [Bran01]. 

Overall, Divide demonstrates a secure and flexible system for enterprises to use, 

especially for their BYOD community.  It is very functional and provides a wide range of 

security options and features as well as giving the end user the freedom of their device on 
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the personal side. 

2.3.3.  TrustDroid 

TrustDroid is a practical and lightweight domain isolation solution that runs on the 

Android OS.  It provides application and data isolation by controlling the main 

communication channels in Android, mainly IPC (Inter-Process Communication), files, 

databases and, socket connections.  This solution is lightweight because it has a low 

computational overhead and does not require duplication of Android's middleware and 

kernel like other virtualized solutions.  It also organizes applications along with their data 

into logical parallel domains.  Figure 2.8 illustrates different methods for achieving 

isolation.  TrustDroid is shown in Figure 2.8 (a) where it extends Android's middle ware 

and kernel with mandatory access control.  OS-level virtualization is shown in Figure 2.8 

(b) and this is typically seen in Application level containers.  Hypervisor based 

technologies is shown in Figure 2.8 (c).  The areas designated in black are the trust 

computing base (TCB) which is responsible for the security enforcement on the platform 

and also trusted by the enterprise.  TrustDroid has the largest TCB, however, it is one of 

the most lightweight because it doesn't duplicate any portion of the operating system 

stack and provides good isolation. 

At runtime, all application communications are monitored, as well as access to 

common shared databases, file-system, networking, and denies any data exchange or 

application communication between different domains.  TrustDroid adds a negligible 

runtime overhead and compared to other virtualization approaches, only minimally 

affects performance and battery life [BuDa01]. 
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Figure 2.8:  Approaches to isolation [BuDa01] 

2.3.4. Android 4.2 – Multi-User 

Google in its latest version of Android 4.2 OS has the option to have multi-user support 

which gives the device owner provide separation across users [Cabe01].  This becomes a 

very interesting development because it gives the device owner the ability to have it's 

own version of separation – one user for personal use and a second user for enterprise 

use.  It will be interesting to see if enterprises will leverage this functionality in such a 

way to accommodate and attract the BYOD community to use their personal device for 

enterprise use as well in this type of environment.  In order to achieve this, it will be 

necessary for the enterprise to deploy its device management software and policies on the 

enterprise side while allowing the personal freedom on the personal side.  This will 

provide the best experience for the personal side while preserving the security and 

separation of the enterprise side. 
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2.4. Summary 

The explosion of mobile devices in the consumer space has been quite a disruptor for the 

mobile enterprise where corporate managed platforms are well defined, well contained 

and fairly secure.  However, now with the emergence of the consumer mobile devices 

from Apple iOS and Google Android, the enterprise has been forced to make functional 

tradeoffs in order to maintain platform and data security.  Due to the corporate security 

decisions, the end user gives up a significant amount of personal freedom and ease of use 

of their device.  Enterprise security requirements like password complexity, device 

encryption, network restrictions and other techniques that restrict the access to 

information on the mobile device tends to drive users away and/or encourages users to 

find other less secure alternatives that will eventually compromise enterprise data and 

access.  A number of mobile virtualization technologies have been presented here, each of 

them delivering specific features that focus on ensuring the security of the enterprise 

container and applications.  Application level containers, type 1 and 2 hypervisors all lack 

the organic integration of enterprise & personal personas found in solutions like the 

emerging BlackBerry 10 Balance platform.  Hypervisor technologies show promise; 

however, it is specific to the Android platform, has higher end hardware requirements and 

is not likely to be seen on the iOS platform anytime soon. 
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3. MOBILE VIRTUALIZATION COMPARATIVE ANALYSIS 

A way to help analyze which system is most appropriate for your environment is to do a 

comparative analysis of the various solutions available.  Here we compare four solutions: 

Divide from Enterproid, Horizon Mobile from VMWare, BlackBerry Balance from RIM 

and Good Dynamics from Good Technology.  In order to analyze and understand these 

various solutions, we have to look at them by each category and the corresponding 

functions. 

3.1. General Platform Support 

Each of the solutions provides a Self Service Portal where users can manage and view 

their device which really helps minimize the end user support costs.  Equally important is 

the management/admin system for the solutions where the IT Administrator can manage 

the system from any location via a standard browser.  The solutions start to differentiate 

from each other when it comes to what platforms/OS they support.  Both BlackBerry and 

VMWare are platform OS/device specific where as Enterproid and Good Technology 

support across platform solutions on both Google Android and Apple iOS. 

3.2. Device Inventory 

The ability to identify what devices your user communities are using reveals a very useful 

set of statistics for the enterprise.  Being able to make decisions based on OS versions or 
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Table 1:  Mobile Virtualization Comparative Analysis 

Category Functionality 
Enterproid 

Divide 

Horizon 

VMWare 

BB  

Balance 

Good  

Technology 

General  

Platform  

Support 

Self Service Portal/Management Admin Portal     

iOS - iPhone, iPad, iPod Touch Support     

Android 2.2 + Smartphone and Tablet Support      

BlackBerry OS Support     

Device  

Inventory 

Model, manufacturer, carrier, name, user     

Memory, external storage, battery info, serial #     

Device location (GPS)     

Management 

Actions 

Device wipe, selective wipe, remote lock     

Reset pwd, send user msg, deny email access     

Security 

and Policy  

Management 

Password policies - 8 alphanumeric password     

Device Lockup – multiple timeout support     

Jailbreak/Root detection / actions     

Unified Mgmt, incl. traditional endpoints     

Enterprise  

Access  

Email, calendar, contacts, instant messaging     

VPN separation/isolation * *   

Application 

Management 

Prompt user to install required apps    ? 

Prevent access to external app store    ? 

Recommend apps / enterprise app store     

View installed apps    ? 

Data Leakage 

Protection 

Prevent Cut/Paste from Enterprise / Personal     

Prevent/manage email attachment export     

Enterprise App Store container integration     

    * Some support available  
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device adoption  can save a  lot  of money  and deployment time for applications.   All the  

solutions evaluated do very well at being able to collect device information like device 

model, manufacturer, carrier, CPU, memory and more.  GPS and Location Based 

Services provide the ability to collect and record device location. 

3.3. Management Actions 

Each of the solutions provide a complete set of device management functions that enable 

the system to have device or selective wipe, remote lock, device locate, deny email 

access or user functions like password reset, message sending. 

3.4. Security and Policy Management 

A key component in each of these systems is the ability to ensure proper device security 

which is enforced via a set of key device policies.  Key security features like requiring 

device lockup timeouts, minimum password lengths and complexity help ensure that the 

device is only accessed by the intended person which is also well done by various 

solutions.  Jailbreak/rooting exposes the device to unwanted device access which lends 

itself to being infected by malware or installing applications that can leak information 

about the user or the enterprise.  Both Enterproid and Good Technology provide very 

good detection and prevention for this kind of exposure.  One piece of functionality that 

is not available across the surveyed solutions is the capability to interface with other 

unified device management systems, this being a key feature to help distribute and deploy 

standard security policies across servers, desktops, tablets and smartphones in an 

enterprise. 
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3.5. Enterprise Access 

Email, calendar, contacts and instant messaging are key productivity applications for the 

enterprise, all of which are well supported in each of these mobile device virtualization 

technologies.  As to VPN separation, this is much more complicated based on the 

virtualization technology.  As to VPN access, both BlackBerry and Good Technology 

provide a built in solution and since both of these provide device level security and 

policies, they don't have to separate out the network access.  In the case of Enterproid and 

VMWare, VPN has to be filtered at the container level, thereby requiring integration with 

3rd party VPN solutions and making the options much more limited for enterprise 

deployments.  The key here is that the data and access to these are separated and 

protected. 

3.6. Application Management 

In the enterprise, applications are key to providing information to their users, which make 

application delivery and management a key component in these solutions.  Furthermore, 

in order to maintain device integrity, access to general application stores needs to be 

restricted and at the same time, an enterprise application store or delivery mechanism 

needs to be available.  Device policies typically will deliver a core set of applications to 

the device as defined by the enterprise.   Another function that is important is to have the 

ability to keep an inventory of the applications that are installed on the device per user.  

The solutions in this space do offer the ability to deliver a core set of applications to the 

device when installed but they are still very immature in the concept of having an 

enterprise app store but they do have the foundations for integrating to existing ones. 
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3.7. Data Leakage Protection 

From an enterprise perspective, this is probably one of the more important features / 

functions in these systems which are to prevent the leakage of data from the enterprise to 

the personal side.  Many users use their personal email to transfer work related 

information.  Here, a very clear distinction is made between what is work and what is 

personal.  Several restrictions are imposed to help limit the leakage of data.  One is by 

restricting the ability to cut/paste data between personal and work.  The second is to 

prevent attachments in emails from being detached in a non-secure location and using 

application viewers to securely view the documents.  Finally, the more critical function is 

the ability to attach or associate an application with the container such that all data stored 

by that application is placed within the secure container.  Both Enterproid and Good 

Technology have the ability to integrate an application into the container, however, Good 

Technology requires that the application be recompiled with their special SDK libraries, 

whereas Enterproid has a simple binding process where you can upload the application 

and it will add specific hooks to the executable that will associate it with the container.  

3.8. Comparative Results 

The BYOD phenomenon is real and it is affecting every enterprise.  Some allow those 

users on their corporate network with enterprise policies but users only remain on for a 

short time because they don’t want to give up their personal flexibility.  They find 

corporate policies too restrictive and do not want to lose too much personal freedom.  As 

such, enterprises are losing many users and wasting valuable resources in the process.  

They are quickly realizing that they need to invest in device virtualization technologies 
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that will allow them to maintain their security integrity as well as keep the personal 

freedom and flexibility of the user because it is becoming very clear from various BYOD 

surveys that employees are willing to pay for their device and usage and enterprises are 

willing to provide the necessary infrastructure for them to access their networks.  Due to 

this, many enterprises are evaluating solutions such as the ones discussed here. 

By far the most well managed system is that of BlackBerry Balance because it 

provides proven device level security and data integrity as well as very good integration 

with the device and device management system.  Compared to the other systems, it is 

restrictive due to the device lockup policy being device wide.  The BlackBerry Balance 

system would be much better for personal use if it provided a way to containerize all the 

enterprise apps and data such that only that section would require the device lockup and 

timeout.  Everything else would be fine because any wipes would be that of only 

enterprise data and applications, thereby leaving the personal information intact.  The one 

obvious downside to this solution is that it is BlackBerry centric and it only works for 

BlackBerry devices.  Given the large trend and influx of iPhone and Android devices, this 

solution is limited and does not solve these problems for the range of diverse devices that 

users have. 

As to device virtualization via the use of a hypervisor, VMWare really has 

something very interesting and powerful with its VMware Horizon Mobile platform.  It 

provides the most flexibility and gives the ultimate separation; however, it has some 

limiting factors that prevent it from wide adoption at the moment.  One limitation is that 

the solution requires that the device manufacturers incorporate the hypervisor into the 

device image for security purposes and on top of that, enterprises need the ability to 
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ensure that the hypervisor has not been compromised in any way.  As such, some types of 

security applications like malware detection software and device management agents will 

need to reside on the personal side in order to ensure that the device has not been 

compromised.   

Lastly, Divide from Enterproid provides a very attractive solution for the user 

community because it provides the best flexibility out of the three solutions. The product 

is really addressing the sweet spot in the market by addressing most of the security 

requirements as well as addressing the personal requirements from the employees.  Many 

enterprises are looking at this solution because it provides the flexibility to incorporate 

their own corporate policies, enterprise applications and device management.   
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4. MOBILE VIRTUALIZATION CASE STUDY 

In order to see how mobile virtualization affects the BYOD user, a pilot was done with 

Divide from Enterproid, one of the mobile virtualization technologies described 

previously that is based on a application container approach.  The pilot was run for 12 

weeks with over 1100 registered users out of which 817 were activated.   Users were all 

employees who volunteered to participate in the pilot.  There were no screening criteria 

and no specific instructions for use of Divide during the pilot.  There were no prescribed 

evaluation tasks; participants were free to use Divide on their personal smartphone and/or 

tablet device(s) for business and personal tasks, in a manner natural to them. 

 
Figure 4.1: User Activations 
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4.1. Pilot Start 

Prior to starting the pilot, several months were spent going through an evaluation process 

with Enterproid to work through all the requirements to launch the pilot.  These 

requirements included testing the various models of Android and iOS devices and 

applications along with their configurations.  This setup was tested with 10 users and 

once we reached a point where we reached out pilot entry criteria, we then launched the 

pilot.  The pilot entry criteria consisting of ensuring that there were no major outstanding 

installation, security and usability issues.  Initially we opened up the pilot for general 

registration and users rapidly signed up for the pilot.  In the first week, 80 users were 

enabled in order to have a controlled start which allowed for making any adjustments in 

the deployment process before adding more users.  We made a few updates were made to 

the documentation and then proceeded to board more users.  Starting the second week 

and for two more weeks after that, an additional 200+ users were boarded each week.  On 

the fifth week we boarded approximately another 100 users and after that we started 

slowing down because we were reaching the 800 user limit for the pilot.  Also, four 

weeks into the pilot, it was decided that the pilot would only be run for a total of 12 

weeks, and as a result, the number of active users started to decline because a number of 

people noted that they did not want to continue using a technology that was not going to 

be deployed for general use.  Overall, for the duration of the pilot, out of 800+ registered 

users, 500+ users were active, indicating a healthy adoption of the technology from the 

users and continued using it on a regular basis. 
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4.2. User / Device Comparison 

The first three weeks of the pilot, we refined the environment and process in preparation 

to the full scale deployment.  During this time, registrations (signups) were open but 

activation was not fully initiated until the fourth week.   In those initial setup weeks users 

were selectively enrolled in order to verify the end to end process.  On the fourth week, 

enrollment was completed for all users registered for the pilot.  In figure 4.2, the red and 

blue bars represent the number of enrolled users each week.  Weeks four and five showed 

a significant spike in activation due to increased interest in the pilot.  The green bar 

represents the total number of devices on which the container technology had been 

installed and activated.  Note that the red and blue numbers do not sum equally to the 

green; this is because many users activated more than one device.  The breakdown of 

users and device coverage for the pilot is explained in the next section below. 

 
Figure 4.2: User / Device Comparison 
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4.3. Device Usage Distribution 

One interesting fact is that as the pilot was started, it was not known what the device 

distribution would be.  We speculated there would be many users with tablets because 

that was mostly their own personal device and they did not want to commit to use the full 

enterprise security configuration.  Alternatively, we suspected that iPhone activation 

might be larger, due to its overall larger install base. 

  

Figure 4.3: Device Distribution 
 

 
Interestingly enough, iPhone and Android activations were statistically equal, with total 

tablet activations less than either smartphone type and iPad tablet activations greater 

Android tablets.  This follows a similar trend in the market place as seen in mobile 

industry reports [Grum01]. 
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4.4. Pilot Survey 

At the end of the pilot, a survey of 9 questions was designed and distributed to all the 800 

active users.  The survey was designed to be short and easy to fill out, so that users would 

be inclined to complete it.   Four subsections for comments were included so that 

additional information that the user wanted to supply could be captured.  These additional 

data fields generated over 1900 comments.  The survey was completed by 524 users 

which represented 63% of the polled users, a very successful response that exceeded our 

expectations. 

4.4.1. Survey Highlights 

In summary, 74% of pilot users – roughly 3 out of 4 users - said they preferred a 

containerized solution compared to the general enterprise deployment which has full 

device management and security controls.  Of the remaining sample, 11% were neutral, 

preferring neither solution, and 15% preferred the standard enterprise solution.  Several 

findings are summarized from that responded to the survey: 

• 80%  indicated they could use Divide to successfully accomplish their business 

tasks 

• 75%  indicated their interaction with the work side of their personal devices was 

improved with Divide 

• 64% indicated that they preferred a more relaxed device level security password 

requirement 

• 84% indicated that they used the container solution on a daily basis (78%) 
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At a high level, the pilot was very successful and it demonstrated that the user 

population is very interested in this kind of technology for the enterprise.  Survey results 

showed that 86% of the users would recommend the technology to fellow colleagues and 

98% of the users requested that they be notified of future pilots.   

4.4.2. Survey Analysis 

The survey, as mentioned previously, consisted of 9 questions with each question 

focusing on a different user experience attribute:  application performance, overall 

satisfaction, usability, capability and usage.  

 

 
 

Figure 4.4:  Application Performance Impact 
 

4.4.2.1. Application Performance 

Application performance was a qualitative observation as to how the system responded 

when the device was used by the users. Users reported that they based their response on 
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how quickly the applications started up, response time of the applications and the 

corresponding data that the applications provided.  During the course of the pilot, we 

noticed that users had a degraded performance experience on Android devices compared 

to that of iOS devices.  Therefore, as part of the survey, the type of device being used was 

recorded so that the difference in performance across the platforms could be measured. 

 As indicated in figure 4.4, 40% of the iOS users compared to almost 58% of users 

on Android indicated that they noticed a significant degradation in performance 

compared to the non-virtualization environment.  This may seem like high numbers, but 

from the survey results, in general, this was an issue that really only affected power users.  

 

 

 
Figure 4.5:  Performance Issues 
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 Performance issues were furthered categorized by the type of issue as shown in 

figure 4.5.  Each of these issues was identified early on in the pilot; as such, these 

questions were included in the survey to help determine the pervasiveness of each of 

these issues.  Each of these issues is explained as follow: 

• High battery usage was the most prevalent issue, accounting for 62% of the users 

reported performance issues.  After investigating this result, it was determined 

that this can be attributed to two factors: 

1. Users in general were using the piloted solution more than the regular 

solution. 

2. Email sync on the piloted solution does not have the ability to schedule 

sync times accounting for the higher battery consumption.  

• Slow responsiveness of the solution and/or device was the second most prevalent 

issue, accounting for 29% of the reported performance issues.  After investigating 

this result, it was determined that this was attributed to three factors: 

1) The solution has a large memory footprint due to all the overlapping 

functions that it needs to provide.  These functions are already part of the 

operating system but need to be containerized / separated. 

2) Investigating with the solution provider, it was found that on Android, 

several of the functions were being done on the main application thread 

which caused the application being non-responsive making application 

tasks take more than a few seconds.  Later on in the pilot, an update was 

later provided that remedied the issue. 
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Figure 4.6:  Pilot Survey Metrics 
 

3) A number of the devices in question were of average to low memory and 

CPU configurations.  Once this solution was installed, the whole system 
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was stressed with low memory conditions, making the system very 

sluggish as reported by the users. 

• Excessive heat accounted for 1% of reported performance issue; this was found to 

be normal due to the high intensity in the mail replication, higher CPU and battery 

usage. 

• High Memory usage accounted for 2% of reported performance issues which 

accounts for those power users, mostly on Android that have the knowledge and 

ability to look at the memory consumption of applications.   

•  6% of the reported performance issues were not categorized.  This reporesents 

performance problems that users noticed and reported, but with insufficient detail 

to be able to assign to specific categories as above. 

4.4.2.2. Overall Satisfaction 

It is very evident from this metric that regardless of the performance, battery, memory 

usage issues, the concept was very well received.  42% of respondents indicated they 

were very satisfied and 38% indicated they were somewhat satisfied yielding an overall 

positive satisfaction rating (sum of very satisfied and somewhat satisfied) of over 80%.  

This gives an overall indication that this type of solution is something that BYOD users 

would be very interested in. 

4.4.2.3. Usability 

The results show that the solution has a high usability rating, with 86% of respondents 

indicating they were either very satisfied or somewhat satisfied with the ease of use of the 

solution.  This is also a very positive indicator. 
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4.4.2.4. Capability 

The results show that users were fairly satisfied with the capabilities provided with the 

solution with over 80% of respondents indicating they were either very or somewhat 

satisfied that Divide has the necessary features and functions to perform as expected.  

There was a small group of respondents (13%) who were somewhat or very dissatisfied, 

and may represent the opinions of power users, who are accustomed to the non-BYOD 

solution. 

4.4.2.5. Usage 

The response to the usage question is very interesting and encouraging.  Nearly 85% of 

the users who installed this solution used it every day with 78% using it several times a 

day.  This is a very significant result indicating not only that pilot participants had 

sufficient time to experience, and therefore evaluate the solution, but that there exists a 

high user need for this type of solution, compared to the existing enterprise offering.  

4.4.3. Container Attributes 

As part of the survey, users were asked to qualify a set of questions that addressed 

specific attributes of the container.  These attributes were identified at the beginning of 

the pilot and as such were included in the survey to help identify the pain points and 

benefits of having a mobile virtualized solution in the enterprise.  A set of 15 attributes 

were identified to isolate the experiences that the user had with the technology.  They 

ranged from installation, application usability, security, privacy and others as defined in 

figure 4.7 below.  
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Figure 4.7:  Mobile Virtualization Container Attributes 
 

The attributes that showed the greatest sensitivity were the ones that had the 

highest values for strongly agree and agree and had the smallest disagree and strongly 

disagree.  Analyzing the results, Structure, Privacy, Finding apps and Productivity had the 

highest ratings.  Second to these which showed significant importance were Installation, 

Email, Consistency, Applications, Interaction, and Comparison to the standard solution.  

On average, but not as significant as the other attributes, were Calendar, Contacts, 

Notifications, Settings and Passwords.  One noteworthy observation from these results is 

that Password is no longer a big issue.  This is likely because with Divide, the strong 

password requirement from the device side is moved to the virtualization container.  

Users understand that security is important, but that it should be relevant to the data that 

is being protected.  

4.4.4. Pilot Survey Comments 

As a final way of capturing the results from the pilot, it was determined that the users 

have the greatest amount of flexibility in reporting back their experience with the 
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technology being piloted. 

 

Figure 4.8:  Pilot Survey Comments Summary 
 

As seen in figure 4.8, 51% of comments users submitted were about the overall 

performance of the solution which is also shown in figure 4.5.  The second most 

frequently reported category of issues related to core features in the system.  These 

included Calendar, Contacts, Email and Phone.    Application management was the next 

largest category of issues, which corresponds closely to the comparative analysis 

previously done in chapter 3.  These solutions do not lend themselves to easy application 

management due to the corresponding security requirements.  In order to provide a better 

user experience, the solution needs to be able to integrate with the Enterprise App Store 
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so that application updates can be delivered in a more timely fashion.  

4.5. Pilot Summary 

The pilot showed that the Container technology was well received by enterprise BYOD 

mobile users.  Users felt that it liberated their personal device; it allowed them to use 

their device anywhere and anytime without any restrictions.  As testimony to this, many 

users did not want to go back to the standard enterprise offering and in a follow-up 

survey it was discovered that they did not return to the enterprise offering.  However, 

there were a number of challenges and improvements are definitely required.  Needed 

improvements include greater battery life and sync performance, improved integration of 

contacts across the personal and enterprise side, improved email/calendar client 

application and enhanced synchronization options.  From a deployment perspective, the 

deployment of the container technology needs improvements from the administration and 

management console side in order to have a better boarding process.  Along with this, 

application management in the container needs to be improved from the deployment 

perspective, so that more applications can be deployed more easily into the container as 

well as the update management for these applications.    Essentially, the technology needs 

to provide the ability to integrate the ability to deliver and update applications with the 

enterprise app store.  Another key component that was lacking at the time of the pilot was 

the integration of the container device management system with the enterprise device 

management system.  In conclusion, the technology was adopted very quickly and very 

well received.  Even though the functionality still needs more maturity, it shows great 

promise for the BYOD community and to the enterprise. 
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5. MOBILE VIRTUALIZATION REFERENCE ARCHITECTURE 

An agile, lightweight, but secure extensible hybrid application container and deployment 

mechanism for mobile devices has the potential to provide improved cross platform 

support, reduced development lifecycle time and a consistent application security model 

within large organizations. Such an architecture can provide a set of security and mobile 

device management interfaces to lightweight applications written in a high level markup 

and scripting language and also how these applications can be provisioned via push or 

pull mechanisms to an enterprise user's device. The use of such a container for hybrid 

applications widens the potential support and development resource within an enterprise 

possessing readily available skill sets, thus permitting mission critical applications to be 

developed in a much shorter time frame [JaSm01]. 

5.1. Mobile Virtualization Application Container  

Mobile Virtualization Application Container is a hybrid application container model that 

builds upon the ideas of solutions such as Apache Cordova (PhoneGap) [Phon01] but 

extends this idea such that the container shell application becomes home to not just one 

single use application but multiple applications. These are presented to the user as an 

extensible virtual desktop within one application running on the device.  Additional 

hybrid mobile applications can be dynamically downloaded and installed within, their 

data and services managed and encapsulated within the application space of the container.  
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This hybrid mobile application (HMA) is created to run on a mobile device where the 

application logic is primarily written in JavaScript and the user interface components are 

defined using HTML5 and CSS3. 

The HTML and associated JavaScript application logic are contained within a 

native code wrapper which allows what would otherwise be a web application to be 

installed as an application on the mobile devices desktop. The native wrapper exposes 

device level function to the scripted portion of the application through a set of plug-ins 

written in the native language of the particular mobile platform, each plug-in has an 

associated JavaScript API. The plug-ins can expose native function that would otherwise 

be inaccessible using standard HTML5, for example access to the device calendar, 

phonebook or through built in hardware such as the camera. 

The interaction between the JavaScript API and the native code is implemented on 

each mobile platform using methods made available through the platform SDK. Calls 

from JavaScript to native code exploit the ability to intercept navigation events and 

examine the URI scheme, a URI scheme can be used to indicate that the URI is an 

encoded method call and should not be passed on to the embedded browser to handle, the 

hybrid application shell can then process the encoded URI and call native methods within 

the application shell. Conversely, function calls can be made to the embedded browser 

code by injecting JavaScript at runtime into the currently loaded web page. 

 

5.2. Benefits of Hybrid Application Development 

There are several advantages to using a hybrid development approach when creating 

mobile applications. Using HTML5 and JavaScript increases the portability of the 
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application; the UI and application logic can be reused across multiple platforms with 

minor changes to presentation format performed using CSS [AlLu01]. Another major 

advantage is the abundance of HTML and JavaScript development resources in 

comparison to native language knowledge of Objective-C and Java. 

5.3. Hybrid Application Container Requirements 

Increasingly large organizations are allowing employees to use their own mobile devices 

for work purposes; this has created a set of Mobile Device Management (MDM) 

challenges for the IT teams within these organizations. A major challenge is to allow the 

employee freedom to use the phone for personal tasks unencumbered by lengthy 

passwords and IT Management enforced policy, yet still protects enterprise data and 

applications. In order to do this some type of separation mechanism needs to be 

introduced in order to ensure that there are no data leakages or security intrusions. 

Protection is delivered in the form of a virtual container that applications can run inside, 

their data is containerizing at the application level, this is accomplished by wrapping a 

layer of protection around the enterprise deployed apps, which separates the corporate 

data from the employee's private information and consumer applications. Further security 

is provided by some solutions by using specific SDKs that intercept all data related APIs 

and store the data in secure/encrypted file stores. An additional security measure is to 

monitor the application using Mobile Device Management and provide functions that 

give an IT administrator the power to do corporate wipes of the enterprise container 

contents. A time bomb mechanism may be employed that will self wipe the container and 

data if the device has not checked in within a period of time defined by a device security 
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policy. Other solutions like micro-containers have been done which use cloud based 

services to provide mobile service-containers for hosting service-based applications 

[OmSa01]. 

A few steps/requirements are needed in order to create a functioning Hybrid 

Application Containers which include Hybrid Application Creation, Application 

Deployment and Update Management, Mobile App Store, Hybrid Container API and 

Hybrid Container Security. 

5.3.1. Hybrid Application Creation 

Creation of a hybrid application should not require a developer to possess platform 

specific skills but rather have a grasp of common web development methods including 

knowledge in HTML5, CSS3 and JavaScript.  The container itself consists of a native 

application code shell and provides all the necessary services and APIs that an application 

team would need to build applications. This allows the creators of hybrid applications to 

focus on the presentation and business logic in a platform independent manner without 

having to learn new high-level languages such as Objective-C or Java. Web development 

skills are more widely available in an organization; as a result the pool of developers who 

can contribute custom applications will in most cases be substantially larger than the set 

of developers who possess knowledge of the high level languages used to create 

applications on platforms such as iOS and Android. 

5.3.2. Application deployment and updates 

Application deployment as well as application updates are essential in a container 

environment and they need to be simple and secure. Application deployment can be 
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performed in two ways. The first by pushing the application(s) during initial installation 

of the hybrid container, the second deployment is via user requested installation from an 

app store. The configuration of the applications to be installed is controlled by the 

backend system that manages or communicates with the hybrid container. In the case of 

application updates, there are two types that applications are sensitive to. One is the core 

native shell where plug-ins reside and the second is the internal HTML/CSS code. 

Depending on the complexity of the application, there may be few updates to the shell 

and frequent changes to the UI. In the case of updating the shell, this requires a complete 

re-installation of the application including both the shell plug-in as well as the core UI 

files. Careful consideration needs to be taken to make sure that any files or settings from 

previous installations do not conflict or cause adverse effects with the new installation. 

5.3.3. App Store model 

Hybrid applications by nature are very dynamic and are continuously being updated, new 

applications may be released that users will want to install after the initial setup of the 

hybrid container. In order to address this scenario, the hybrid container can be architected 

to connect to an application store backend that will allow the user to select from a catalog 

of applications that they are entitled to download and install. 

The enterprise can also have a managed set of required applications that would be pushed 

to the hybrid container ensuring that users always have a set of pre-defined applications. 

5.3.4. Hybrid Container API 

The container itself must be written in the native language used by each targeted mobile 

platform. It will provide a consistent set of APIs to application developers; it will also 
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contain the mechanisms to allow hybrid applications to be installed dynamically within 

the container. 

5.3.4.1.  Security and Storage 

Security is of utmost importance within a large organization, data may have varying 

levels of sensitivity but the determination of what is sensitive should not be left purely up 

to the individual application developer. The best policy for application development is 

therefore to provide secure storage through strong encryption for all application data. 

Allowing the container to handle this behind a simple storage API reduces the burden on 

the application developer and allows IT management to be confident that standards and 

policy are being adhered to. 

Due to the nature of the hybrid container application, data separation must be 

enforced via strict name spacing to prevent one application reading another’s data. It may 

however be useful to allow sharing of data in certain circumstances e.g. allowing an 

instant messaging application access to the database of a contacts application. 

5.3.4.2. Enterprise Network Access 

Providing access to data and services that are located within an organizations internal 

network from a mobile device can be problematic and a source of much debate amongst 

security teams. The option to provide device level Virtual Private Network (VPN) exists 

but could expose the organization to attacks by malware that may have been 

unintentionally installed on an employee’s personal device. A second option is to provide 

access on an application-by-application basis often through a secure reverse proxy 

mechanism.  This is much more secure but can be a lot of effort for the IT management 
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part of the organization. The ideal option is to allow the container to manage access 

providing a common interface for applications that reside within it. 

5.3.4.3. Notifications 

Applications in the most part act in a request response manner; however there are 

occasions where it is necessary to push information to an application. In a mobile context 

this usually takes the form of a push notification sent from a messaging provider service 

usually run by the creator of that particular mobile operating system. Apple provides the 

Apple Push Notification Service (APNS) whilst Google provide the Google Cloud 

Messaging (GCM) service. It is necessary to abstract the use of these messaging 

providers away from application developers both for client and server side development 

[JaNe01]. 

5.3.4.4. Email/Calendar/Contacts 

Common applications such as email, calendar and contacts could be provided with the 

container rather than on an organization-by-organization basis. This function is required 

to reside within the container as the information used is of a highly sensitive nature. The 

protocols used for these applications are well documented and standardized so 

implementing them as common components is justifiable. 

5.3.4.5. Application Updates 

An update mechanism must be present in the container logic providing two distinct 

functions.  Firstly the ability to check for code updates to the container itself, these may 

be frequent as the demand for new native plug-in components is driven by the arrival of 
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different applications. Secondly to check for new versions of previously installed 

applications within the container. Both methods of update will require communication 

with a server based management component. 

5.3.5. Hybrid Container Security 

The container should provide an authentication mechanism that secures access to the 

applications and data residing within. The credentials used by the container will be 

determined at install time and may be governed by a policy which enforces a password 

change at a time interval that is configurable. 

5.4. Hybrid Application Container Creation 

The decision was made to use the open source Apache Cordova project rather than create 

the hybrid framework of the container from scratch, Cordova already has a clean 

extensible plug-in architecture and a large community of developers creating plug-ins to 

offer additional functionality on top of the base set. 

When a Cordova application starts up the native shell code loads the 

HTML/JavaScript UI application logic from a fixed www root folder within the 

application file system.  This root folder is read only once the native application is 

installed so it is necessary to subclass the Cordova class that loads from the root folder, 

this allows the UI application logic to be loaded from a different writable folder that we 

can install downloaded hybrid applications within. 

5.4.1. System architecture 

Figure 5.1 shows a typical deployment configuration for the container architecture and 
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required backend services. A mobile client running the container connects over the 

Internet to a secure reverse proxy that can perform device authentication and 

authorization to establish a secure session. Within this secure session the device can 

contact a variety of services. These services are located behind a firewall in a 

demilitarized zone (DMZ).  

The App Store service allows a user to browse and download new applications to 

the container; it also provides version management services to the container. Individual 

applications will need specific backend services made available to them, these can all be 

accessed via an application service located inside the DMZ. Requests to the service will 

be distributed to many pre-existing service APIs located within the organizations intranet. 

A Security service also resides within the DMZ which provides applications with the 

service APIs that allow various authentication and authorization tasks to be performed. 

This service layer also accesses a variety of pre-existing intranet based applications. 

These can include employee directory servers, Mobile Device Management (MDM) 

solutions or authentication services.  Figure 5.1 demonstrates system architecture for a 

hybrid container deployment. 

5.4.2. Hybrid Container Components 

The Hybrid Container is made up of the following components:  Container Application, 

Plug-ins that handle security, device hardware features, messaging and storage; and 

Application Manager. 
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Figure 5.1: Hybrid container deployment architecture 

 

5.4.2.1. Container Application 

As illustrated in figure 5.2 the container application is made from a variety of layered 

components, the application itself is written in the native language of the mobile device 

i.e. Objective-C for iOS, Java for Android. The container contains bootstrap code to load 
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the initial Application Desktop user interface web application in a Web View when the 

application starts.  An application executing in the Web View can call native code in the 

form of plug-ins, each plug-in has a JavaScript API and a corresponding native language 

class implementation.  The desktop contains icons which when selected by the user 

trigger a call to the Application Manager (AM) which then loads the selected application 

into the Web View components. 

5.4.2.2. Plug-ins 

A base set of plug-ins are included with the container, however more may be added over 

time as the container receives updates. Plug-ins are written to conform to the Apache 

Cordova interface and many of the standard Cordova plug-ins are included. Each plug-in 

has a corresponding JavaScript API so that it may be called from a hybrid application. 

5.4.2.2.1. Security 

This set of plug-ins provides authentication and authorization components used when 

accessing services hosted on the organization’s intranet, this includes a filtered VPN 

service. 

5.4.2.2.2. Device Hardware 

Access to hardware-based functions of the device such as GPS, Camera and Microphone 

can be obtained and interacted with through this set of APIs. 

5.4.2.2.3. Messaging 

The messaging plug-in set has responsibility for processing incoming notifications and 

ensures that the message is routed to the correct hybrid application. The AM is called if 
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the application is not currently running and an appropriate alert can be shown allowing 

the user to switch to the application that the push notification targeted. 

5.4.2.2.4. Storage 

In order to maintain security standards with regards to storage, any write operations 

performed by a hybrid application should go through the storage API.  This allows the 

data to be encrypted before it is written. If the application requires access to a database 

then an application specific SQLlite instance is created. The entire database is encrypted 

using the container password created when the container is first installed. 

5.4.2.3. Application Manager 

The Application Manager shown in figure 5.2 has several responsibilities including 

loading the desktop on the first instantiation of the container. When applications other 

than the desktop are started the container stores the state of the current application then 

reads the new applications descriptor. Any plugins required by the application are 

instantiated and the web resources loaded into the web view component, if a previous 

state was stored the state is reloaded before the application displays.  The AM handles the 

installation of new applications within the container and also periodic version checks for 

both installed applications and the container itself. Version checks are performed by 

making an HTTP request to a server based version component within the app store, 

applications can be updated dynamically and restarted within the container. In order to 

update the container itself the full application must be reinstalled.  
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Figure 5.2:  Hybrid mobile application container 

 

  Once an application has been developed the application resource files are added to 

an archive file and zip compressed. Along with the resources in the archive are an 

application descriptor and a desktop icon used to display the application within the 

container.   

The application descriptor contains metadata such as the application name, 

version, the plug-ins used by the application. Installed application details are maintained 

within a local database by the container and queried at various points in the applications 

execution cycle. 
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5.5. Mobile Virtualization Container Interface 

In order to integrate within the enterprise, the Mobile Virtualization Container needs to 

integrate with the Enterprise Mobile Device Management and Bring-Your-Own-Device 

Management systems together using Mobile Virtualization Container Interface (MVCI) 

for mobile devices.  This method integrates the various security components of the 

mobile device management system into a layered architecture that allows the enterprise to 

deploy and maintain their device policies onto one or more mobile virtualization systems. 

One of the challenges in an enterprise is how to perform device management for 

the entire company.  Servers and desktops have their own systems and now Mobile has 

their own as well.  This increases   the number of device management systems because 

none of Server/Desktop and Mobile systems integrate with each other.  In order to 

provide the most optimal systems management, these systems need to integrate with each 

other into a centralized system and at same time they need to take advantage of device 

management capabilities available in each of the platforms.  

Figure 5.3 shows what a typical Enterprise Architecture would look like when it 

supports a Virtualized Mobile Container.  This architecture needs to integrate with the 

existing Enterprise Device Management system and also with the Virtual Management 

Infrastructure that supports the Virtual Mobile Container on the device. 
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Figure 5.3:  Example of Enterprise Mobile Virtualization System 

5.5.1. MVC Interface Specification 

Through user scenarios we can analyze the various types of use cases that a mobile 

virtualization system needs to support.  One scenario could be where a user may receive 

an SMS message from their work where the system detects the event and determines that 

it is coming from a work related number.  At that moment, the system immediately 

changes the user profile to the enterprise profile and sets the appropriate polices and 

security profiles upon entering that virtualized environment.  Another scenario could be a 

location based such that when the user enters the enterprise location where the enterprise 

WiFi is detected at which point, the secured WiFi network and browser policies are 

engaged and the enterprise container is then ready to be used by the user. 
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5.5.2. MVC Architecture 

In order to achieve this level of integration, a system called the Mobile Virtualization 

Container Interface (MVCI) needs to be devised such that it interfaces with the enterprise 

device management system and also to the virtualized device management system.  The 

interface should be able to push and query device management policies depending on the 

user profile being applied due to location or by user’s choice.  The importance here is that 

the Enterprise Device Management agent can reside outside the container so that it can 

monitor the device for any changes in the system like installing enterprise applications 

outside of the virtual container or leaking data outside the virtualized container. 

 

Figure 5.4:  MVCI in Mobile Virtualization Systems 
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In figure 5.4, MVCI demonstrates how it is integrated in both a Hypervisor and 

Container solutions.  MVCI provides interfaces for setting, getting and notifications for 

its components which are described in the next section.  The key item to note here is that 

there is application flow that is introduced here that allows the Enterprise MDM to both 

query and set policies to the Container MDM as well as being able to register for 

notification for any specified events. 

5.5.3. MVC Components 

The MVCI is made up of a set of components that provide a set of services to and from 

the Enterprise MDM and the Container MDM.  These services provide functions to query 

device information like physical location, device attributes and more.  For this level of 

control, we need to decompose the access down into four components as described in 

table 2.   

 

Figure 5.5:  MVCI Components 
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Table 2:  Mobile Virtualization Components 

Components Functionality 

Device Query 

Model, manufacturer, carrier, name, user 

Memory, external storage, battery info 

Device location (GPS), IMIE, serial # 

Device Actions 

Device registration, selective wipe, remote lock 

Reset password, send user messages, deny email access 

Policy Management 

Password policies – length, age, complexity 

Lockup timeouts 

Jailbreak/Root detection / actions 

Device restrictions (cloud backups, etc) 

Data Protection 

Prevent Cut/Paste from Enterprise / Personal 

Prevent/manage email attachment export/preview 

Enterprise App Store container integration 

 

Each of these components - Device Query, Device Actions, Policy Management 

and Data Protection all play a specific role in managing and controlling the device 

container and interfacing with the Enterprise MDM. In order for the Enterprise MDM 

(EMDM), Enterprise Apps (EAPPS) and the Container MDM (CMDM) to be 

synchronized, the Mobile Virtualization Container Interface (MVCI) provides the 
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necessary interfaces for the two systems to communicate with each other – see figure 5.4. 

Each of the MVCI Components – Device Query, Device Actions, Policy 

Management and Data Protection each provide an integral part of system and are 

described as follows: 

5.5.4. Device Query 

This component is responsible for collecting device information like device identification 

information; device characteristics like memory, storage, camera, sensors, location, IMIE, 

serial #, etc so that it can be made available to the registered Enterprise Mobile Device 

Management Systems. 

5.5.5. Device Actions 

This component is responsible for executing device actions received from the device 

management system such as device wipe, partial wipe, remote lock, reset password, send 

a message to the device and block the receiving of emails. 

5.5.6. Policy Management 

This component is responsible for enforcing device policies on device screen lock 

password length, strength, quality, expiration, history and timeout.  Other policy 

management features would include controlling the storage of data in the cloud and also 

the detection of device rooting/jailbreaking. 

5.5.7. Data Protection 

This component is responsible for controlling and ensuring that data is maintained within 

the container.  Such actions include cutting and pasting to and from the container, and 
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managing the viewing of email attachments, which is a critical component in preventing 

data leakage.  Another important part of this component is the managing of the 

applications that can run within the container. 

5.6. MVC Interface System Design 

In order to demonstrate the functionality of MVCI, a set of use cases demonstrating the 

interaction between the enterprise device management system, the application and the 

container, show how each of the components are integrated.   

5.6.1. Device Query 

This component being responsible for collecting device information is broken down into 

a series of functions to support the delivery of device information. Figure 5.6 details the 

sequence diagram for the functions supported by the Device Query component and are 

described as follows: 

• Device id is a unique id that is used to identify the device for applications that 

want a way to identify the device in a way that can be differentiated from other 

devices.  Enterprise MDM makes the request to MCVI and in turn requests the id 

from the Container MDM which is usually a unique id by the container who what 

a unique container device id. 

• Device capabilities are used to identify the software functionality like email, 

contacts, browser and location.  As shown in figure 5.6, Enterprise MDM makes 

the request to MCVI which in turn requests the capabilities from the Container 

MDM and is then returned back to EMDM. 

• Device capabilities are used to identify the software functionality like email, 
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contacts, browser and location.  As shown in figure 5.6, Enterprise MDM makes 

the request to MCVI which in turn requests the capabilities from the Container 

MDM and is then returned back to EMDM. 

 

 

 

Figure 5.6:  MVCI Device Query 
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• Device characteristics are used to identify the devices hardware functionality like 

CPU, memory, encryption, screen, touch, Bluetooth.  As shown in figure 5.6, 

Enterprise MDM makes the request to MCVI which in turn requests the 

capabilities from the Container MDM and is then returned back to EMDM.  

 

Figure 5.7:  MVCI Device Actions 

5.6.2. Device Actions 

This component being responsible for executing device actions is broken down into a 

series of functions to support the actions required to execute the functions. Figure 5.7 
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details the sequence diagram for the functions supported by the Device Action component 

and are described as follows: 

• Registration is used by the Enterprise and Container Management system to 

identify itself through the use of signed certificates to MVCI which is the initial 

step before other functions can take place as shown in figure 5.7. 

• Selective Wipe / Remote Lock is a function that an admin/user function typically 

uses when a device is misplaced or lost.  Command is initiated from the 

Enterprise MDM and then delivered to the Container Management system via 

MVCI as shown in figure 5.7.  

 

Figure 5.8:  MVCI Policy Management 
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• Policy is used to verify and deliver the Enterprise Device Policy.  As shown in 

figure 5.8, this function checks to see if the policy is up to date sets the security 

properties of the container such as password strength, length, expiration.  

 

Figure 5.9:  MVCI Data Protection 

5.6.3. Data Protection 

This component is responsible for controlling and ensuring that data is maintained within 

the container.  Such actions include cut/paste to and from the container, managing the 
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viewing of email attachments is a critical component in preventing data leakage.  Another 

important part of this component is the managing of the applications that can run within 

the container. 

• Data Sharing as shown in figure 5.9, checks to see if functions like cut/paste are 

permitted across all applications or allowed across the applications within the 

container.   

• Attachments function as shown in figure 5.9, checks to see if attachments are 

allowed to be saved, viewed within an external viewer and also checks to see if 

what viewers are registered.  In this case, this particular function is very 

dependent on what file types are supported within the container from an email 

client perspective or a browser perspective.  In many cases, external viewers are 

used and the important issue here is that the viewer must not allow saving the file 

onto another part of the device that is not part of the container. 

5.7. Summary 

This hybrid mobile application container solution presented here has shown itself to be 

very effective delivering increased application deployments, application management and 

improved application security; thereby, delivering an improved enterprise mobile 

ecosystem.   Furthermore, due to its lightweight, secure and extensible design, along with 

having cross platforms support, it lends itself for reduced development lifecycle time and 

faster deployment within an enterprise.   
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6. MOBILE VIRTUALIZATION CONTAINER PERFORMANCE ANALYSIS 

In the previous chapter we presented a case study on how mobile virtualization affects 

applications from the user perspective where the results were directly related to the 

user's perception of performance, usability and security.  In this chapter, through 

benchmark analysis, the effects of three mobile virtualization technologies are compared 

to the reference benchmark application written in the Mobile Virtualization Container 

(MVC) model which executes a several performance functions for a predefined amount 

of time.  The mobile virtualization technologies compared to the MVC model were 

Divide from Enterproid, Red Bend and Blackberry Balance 10. 

6.1. Performance Benchmark Analysis 

A reference application with a set of benchmark tests was developed that uses the Mobile 

Virtualization Container architecture.  These tests were designed to cover a variety of 

functions to test for performance impacts in data encryption and networking 

communication which are two of the performance metrics that are most noticeable on 

applications by users.  In order to provide a relevant comparison, the application type 

selected was a hybrid application which is a mobile web application with a native 

application shell.  This technology, as previously described, is a Cordova application 

running within an IBM Worklight environment where the application is developed using 

HTML5, CSS3 and JavaScript with the ability to use native plug-ins to access device 

specific functions.  The main advantage on this type of application model is because the 
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applications are fairly portable across various platforms like iOS, Android, BlackBerry 

and others. 

 

Figure 6.1:  Eclipse Project Performance Benchmark Application 

IBM Worklight is an eclipse based framework that provides a light weight backend server 

that gives the ability to have adapters for the client application.  These adapters can be 

used for normalizing web services in such a way that the client doesn't need to be updated 

when the service changes.  In the eclipse environment the code is structured in several 

sections: 
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• Adapter code that gets deployed to the server – in this case the logging routines 

from the testing results get sent through an adapter and then gets logged in the 

backend server.   

• Common code runs across all the platforms and contains the HTML, CSS and 

JavaScript code.   

• Platform specific code contains the native specific components, also referred to as 

custom plug-ins.  There is a directory for Android, iPhone and every other 

platform that the project supports. 

6.2. Benchmark Components 

Benchmark application was designed to be a hybrid application that implements the 

Mobile Virtualization Container (MVC) methodology so it simulates a contained 

application that can be executed outside and inside the mobile virtualization environment.  

Components tested will be using HTML5 features and are broken down into four groups: 

• Storage – this will use the HTML5 localstorage feature [W3C01] to store json 

pairs of data inside the web container. 

• Network – this will use the HTML5 websockets feature [W3C02] to communicate 

to an external server from within the container. 

• Logging - component developed to collect the benchmark metrics with a logging 

framework using HTTP post requests to a simple Node JS server. 
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Figure 6.2:  MVCI Performance Benchmark Application 

6.2.1. Storage Benchmark 

Storage function was designed to store data inside the container with the HTML5 

function localStorage [W3C01].  The function continuously writes data for a specified 

amount of time.  At every 10% of the amount of time specified, the amount of items 

written is then logged.  The data written is a 128 bit value and it is written using the 

setItem method.  A reset function was written so that each time the test was executed, the 

environment was cleared so that there was a known starting point for both memory and 

storage perspective.  All running applications were stopped before the start of the test. 

6.3. Networking Benchmark 

Networking function was designed to open a TCP socket and write data across the 
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network from inside the container using HTML5 WebSockets [W3C02].  The test was 

designed to continuously open, write data and close the socket for a specified amount of 

time.  At every 10% of the amount of time specified, the amount of messages sent is then 

logged.  The message is a string that is sent by opening the socket, sending it and then 

closing the socket each time. A receive function is registered but any messages received 

were not processed.  All running applications were stopped before the start of the test. 

6.3.1. Benchmark Data Collection 

Benchmark test was done each of the platforms running first MVC for five runs 

collecting   data   points  at  each  10%  of the run or every 3 seconds.   Each of these runs 

were then summed together to produce a mean average – see equation in figure 6.3.  

Results were logged using web API that was developed for this test and logging it against 

a Node JS server as seen in figure 6.4.  This data was then collected on the server and 

recorded into a spreadsheet where the analysis and graphing was done.  Each of the runs 

was then added and the mean average was computed.  The same procedure was then run 

again with the same application running the various technologies being compared, and 

the results were compared and graphed to produce a view that compares the difference 

between the technologies. 

 

𝑅𝑅𝑎𝑎𝑎𝑎𝑎𝑎 =
 ∑ 𝑟𝑟𝑖𝑖𝑛𝑛

𝑖𝑖=1
𝑛𝑛   

Figure 6.3: Mean Average for Benchmark Results 

 



 
83 
 

Table 3 – Sample Data Collection for iPhone 5 with MVC 

 

IPhone 5 MVC  items    
seconds r1 r2 r3 r4 r5 mean 

3 186286 179630 179403 181031 182925 181855 

6 372256 358905 359623 362935 365334 363811 

9 556405 537556 538388 543719 545737 544361 

12 740175 715967 718830 723285 726827 725017 

15 922830 895670 899585 904770 908513 906274 

18 1103971 1074892 1079608 1085994 1089206 1086734 

21 1286590 1253172 1259101 1268037 1270746 1267529 

24 1468848 1430698 1439470 1449606 1450721 1447869 

27 1650702 1608748 1615815 1629922 1631643 1627366 

30 1833434 1786505 1794314 1810628 1811084 1807193 

 

 

 

Figure 6.4: Sample Logging of Execution Results 
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6.4. MVC Benchmark Results 

The performance data was collected on each of the platforms and the results was graphed 

on a per test and platform basis.  Basically, the MVC Storage and Networking tests were 

run and compared to each of the virtualization technologies Enterproid, Red Bend and 

Blackberry to establish if and how much overhead there is in running the applications 

under these mobile virtualization technologies. 

6.4.1. Storage Performance Results 

Storage presented some very interesting challenges because the localStorage API used 

behaves differently across the various platforms tested.   There is a dependency on the 

browser level that is on the platform, which is a local storage limit of 4 MB of space on 

both the Red Bend and Blackberry platforms but not on iOS.  As a result, additional code 

was incorporated to account for this limitation; and when the storage limit was reached, 

the storage was cleared and then continued recording more items.  The time required to 

clear the storage was not included into the overall length of time being recorded.  The 

metric used here was the number of items written per unit of time.  

6.4.1.1. MVC vs Enterproid on iPhone 5 

Analysis of the results in figure 6.5 show that there is a fairly constant delta in the 

number of items processed between MVC and Enterproid at each time interval with a 

range of 4.6% - 6% with an average overhead of 5.1% and a standard deviation of 0.5% 

when running for 30sec under the Enterproid container compared to the standard MVC 

on the iPhone 5 iOS 6.1 platform.   
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Figure 6.5:  Storage Benchmark - MVC vs Enterproid on iPhone 5 

6.4.1.2. MVC vs Enterproid on Samsung S4 – Android 4.2.2 

 

Figure 6.6:  Storage Benchmark - MVC vs Enterproid on Samsung S4 
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Analysis of the results in figure 6.6 show that there is a fairly constant delta in the 

number of items processed between MVC and Enterproid at each time interval with a 

range of 2.5% - 6.7% with an average overhead of 4.6% and a standard deviation of 1.6% 

when running for 30sec under the Enterproid container compared to the standard MVC 

on the Samsung S4 Android platform.  

6.4.1.3. MVC vs Red Bend on Samsung S3 – Android 4.0.4 

 

Figure 6.7:  Storage Benchmark – MVC vs Red Bend on Samsung S3 

 

Analysis of the results in figure 6.7 show that there is a fairly constant delta in the 

number of items processed between MVC and Red Bend at each time interval with a 

range of 12% - 16.8% with an average overhead of 14.9% and a standard deviation of 

1.6% when running for 30sec under the Red Bend hypervisor compared to the standard 

MVC on the Samsung S3 Android platform. 
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6.4.1.4. MVC vs Blackberry Balance on Blackberry Z10 

Analysis of the results in figure 6.8 show that there is a fairly constant delta in the 

number of items processed between MVC and Blackberry Balance at each time interval 

with a range of 0.6% - 3.3% with an average overhead of 2.2% and a standard deviation 

of 0.8% when running for 30sec under Blackberry Balance compared to the standard 

MVC on the Blackberry Z10 platform. 

 

Figure 6.8:  Storage Benchmark - MVC vs Blackberry Balance 

6.4.2. Networking Performance Results 

Networking also presented some very interesting challenges because the HTML5 

Websockets api used is not implemented on the Android platform but is implemented on 

iOS and Blackberry.  Fortunately, because of the hybrid architecture of MVC, the 

necessary functionality was able to be incorporated via the plugin functionality in 

Worklight and was used in Android and for the other platforms, the built-in functions was 
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used.  In this scenario, the test consisted of opening a websocket, writing a message to the 

websocket (same one was used every time in order to keep the test constant), reading the 

response (no processing was done on the response in order to keep things constant) and 

then the websocket was closed.  The metric used here was the number of message written 

per unit of time.  

6.4.2.1. MVC vs Enterproid on iPhone 5 

Analysis of the results in figure 6.9 show a fairly constant delta in the number of 

messages processed at each time interval with a average range difference of  1.67% - 

1.88% with an average overhead of 1.73% and a standard deviation of 0.07% when 

running for 30sec under Enterproid compared to the standard MVC on iPhone 5 platform. 

 

 
Figure 6.9:  Networking Benchmark - MVC vs Enterproid on iPhone 5 
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6.4.2.2. MVC vs Enterproid on Samsung S4 – Android 4.2.2 

 
Figure 6.10:  Networking Benchmark - MVC vs Enterproid on Samsung S4 

 

Analysis of the results in figure 6.10 show a fairly consistent delta in the number of 

messages processed at each time interval with a average range difference of  2.72% - 

6.27% with an average overhead of 3.43% and a standard deviation of 1.07% when 

running for 30sec under Enterproid compared to the standard MVC on the Samsung S4 

Android 4.2.2 platform. 

6.4.2.3. MVC vs Red Bend on Samsung S3 – Android 4.0.4 

Analysis of the results in figure 6.11 show a constant delta in the number of messages 

processed at each time interval with a average range difference of  12.26% - 18.46% with 

an average overhead of  13.95% and a standard deviation of 1.95% when running for 

30sec under Red Bend compared to the standard MVC on the Samsung S3 Android 4.0.4 

platform. 
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Figure 6.11:  Networking Benchmark – MVC vs Red Bend on Samsung S3 

 

6.4.2.4. MVC vs Blackberry Balance on Blackberry Z10 

 
Figure 6.12:  Networking Benchmark - MVC vs Blackberry Balance 
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Analysis of the results in figure 6.12 have a significant delta between MVC and BB 

Balance for the first 15 seconds and then levels off to a very small delta for the second 

half of the 30 second period.  The  number of messages processed at each time interval 

had an average range difference of  0.02% - 8.55% with an average overhead of 2.42% 

and a standard deviation of 2.94% when running for 30 seconds under Blackberry 

Balance compared to the standard MVC on the Blackberry Z10 platform. 

6.5. Summary of Results 

Analysis of the data provides some very interesting results that give a quantitative view 

of the cost of performance when running an application in a virtualized environment.  In 

this experimentation, two attributes were recorded – storage and networking.   These 

were chosen because these are two that are directly of importance in order to maintain a 

secure container so that no data is leaked or left unprotected.  As a result, these 

virtualization technologies address this by encrypting the data in the case of storage or 

securing the data traffic in the case of networking. 

In order to analyze the data, the results showed drastic variations when compared 

to each other and this was due to the various differences in the platform or functional 

support for the attribute being tested.  As described previously, the various versions 

hybrid environment have different versions of HTML5 support and alternative functional 

compatibility had to be used or introduced.  For example, on storage, Android 4.0.4 and 

Blackberry had limited storage compared to that in Android 4.2.2 and iOS.  Another 

example, on networking, Android had to be supplemented with a plugin in order to 

provide the websocket compatibility in the hybrid container.  As a result, the actual metric 
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data could only be compared between MVC and the corresponding platform and not 

across all the platforms.  In order to compare the results across all the platforms, the data 

results had to be normalized in such a way that results were independent of the platform 

restrictions.  Since the results showed a difference in performance, that difference was 

then computed and tabulated as well as the average difference and its standard deviation.  

Once this was done, it was now possible to see what the performance impact and cost 

was across the different platforms each compared to that of the MVC. 

 

Table 4:  Mobile Virtualization Container Platform Comparison 

 Storage Networking 

Platform Δ avg Δ %avg σ %avg Δ avg Δ %avg σ %avg 

Enterproid iPhone 5 77438 5.13% 0.48% 16680 1.73% 0.07% 

Enterproid Samsung S4 14324 4.62% 1.55% 8948 3.43% 1.07% 

Red Bend Samsung S3 72759 14.89% 1.58% 321228 13.95% 1.95% 

Blackberry Balance - Z10 6889 2.24% 0.76% 61138 2.42% 2.94% 

 

 

Analyzing the results show that there is a correlation in performance impact 

across the virtualization technologies studied.  From the storage perspective, Table 4 

shows how the Blackberry platform provides least performance impact and Red Bend has 

the most; whereas Enterproid on both iPhone and Android are fairly comparable, at least 

< 1% of each other that could be attributed to hardware and OS differences.  From the 

networking perspective, Blackberry is still within the same range as in the Storage 

results, but in this case Enterproid on iPhone 5 performs better than the rest.  The better 
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results on Enterproid iPhone 5 compared to that on the Android version could be 

attributed to the fact that the hybrid environment on iOS has built in websockets support 

where as on Android, an add-on plug-in had to be provided.  Blackberry came in second 

and that could be attributed to the fact that all networking traffic in the enterprise network 

flows through a Mobile Data Services (MDS) gateway and hence the added latency.  Red 

Bend had a similar rage to that as of Storage, which implies that the performance impact 

could be attributed to the nature of the hypervisor layer which provides a clean separation 

between personal and enterprise but it does it a higher cost. 

In summary, the performance analysis show that there is definitely a performance 

impact in each of the various virtualization solutions compared to that of the Mobile 

Virtualization Container reference architecture and the added security and separation 

comes at a cost in performance. 
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7. CONCLUSION, CONTRIBUTIONS AND FUTURE WORK 

7.1. Conclusion 

The explosion of mobile devices in the consumer space has been quite a disruptor for the 

mobile enterprise where corporate managed platforms are well defined, well contained 

and fairly secure.  However, now with the emergence of the consumer mobile devices 

from Apple iOS and Google Android, the enterprise has been forced to make functional 

tradeoffs in order to maintain platform and data security.  Due to the corporate security 

decisions, the end user gives up a significant amount of personal freedom and ease of use 

of their device.  Enterprise security requirements like password complexity, device 

encryption, network restrictions and other techniques that restrict the access to 

information on the mobile device tends to drive users away and/or encourages users to 

find other less secure alternatives that will eventually compromise enterprise data and 

access.  A number of mobile virtualization technologies have been presented here, each of 

them delivering specific features that focus on ensuring the security of the enterprise 

container and applications.  Application level containers, type 1 and 2 hypervisors and the 

new hybrid application container architecture all lack the organic integration of enterprise 

& personal personas found in solutions like the emerging BlackBerry 10 Balance 

platform.  Hypervisor technologies show promise; however, it is specific to the Android

platform, has higher end hardware requirements and not likely to be seen on the iOS 

platform anytime soon.   
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7.2. Contributions 

This dissertation focuses on the study of various techniques in mobile virtualization and 

how it is applied in the mobile enterprise.  These contributions can be summarized as 

follows: 

1) A comparative study of various mobile virtualization techniques and technologies 

has been performed. 

2) A case study is presented of a mobile virtualization pilot that was conducted 

where one of the technologies tested and surveyed with a group of mobile users 

within an enterprise.  The pilot survey results were then analyzed and presented. 

3) An innovative reference architecture for mobile virtualization has been developed 

and presented, which is suitable for mobile hybrid based applications. 

4) The reference architecture has been tested and compared with other mobile 

virtualization techniques using a performance benchmark.  The results were then 

analyzed through the use of statistical analysis to help identify the performance 

impacts in each of the virtualization technologies across the various platforms that 

were tested. 

With the work presented here, deployment plans and strategies can be developed more 

intelligently for integrating the growing BYOD community into the enterprise mobile 

ecosystem.  The number of BYOD users is growing rapidly due to the rapid adoption of 

smartphones by consumers and with the research presented here, enterprises are able to 

make much more intelligent decisions in the choices of technologies to adopt and deploy. 
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7.3. Future Work 

BYOD in the enterprise is not going away anytime soon and there is huge interest for the 

enterprises to increase the adoption of this community.  Due to enterprise policies, the 

BYOD adoption of the enterprise is not going as quick as expected or desired.  As 

presented in the background work, there are many technologies of various types that try 

to fill the needs for the BYOD community, but very few of them work cleanly across the 

different platforms and the architecture presented here allows the enterprise to 

containerize its applications and interface the necessary mobile device management 

systems such that both world can be possible.  There are several aspects about the Mobile 

Virtualization Container presented here that can be extended into future work.  One such 

function would be to extend the MVC Interfaces into a SDK that would be used into 

native mobile applications.  Another piece of work would be to extend this container as a 

mobile web browser such that server based mobile web applications could also be 

containerized.  Both of these are not small pieces of work and are projects that various 

companies in the market place are tackling.  On the same token, the device/OS 

manufactures are also rapidly incorporating many of the features mentioned here into the 

base OS or building the underpinnings into the hardware itself to support these 

technologies. 
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